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Bayesian Algorithms for Evaluation and Prediction of
Software Reliabihity

Man-Gon PARK' and Raymond H. DEAN"

ABSTRACT

This paper proposes two Bayes estimators and their evaluation algorithms of the software reliabil-
ity at the end testing stage in the Smith’s Bayesian software reliability growth model under the beta
prior distribution BE(a, b), which is more general than uniform distribution, as a class of prior infor-
mation. We consider both a squared- error loss function and the Harris loss function in the Bayesian
estimation procedures. We also compare the MSE performances of the Bayes estimators and their
algorithms of software reliability using computer simulations. And we conclude that the Bayes esti-
mator of software reliability under the Harris loss function is more efficient than other estimators in
terms of the MSE performances as a is larger and b is smaller, and that the Bayes estimators using
the beta prior distribution as a conjugate prior is better than the Bayes estimators under the uniform

prior distribution as a noninformative prior when a>b.

1. Introduction

One of the most important issues in the field of
software engineering is to produce highly reliable
computer software. The software development
procedure consists of analysis, design, coding, testing
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and maintenance phases sequentially. The ability to
produce highly reliable computer software products is
related directly to the estimation and prediction of the
software reliability as a part of the performance
evaluation in the testing phase. The testing phase has
three successive steps: unit test, integration test, and
validation test. Unit testing attempts to validate the
functional performance of an individual modular
component of a software system, integration testing
provides a means for the construction of the software
architecture while at the same time testing its function
and interfaces, and validation testing verifies that all
requirements have been satisfied. In these testing



steps, a developed software system is tested repeatedly
to detect and correct latent software errors.

Throughout the testing phase, improvements of
the reliability of the software system are made by
decreasing the number of software errors and by
lengthening the sofiware inter-failure times through
error corrections. This phenomenon is known as
software reliability growth.

In recent years, many software reliability growth
models (SRGM's) have been proposed for software
reliability analysis and predictions based on both
classical and Bayesian estimation methods [Jelinski
and Moranda(1972), Shooman(1972), Littlewood and
Verrall(1973,1974), Jewell(1985), Miller (1986),
Musa, Iannincand Okumoto1987), Bittanti(1988),
Shooman(1991), and Xie(1991).

Also the problem of estimating the software
reliability at the end stage under the assumption of
binomial trials in the testing phase has been studied
by Barlow and Scheuer(1966), Read(1971),
Smith(1977), and Fard and Dietrich(1983,1987).
Smith(1977) developed a Bayesian algorithm to
estimate the software reliability of a development
testing program using a the squared-error loss
function and a uniform prior distribution at all stages.
He considered an m-stage development process with
improvement between each stage by ordered
reliabilities and obtained the test data by assuming
binomial trials at all stages. Fard and Dietrich(1987)
showed that an algebraic error exists in the Bayesian
algorithm of Smith(1977). and they compared the
performances of the Smith's corrected estimators with
other estimators of software reliability in the SRGM
using computer simulations.

In this paper, we first discuss the Smith's
Bayesian SRGM. In Section 3 we propose two
Bayesian estimators and their evaluation algorithms
of the software reliability at the end testing stage
under the beta prior distribution, which is more
general than uniform distribution as a class of prior
information, in the Smith's Bayesian SRGM. We
consider both a squared-error loss function and the
Harris loss function in the Bayesian estimation
procedures. In Section 4 we also compare the MSE
performances of the Bayesian estimators and their
algorithms of software reliability carrying out Monte
Carlo simulations.

2. Smith's Software Reliability Growth Model

One of the difficulties in using stochastic models
such as Markov and nonhomogeneous poisson process
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SRGM's during the testing phase of a developed
software system is that the parameter estimation is
very hard task. There are some classical methods for
the parameter estimaton such as maximum likelihood,
least squares, uniformly minimum variance unbiased,
and others. Although they can directly be applied and
their asymptotic behavior can easily be determined,
they sometimes do not give adequate results [Joe and
Reid(1985), and Littlewood (1981)].

To make more accurate estimation we should
utilize the previous experiences which was gained
from similar software and prior information about the
developed software system. However for this reason
many Bayesian SRGM's have been proposed for the
estimation of software reliability by previous
knowledge. Smith's model is one of these Bayesian
SRGM's. This model has to be revaluated by the
development of new software testing techniques such
as mutation testing systems. Mutation analysis and
mutation testing system were proposed by several
authors in order to test the functional correctness of
computer programs [Budd(1981) and Demillo(1980)].
The results of software testing experiments in
mutation analysis can be well applied to Simith's
SRGM.

Following Smith(1977), we make the assumptions
of binomial test trials in the testing phase:

<Al> Binomial test trials are assumed to be
statistically independent. During the i-th stage, the
probability of a successful trial is the i-th ordered
reliability R, and there are n, trials resulting in k
successes (0 <k, < n), i=1.2,...m.
<A2> It is assumed that improvements to the
software system can be made by error corrections
between each stage, which implies that

RisRy<.. <R,

These assumptions are depicted in Fig.1.

Testing stage

(Fig. 1) Smith’s software reliability growth model
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3. Bayesian approaches on Smith's model

The fundamental tool used to approach at
Bayesian software reliability analysis is Bayes'
theorem. We may write Bayes' theorem in words as

Posterior Distribution = Prior Distribution
x Likelihood / Marginal Distribution

oC Prior Distribution x Likelihood.

The likelihood function is the function through which
the sample software test data modify prior
information of the software reliability. The prior
distribution rspresents all information that is known
or assumed about the software reliability. The
posterior distribution is a modified and updated
version of the previous information expressed by the
prior distribution on the basis of the observed sample
software test data.

According to assumptions (Al)-(A2), the
likelihood function of R,.R,.. ..R , can be written as

L(Rl,Rz, "'le("] + kl)a ("2, k2)» "'("m, km))

=m 11 (nz )Rf'(l _Rl)n,-k.
=1 ki

o [T R“(1-R)"™*,

=1

where 0< R, <R2<...<Rn<1,0<k <,
fori=1.2,...m

3.1. Prior and posterior distributions
If we assume that the i-th ordered software

reliability R, has a beta prior distribution, the prior
distribution of R, can be written as

gR) = 7R (1 -R),

0<R;<1,a,b>0,

where B(a,b) = I'(a)['(b)/T(a+b) is the beta function.
Expanding (3) into all testing stages, we obtain the
joint prior distribution of R, ,R,,.. ,R_ as

go(R1,R2,....Rm)

a-1 b-1

<| IT R, IT(A-R)

=1 =1

0<R,SR, .. <R < L.

Using Bayes' theorem in (1), we obtain the
following lemma.

Lemma 1. The joint posterior distribution of

R,R...R, given (n k). (n,k), ..., (n, k), as the
sample software test data gained by the binomial test
trials, becomes

gl(Rl'R'Z """ Rm | (nl‘kl)<(n2‘k2) ----- (mn’km))

_ LR

=1

(1 _ Ri)n,-k,+b—1

where

AR o

o(1 - R)"™*1dR\dR;. .dR,

and ab>0,0< R, <R, <. <R, <1, 0 <k; <np
fori=1.2,. m

Proof. From (2) and (4), the joint posterior
distribution of R,R,,...,R,, is given by

8RR, R, | (nk)), (R k), (N, Ky))

LRI R2,... Ral(m K1), (nmkm))Bo(R1...Rm)}

~ ¢l fRa (R2
_[0 ]o J'D LR\ Ry, Rulim £1), (nm kn))go(Re. Ru)R dR: dRim

T bpel
I-l Ril"" (._R')n,v-lpb-l
=1

| fRm Rz = oot e
I I TR Q-RY**'dR \dR;..dR
oJo 0




The joint prior distribution in (4) and the joint
posterior distribution in (5) are from the same beta
family. Hence, the beta prior distribution has a
conjugate prior information. Also the case a=b=1 of
beta prior distribution in (3) is a uniform prior
distribution, as noninformative prior distribution
which is desirable when we have no previous
information.

The integration I, can be calculated, although
quite cumbersome, by making use of the formula of
the incomplete beta integral given by Chao(1982). If u
and v are positive and 0 < R <1, then we can obtain

Ig xu—l(l —x)""dx

v-1
=Bav) 3 (“TV T R - py
i—0 U+

or
u+v-1 +v=1
Bawv) T (“TVT R - Ry
J=ur 1

Accordingly. the integration I_ can be expressed as

ny—k+b-1
m+a+b-1
= B(k -k +b
Im=Bky +a,ny — k) +b) }I);o ( Ky +a+j)

oB(ky +ky+2a+ji.m +nz—ky —ky +2b—1-j))

nyena—ky -kt Ab-1}-n

z

J2=0

m +n2 +2(a+b—l) .
ky+ky+2a+j+j2

m-1 m-2
oB( Y ki+(m-ba+ X ji
=1

=1

m-2

m-1
Y (u-k)+m-DG-D+1- X j)
=1 i=1

r 1
=1

Z ni+(m-D@+b-1)

"l "
T oo Loy,
Z m-}
Jm1=0 T (ki+j)+(m-Da

=1
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m»-1

~m L] »
BT i+ T jitma, L (m-k)+mb-m+l- T ji) .
= = =l =)

Letting

T.= 3 (k+a), Si= X (n-k+b-1),

1 1

Ji= 2 Jjx, adQ=THS,

I=1 e “
the integration I, in (8) becomes
Si S-4 Sw1-Im2 m-)
Im= Z Z Z l_l C,
Nn=0 j=0 Jm1=0 =1

.B(Tm +Jm—l,Sm "Jm—l + 1),

where

o 0. j
= L ~1iy [ Y AT 1 .
C.=B(l' +J1,8 ]'+)(T‘+Jl

In order to get the Bayes estimators of software
reliability at the m-th end stage, represented by R,
we need the marginal posterior distribution of R,.
Hence, integrating with respect to R, ,R,,... R, from
the joint posterior distribution (5), we obtain the
following lemma.

Lemma 2. The marginal posterior distribution of
R, given (n, k), (n,k,), ....(n, k,) can be written as

gI(Rm | (nl’kl)v(nz’ki)"“,(n'ukﬂ))

51 S0 Swt~Im2  m-1
=LY X . X IIcG
=0 jr=0 Jm1=0 =l

oRImITH () - R p)SeImt

where 0<SR_<1, 0<k<n, and T, S;, J; and C,
are given in (9) and (10), for i=1.2,...m.

3.2. Bayes estimators of R, using
a squared-error loss function

The loss occured in estimating the software
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reliablity R_ by an estimator R', should reflect the
difference between R_ and R”,. The squared-error loss
function which can be differentiated twice,

Ll(Rm,Rm) (R‘ Rm)z,

is widely used in Bayesian estimation. For the
squared-error loss function (12), the Bayes estimator
of R, can be found by minimizing the posterior
expected loss function E[L,(R,|(n,,k,),(;,,),....(0k,)]
, and is simply the mean of the posterior distribution
of R,,. Therefore, we obtain the following theorem:

Theorem 3. Under the squared-error loss
function and the beta prior distribution of R, in (3),
the Bayes estimator of software reliability at the m-th
end stage is given by

LT L e A 1)

1 cesassmistsavaisn

b ype0 S—t?

Ardl Sl w2

n CoB(TmtSm1 Sa—dm1+1)

where T,. S, J, and C, are given in (9) and (10).

Proof. Since the Bayes estimator of R, under the
squared-error loss is the mean of the marginal
posterior distribution of R, in (11),

RBES = E[Rn|(ny, k1), (n2, k2), ..

o (m, b))

i
= [} Rms g2Roml(n1., 1), 012, K2), .. (1m, k)R m

5 S-h Sm-1J-2 W)

sE T T . LTI Cef R R Ry

Si=0 =0 Jm-1=0

Integrating of the last term,

j‘ RT..+Jm—-l R,,,)S""J*' dRm

=B(Tm+Im +1,8m —Im +1) .
which proves the theorem.

Corollary 4. The Bayes estimator of software
reliability at the m-th end stage of the testing phase

under the squared-error loss function and beta prior
distribution, which is contained as algebraic error by
Smith(1977), is converted into

5 Rring] Sivm2  md

pIEDY Y T DeBTasset) Sumduis])
Rﬁb‘w: neo n= 10 w .
Z ) NZ~ H DuoB(Tatms Sucdms 1)
.............................................. (14)
where T,S, and J, are given in (9), and
DlzB(T‘+J‘,1,Sl—J\_|+l)( Qui J
T, +J,
.............................................. 15)

3.3. Bayes estimators of R using the
Harris loss function

Harris(1977) suggested another loss function that
depends on 1/(1-R ). Wthh is gwen by

LR, R2) = |5~ 1

1- P' 1-Rm

where R, is an estimator of R, Higgins and
Tsokos(1978) compared five different classes of loss
functions, including the usual squared-error loss,
squared relative error loss, linear weighted loss,
Harris's loss, and exponential loss. They concluded
that the squared-error loss function is not robust with
respect to the other loss functions, and that Bayes
estimators are very sensitive to changes of the loss
function.

Under the Harris loss function in (16), the Bayes
estimator of R can be obtained as follows;
REEH = 1 [ 1/ Flk:

(1, k1), (12,2, ... 01, K],

where 0 <k, <n, fori=12,...m
Then one can obtain the following theorem.

Theorem 5. Under the Harris loss function and
the beta prior distribution of R; in (3), the Bayes
estimator of the software reliability at the m-th end
stage is given by
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REEH =
£ I~y St~z -1
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n= e Ty 0 !
................................................ (18)
where T, S, J, and C, are given in (9) and (10).

Proof. By means of (11) in Lemma 2, and (17),
the expected value of 1/(1-R,) given (n, k), (n,k,),...,
(ng,k,,) is

E[ﬁ;:‘("l,kl), (n2,k2), ..., (N, km)]

= (10~ Ra) ' gaBal(r1, K1), (12, 2), .. (o k)Y AR

S S1-Jy

=¥ I

Ji=0 j,=0

Sw-1-dmz M|

2 ITa

Imr=0 =1

i +om-1— - -
of RE™ TN (1= RpySem1-dR .

S, S Se-1=Im-:  m-1

IT CooB(Tn+dm1,Su=dm1)
=1

If we replace denominator of the last term in (17) by
this expected value. we can obtain the result of the
theorem.

4. Monte Carlo simulations

Since the Bayes risks with respect to estimators of
software reliability under squared-error loss and the
Harris loss functions can not be expressed in closed
mathematical form, we can not compare the Bayes
risk as a measure of stabilities of the Bayes estimators
by the mathematical expressions. Thus we represented
as the algorithm SSRGM in Appendix to evaluate the
Bayes estimates, and carried out the Monte Carlo
simulations using this algorithm and IMSL software
packages on VAX-9000 system of the University of
Kansas computer networks(KUHUB). Monte Carlo
simulation procedure is carried out as follows.

<SI> We generated 500 sets of binomial random
variates according to the times of binomial testing
trials and true reliability in each stage, and a=1(2)5
and b=1(2) which is the parameters of beta prior,

respectively,

<S§2> and evaluated the estimates of the Bayesian
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software reliabilities at the 9-th end stage by using
Algorithm SSRGM and IMSL subroutines according
to the random variates generated in S1.

<83> We also calculated the variances, biases and
mean-squared errors(MSE) of the Bayesian software
reliabilities evaluated in S2 with respect to the true
software reliabilities,

<S4> and calculated the relative efficiencies(REFF)
of the Bayes estimates with respect to R °®
(a=1,b=1). The formula of REFF is given by

REFFR','\R’,}) = MSE(R','YMSE(R',),

where MSE(R',) = E[[R,-R,)* =Var(R",)+ bias’ (R,
JR”_ ), R, is the Bayesian estimator of software
reliability and R is the true software reliability.

Table | shows the performances of the proposed
Bayesian estimators and their algorithms in terms of
MSE and bias according to the valucs of a=1(2)5 and
b=1(2)5. In Figures 2 through 4, we plot the graphical
behaviors for REFF's of the proposed Bayesian
software reliability estimators with respect to
R,*®(a=1,b=1), which is the Bayesian estimator of
software reliability under the uniform prior and
squared-error loss proposed by Fard and
Dietrich(1987).

If we define "X is(are) more efficient than Y" as
X >> Y, we can obtain the following results from
Tables 1 through 2 and Figures 2 through 4.

<R1> R %" >> R P& >>R_P™™ in general.

<R2> a is larger, R_®™®* >>R %

<R3> The larger a is and the smaller b is,

the more efficient R_®® and R,°*™ are, but the
smaller a is and the larger b is, the more efficient

R_PEM s,

<Table 1> Comparison of MSE performances

(a.b) MBSE (R | MSE (R.®) | MSE (R
(L, 1) 0.00389 0.00369 0.01619
.3) 0.00491 0.00407 0.01238
@35 0.00544 0.00730 0.00943
<)) 0.00347 0.00285 0.01730
G.3 0.00358 0.00324 0.01350
G. 3 0.00687 0.00525 0.01051
) 0.00254 0.00251 0.01831
G.3) 0.00274 0.00260 0.01455
G, 5) 0.00637 0.00331 0.01154
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< Table 2> Comperison of RMSE performances

“ (a, b) RMSE (R, RMSE (R,) JRMSE (R,
I an 0.06236 0.06075 0.12723
Il (1,3) 0.07003 0.06381 0.11124
(1,5) 0.09715 0.08545 0.09711
(3, 1) 0.05893 0.05338 0.13152
3.,3) 0.05981 0.05692 0.11619
(3,5) 0.08288 0.07243 0.10253
(5, 1) 0.05039 0.05010 0.13533
(5,3) 0.05237 ] 0.05099 0.12063
(5.5) 0.07984 7 &QL'
*m=9, n=30, R_ =0.85
1.1
REFF 1.0
[oX
o8
0.7
0.6
0.5
0.4
0.3
0.2 b a=1)

0 1 2 3 4 S

| -8~ Rm(BES) —+— RmM(BEH) ¢—»RM(BESM) J

(Fig. 2) Comparison of the relative efficiencies accordng to b
(8=1)

S. Conclusions

It is apparent from these results that (1) the beta
conjugate prior distribution BE(a,b) is more manifold
than uniform prior distribution in terms of the prior
selection, and the more efficient priors according to
the values of two parameters a and b can be selected,
(2) the Bayes estimator of software reliability under
the Harris loss function is more efficient than other
usual Bayes estimators in terms of the MSE
performances as a is larger and b is smaller. and (3)
the binomial sampling is available for attribute
software test data on the Smith's Bayesian software
reliability growth model.
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Appendix

Algorithm SSRM. To evaluate the Bayesian software
reliability estimators at m-th end stage in Smith's SRGM

INPUT M = number of stages in the testing phase

A and B = Ist and 2nd parameters of beta prior

N(i) and K(i) = times of testing trials and successes in the
i-th stage, for i=1,2,.. .M.

OUTPUT RMBES,RMBEH,and RMBESM = Bayesian

software reliability estimates(l: R.M, 2: R 3: R ™)

T@)=TH)+KG+A
S(i)=8()+NG-KG)+(B-1)
end f
Qa)=T()+S()
end i
Step 2 : TOTUS=0.0 : TOTLS=0.0
TOTUH=0.0 : TOTLH=0.0
TOTUM=0.0 : TOTLM=0.0



Jorj,=0,...8(1) do
JI(1)=j,
Jorj,=0,....8(2)-JT(l) do
JT(2)=j,+),
Jor j,=0,....8(3)~JT(2) do
Sorj,.,=0....SM-1)~JT(M-2) do
VALI=1.0
forL=1,.. M-1do
XA=T@)+JT(L-1)
XB=S@)JT(L-1)+1
BT(L)=BETA(XA.XB)
KC=Q(1) : KD=T(L)+JT(L)
KM=Q(L+1)
CM(L}=BINOM(KC,KD)
DM(1)=BINOMKM,KD)
VALI=VAL1*BT(L)*CM(L)
VAL2=VAL2*BT(L)*DM(L)
end L
YAU=TM)+JTM-1)+1
YAL=TM)+JTM-1)
YBU=SM)-JTM-1)+1
YBL=SM)-JTM-1)
BTUS=BETA(YAU,YBU)
BTLS =BETA(YAL,YBU)
BTUH=BETA(YAL,YBU)
BTLH=BETA(YAL,YBL)
BTUM=BETA(YAU,YBU)
BTLM=BETA(YAL,YBU)
TOTUS=TOTUS+VALI1*BTUS
TOTLS=TOTLS+VALI*BTLS
TOTUH=TOTUH + VALI*BTUH
TOTLH=TOTLH+VALI*BTLH
TOTUM=TOTUM+ VAL2*BTUM
TOTLM=TOTLM+VAL2*BTLM
end j,,

end j,

Step 3 : RMBES=TOTUS/TOTLS
RMBEH=TOTUH/TOTLH
RMBESM=TOTUM/TOTLM
print RMBES, RMBEH, RMBESM
end ALGORITHM SSRGM
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