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ABSTRACT

In the coming future, anyone using the Internet will have more than one NFT. Unlike FT, NFT can specify the owner, and tracking
management is easier than FT. Even in the 2022 survey, WPA2 is the most widely used wireless protocol worldwide to date. As it is
a protocol that came out in 2006, it is a protocol with various vulnerabilities at this time. In order to use WPA2-EAP or WPA3 (2018),
which were released to compensate for the vulnerabilities of WPA2, additional equipment upgrades are required for STA (station) and
AP (access point, router), which are connected devices. The use of expensive router equipment solves the security part, but it is
economically inefficient to be introduced in Small Office Home Office (SOHO). This paper uses NFT as a means of authentication and
uses the existing WPA2 as it is without equipment upgrade, defend crack tools of WPA2 that have been widely used so far and compared
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to the existing WPA2, it was shown that it was not difficult to actually use them in SOHO.
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Table 1. ERC-721 Standard

Function Name Attributes
balanceOf Returns the number of NFT Owner’s owned
Returns the owner address of an NFT with
ownerOf o
a specific toeknID
Allow specific accounts to use one NFT
approve ,
onwer's own
ctAnproved Returns whether certain NFTs have been
8elApp authorized for use by other accounts
setApprovalForAll Allow Ispecific accounts to use all NFT
Owner's own
isApprovedForAll Returns whether the owner has allowed a
PP particular account to use it for all of NFTs
transferfrom | NFT Ownership Transfer
Send NFT ownership after confirming that
safeTransferFrom o .
the receiving address can receive NFT
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Table 2. CVE List about KRACK

CVE No.

Vulnerabilities

13077 |Reinstallation of the pairwise encryption key(PTK-TK) in the 4-way handshake.

13078 |Reinstallation of the group key(GTK) in the 4-way handshake.
13079 |Reinstallation of the integrity group key(IGTK) in the 4-way handshake.
13080 |Reinstallation of the group key(GTK) in the group key handshake.

13081 |Reinstallation of the integrity group key(IGTK) in the group key handshake.

Accepting a retransmitted Fast BSS Transition(FT) Reassociation Request and reinstalling the pairwise

I — o 1 m< O

Mode Response frame.

13082 encryption key(PTK-TK) while processing it.

13084 | Reinstallation of the STK key in the PeerKey handshake.

13086 | Reinstallation of the Tunneled Direct-Link Setup(TDLS) PeerKey(TPK) key in the TDLS handshake.

13087 Reinstallation of the group key(GTK) when processing a Wireless Network Management(WNM) Sleep Mode
Response frame.

13088 Reinstallation of the integrity group key(IGTK) when processing a Wireless Network Management(WNM) Sleep
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Algorithm 5 Smart Contract(N-WPA2)
Require: ERC — 7210fOpenZeppelin
Input: STA.Wallet_address
Output: Hashed SSID, Hashed PW
1: Create Function "Mint NFT”
2: Create Function "AddRemove NFT Contract’
3: Create Function 'NFT Whitelist’
4: Create Function 'NFT Count Check’
5. Create Function 'Change SSID PW’
6;
T
8:

> to mint NFT
> to manage NFT whitelist
> Whitelist mapping array
> to counting STA.NFT
> to change Wi-Fi Info
: if NFT Count Check && NFT Whitelist > 1 then
Return Hashed SSID, Hashed PW
: end if

Fig. 11. Pseudo Code of N-WPA2 Smart Contract
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Table 4. Experiment Items

Major Classification Subcategory

TestCase Description

PMK(PSK inference Attack)

Assessment of security against Dictonary attacks

I. Existing Crack Tool Resistance Pixie Dust(WPS Attack)

Assessment of security against WPS attacks

(Evaluation of Security)

KRACK(Key Reinstallation Attack)

Assessment of security against Key re-injection

I1. Usability compared to existing 4-way handshake Delay Time

Delay for 4-way handshake Time Assessment

WPA2 Total Auth time

Assessment of total connection time of my Approach

(Evaluation of Practicality) Compare Network Speed

Evaluation of network speed this proposal and existing WPA2

IIl. Review of new attack methods |Forgery of Signature

possibility of signature forgery

for NFT authentication
(Safety Assessment of Proposal)

Resistance to DoS Attack

Assessment of DoS Safety for Auth Server
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Algorithm 7 Signature VRS apply

Require: web3 JS API from cdnjs

Input: STA.Wallet_Signature

Output: V, R, S of STA.Wallet_Signature

: sig = web3.sign(STA.Wallet_Signature)

: const v ="0x’ + sig.substring(2).substring(128,130)
: const r = '0x’ + sig.substring(2).substring(0,64)

: const s = '0x’ + sig.substring(2).substring(64,128)

. signature = [v,rs]

: Send signature to AUTH server

> sig is cdnjs APT

oo e Wy e

Fig. 20. Way of V, R, S Signature Coding
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