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ABSTRACT

Recently, interest and investment in the Internet of Things (IoT) have increased significantly, and security issues are constantly
being raised. As a solution, the IETF ACE Working Group is establishing the ACE framework standard, which is a new security
framework for various constrained IoT environments based on the existing OAuth 2.0. However, additional work is required to apply
the ACE framework, which proposes a new lightweight security system, to the existing Internet environment, and this additional cost
is a factor that hinders the application of OAuth 2.0 to the IOT environment. Therefore, we propose an IoT authentication framework
based on OAuth 2.0's existing development motivation, and implement a proposal framework based on CoAPthon and analyze its
performance.
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Table 1. Explanation of the Proposed Framework Operation Flow
step detail
(A) Authorization | The client requests authorization from the
Request resource owner via the User—agent.

(B) Authorization
Code Request

The resource owner requests the
authorization code from the authorization
server via User—agent.

(C) Authorization
code Issue

If the authentication of the resource owner
of the authorization server is valid, it
generates an authorization code and sends
the code to the User—agent.

(D) Access Token
Request

The client that receives the authorization
code through the User-agent requests the
access token by transferring the client_id
and client_secret to the authorization server
based on the authorization code.

(E) Access Token
Issue

When the authorization server determines
that the client’s request is valid, it
generates an access token and sends it to
the client.

(F) Protected

The client requests authentication and

Resources resources to the resource server as an
Request access token.
The resource server sends a token check
(&) Token . .
. request message containing observing
Introspection N . L
resource function option to the authorization
Reques
Server.
The authorization server verifies the
validity of the token and responds with
parameters [12], such as access scope,
(H) Token validity, and adds the resource server to
Introspection the resource observation list for that token.
Response Then, the resource server analyzes the
parameters received from the authorization
server and chooses whether to accept or
reject the client’s resource request.
. The resource server sends a response
(I) Service . . .
.. message to the client with the appropriate
provision
response code.
SeolAE, User-agentst A An], A% AH e} Setoldd
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Fig. 4. Token Cache Consistency Management Through Resource
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Table 2. Explanation of the Proposed Framework Operation
Flow After Token Cache of Resource Server

step detail
(A) Protected | The client requests authentication and
Resources resources from the resource server as an
Request access token.
The resource server checks the validity of
(B) Service |the token through the cached token
provision information and sends a response message to

the client with the appropriate response code.

(C) Resource | When information on the token is updated, a

Observation | notification message is transmitted to the
message resource server registered in the resource
Transfer observation function in the token.
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Table 3. Development Tools and Implementation Environment

Implementation 0S Ubuntu 14.044 LTS
environment IDE PyCharm 201623
Prﬁgramn““g Python 2.7.6
Development anguage
Tools Open Library | CoAPthon, python-oauth2
Database MongoDB 2.6.12

T8 FHow $9AAE Ubuntu 14.044 LTS, =3

W 37 (Integrated Development Environment, IDE)<

PyCharm 2016.2.3.& AR&-8lAth =3 M= r2 T2
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Table 4. Additional Options for CoAP Token Introspection
Request Messages and Error Messages

Name Format Length Default
Bearer opaque var (none)
Token-type-hint string 1-255 (none)
Error uint 0-2 (none)

Agog setnE(13]etes g At T dGIdME A
=29 A AWE 1] d5der ek AT ALE
gt} “Active’ S48 HT EZY AHE & & AdE ol
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S YEE AR EES AT o ARt “Exp i
AE HJT EFo] wtuse AlRS YeRUY wrsAgke] A
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B =R A= dd F7F 54S CoAPthonoll T3 317] 93l
4] CoAPthon®] JAA & %“%3}—5‘ 2591 OptionRegistry

&) Fig. 59 #o] F71stsith

TOKEN_TYPE = Optionltem(72, "Token_type", STRING, False, None)
SCOPE = Optionltem(76. "Scope’, STRING, False, None)

BEARER = Optionltem(71, "Bearer", OPAQUE, False, None)
TOKEN_TYPE_HINT = Optionltem(73, "Token_type_hint", STRING, False, None)
ERROR = Optionltem(74, "Error", INTEGER, False, None)

ACTIVE = Optionltem(75, "Active', STRING, False, None)

EXP = Optionltem(77, "Exp", INTEGER, False, None)

Fig. 5. CoAPthon Additional Option Definition
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Table 5. Additional Options for CoAP Token Introspection Broz dd ¥4 s 2EFNAE 2E g4, 8T
Response Messages 49 %S AARANE 4R T, AT AL A
Name Format Length Default A AHA 7 Fasit) Figs. 6, 7, 82 F7F ¥4 T
Active string 1-255 (none) error 41 A Fsoln A7 2F, AA, AA gaelth
Scope string 1-255 (none)
Token-Type string 1-255 (none) @property
Exp uint 0-4 (none) def error(self):

A 8 viAA G o F dAAE A8
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F A=+ (2012 Farske] invalid_request (0), invalid_token
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for option in self.options:
if option.number == defines.OptionRegistry.ERROR.number:

return option.value

return None

Fig. 6. Call Function for Error Option

@error.setter

def error(self, value):
option = Option()
option.number = defines.OptionRegistry.ERROR.number
option.value = int(value)

self.add_option(option)

Fig. 7. Setting Function for Error Option

@error.deleter
def error(self):
self.del_option_by_number(defines.OptionRegistry. ERROR.number)

Fig. 8. Delete Function for Error Option
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def introspect(self, path, bearer, callback=None, access_path=None):
request = Request()

request.destination = self.server

request.code = defines.Codes.GET.number

request.uri_path = path

request.bearer = bearer

request.token_type_hint = 'code’

request.scope = access_path

if callback is not None:

thread = threading.Thread(target=self._thread_body, args=(request,
callback))

thread.start()

else:
self.protocol.send_message(request)
response = self.queue.get(block=True)

return response

Fig. 9. Token Introspection Message Request Function
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if str(transaction.request.bearer) in resource.introspection:

if resource.introspection[str(transaction.request.bearer)] is 1
error_option = Option()
error_option.number = defines.OptionRegistry. ERROR.number
error_option.value = 1
transaction.response.add_option(error_option)

elif resource.introspection[str(transaction.request.bearer)] is 2:
error_option = Option()
error_option.number = defines.OptionRegistry. ERROR.number
error_option.value = 2
transaction.response.add_option(error_option)

else:
active_option = Option()
active_option.number = defines.OptionRegistry. ACTIVE.number

if tl]me .time() > resource.introspection[str(transaction.request.bearer)] [ ‘e
xpires_at"

active_option.value = str(False)
else:
active_option.value = str(True)
transaction.response.add_option(active_option)
else:

active_option = Option()
active_option.number = defines.OptionRegistry. ACTIVE.number
active_option.value = str(False)

Fig. 10. Core Implementation Code for Token Introspection
Message Response
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def introspect_observer(self, path, bearer, callback=None, access_path=None):
request = Request()
request.destination = self.server
request.code = defines.Codes.GET.number
request.uri_path = path
request.bearer = bearer
request.observe = 0
request.token_type_hint = "code"
request.scope = access_path
if callback is not None:

thread = threading.Thread(target=self._thread_body, args=(request, ca
llback))

thread.start()

else:
self.protocol.send_message(request)
response = self.queue.get(block=True)

return response

Fig. 11. Token Introspection Message Request Function
Including Registration of Resource Observation Function
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def address_registry(Resource, request):
try:
for option in request.options:
it option.number == defines.OptionRegistry.BEARER.number:
if str(option.value) not in Resource.expired_token_list:
Resource.token_address[str(option.value)] = request.source
except AttributeError:

return

Fig. 12. Functions for Storing Resource Server Addresses
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def store_token_information(Resource, request):
db_host = 'localhost
db_port = 27017
db = pymongo.MongoClient(db_host, db_port).test_database
valid_scope = False
token = None
try:
for option in request.options: # 7! ¢k ~ Yo EIQA g
if option.number == defines.OptionRegistry.BEARER.number:
token = str(option.value)

it dbl
)}) is not None:

5_tokens'].find_one({"token":  str(option.value

Resource.introspection[str(option.value)] = db['access
_tokens'].find_one({"token": str(option.value)})

for option in request.options: #74}<* 191el 4 2ok
if option.number == defines.OptionRegistry.SCOPE.number:
if token in Resource.introspection and token is not None:
if Resource.introspection[token] is not None:

for scope in Resource.introspection[token]['scop

if str(scope) == option.value:
valid_scope = True
if not valid_scope:
Resource.introspection[token] = 2
except AttributeError:

return

Fig. 13. Functions for Storing Token Information

def compare_token(Resource):
db_host = 'localhost
db_port = 27017
db = pymongo.MongoClient(db_host, db_port).test_database
try:
for token in Resource.token_address:
if str(token) in Resource.introspection:

if Resource.introspection[str(token)] 1= db['access_tokens
].find_one({'token": str(token)}):

Resource.observe_client_list.append(Resource.token_addr
ess|[str(token)])

Resource.introspection[str(token)] = db['access_tokens
].find_one({"token': str(token)})

elif Resource.introspection[str(token)]['expires_at'] < time.ti
me():

if str(token) not in Resource.expired_token_list:

Resource.observe_client_list.append(Resource.token
_address|[str(token)])

Resource.expired_token_list.append(str(token))
else:
print Resource.token_address [str(token)]
except AttributeError:

return

Fig. 14. Functions for Comparing Token Information
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Fig. 18. Issue Authorization Code
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Fig. 19. Request and Issue an Access Token
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I Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded
v Form item: "redirect_uri" = "http://218.150.181.110:8081/callback"
Key: redirect_uri
Value: http://218.150.181,110:8081/callback
v Form item: "client_secret" = "xyz"
Key: client_secret
Value: xyz
v Form item: "code" = "abe@f810-f5ad-4063-8602-94fd8eed1446"
Key: code
Value: abe0f810-f5ad-4063-8602-94fdBee91446
v Form item: "client_id" = "abc"
Key: client_id
Value: abc
v Form item: "grant_type" = "authorization_code"
Key: grant_type
Value: authorization_code

Fig. 20. Details of the Access Token Request Message
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v JavaScript Object Notation: application/json

v Object

v Member Key: "access_token"
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String value: Bearer
Member Key: "expires_in"

Number value: 20
Member Key: "refresh_token"

String value: 6ad91ca2-d5c6-4ce8-8f68-028f9801ead2
Member Key: "scope"

String value: temp humi
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Fig. 21. Details of the Access Token Response Message
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Fig. 22. Access Token Verification
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No.  Time Source Destination Protocol ~ Length Info
53 16. 218.150,181,110  218.150.181,117 CokP 91 CON, MID:19258, GET, /basic
254 16. 218.150.181,117  218.150.182,110  CokP 52 ACK, MID:19258, 2.05 Content, THN:de 6F Ge 65 (text/plain)
%5 10. 218.150,181,110  218,150,18L,117 CoAP 91 CON, MID:19259, GET, /TENP
256 17. 218.150.181,117  218.150.181.110  CokP 52 ACK, MID:19259, 2.05 Content, THN:de 6F Ge 65 (text/plain)

Fig. 24. Resource Access Through an Access Token
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Code: GET (1)
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[Expert Info (Warn/Malformed): Invalid Option Number 73]
Opt Name: #3: Unknown Option: 63 67 64 65

[Expert Info (Warn/Malformed): Invalid Option Number 76]
Opt Name: #4: Unknown Option: 62 61 73 69 63
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Fig. 25. Details of Resource Request Message
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v Constrained Application Protocol, Acknowledgement, 2.85 Content, MID:19258
Blas wiow = Version: 1
18 ..., = Type: Acknowledgenent (2)
oo 0180 = Token Length: 4
Code: 2,05 Content (69)
Message ID: 19258
Token: dedfoe6d
End of options marker: 255
v Payload: Payload Content-Format: text/plain; charset=utf-8 (no Content-Format)
Payload Desc: text/plain; charset=utf-8
v Line-based text data: text/plain
18.3

Fig. 26. Details of Service Provision Message
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Fig. 28. Details of Token Introspection Request Message
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Fig. 29. Details of Token Introspection Response Message



,0

340 FEMEISSl=2Al/EFEH H S8 AAH HMeH M8=(2017. 8)

HTTP vs. CoAP
6.1 A8 U (nocache)

A WA Ao 7]E HITPE 7|Wre 2 sl OAuth
203} CoAPS 7I¥to 2 &} OAuth 209 E84S A3
28] Y A9 Mol EA e 7hzd 249w
o] ¥ WS CoAP3 HTTPE 7tz AAeta, AL A
wel Sal e e HA &F FA wugh F
(HTTP, CoAP) B EZ A HWAAE AMAHA &
A4 Azt tFow FeloldEs)t A AelA F 100
o A H 23E s vy A e B A7 W

oM,

=%

s TP w550as CoAP_nocache

Fig. 30. Comparison of Total Packet Capacity According to
Communication Method of Resource Server

2

NA 2A4T e9e B B2e $E4S Aud ¥ 44
3 soe s CoAP (cache) vs. CoAP (nocache)

_":4 Hd;;“ 1 ] 1&_ X]—J }\11}17]. =1 7(474 uﬂ}\]xle 7}] - 1200
A sk s ge A9E mw BAwch 40 A & 100
7 ES GH WAAE AN F Aol B =BAA A a
She A Qe 54 78S CoAPS] A9 B )5S T
Agagieh, 2 B2 47 WAAE AN SA e 3 e I
Sole FetoldEd A4 W 24 A vl E2 44 o =
AAE AT AW ek Y ARl 27 AR 9 agmae ®
AR FEoldETL A AMHelA 109, 20, 3009 Cotplcene) mOoRplnocachel
A9 AT 23 3, B2 A7 MAAE AN s 2
o A= AAE EZ A wAAS wor Efo & Fig. 31. Cache Efficiency Comparison of Resource Servers
24 Budt ot B2 37 dAAE A @
oA e B2 47 A4 239 SHS 59 B2 7.2 B

S

Ul 4l A 7]E OAuth 20& 7IWte= &8 7T 7]We]
62 & dn Mz & ACE uet =ad92 #&e Adsin olvh
Fig. 30 24l A 9] E4 o] w2 29 Aol 7 a8} ACE ZeQ9as A2e HotAAS Aostow
2 &% 74 FAE vEATh 2 AE8S F3] OAuth 2.0 W 712 el 7o) Hga o =rhH 9 Zddo] A
2 A4 §% CoAPZ o &3t Ak Zelggae] A9 AW am, oleld F714 uge T #%4el OAuth 209 44
o dole HelFe] AT Fol=t S ¢ & ok & Agfske 89l 1 GRS OE DS DDE]
Fig. 318 A9 Aol A4 #) Jgel ©e A9 Au = /1@ Qe B4004 AHSshe Beh ZREZe DILS
°of A &&F A FAE ey 2 A= H2 (Datagram Transport Layer Security)& IoT #7o] 24
2o wEAte 0%z 449 2 A9e B & 9@ a7k 2ws 195w o] diel, Fyse
wRAA A A9 Mg A4 wel e 49 4 DILSE Jlmez st s QAedl #3444 44 )
Mol B4 G5B AW stel 2Q0R2A A7 &% $4 5@ WEAo B AZE OAuth 20 71 CoAP IF =
FAE A3 =0l AL FAT F QU HAN2E Attt



58], A TAYA2NA MEADS] B P s

o Fats Fol7] fsted A AW BEE A Bt 3 A
A #HFI5E T A A A kS AR o,
Tk Aok e J YA S Python”|¥ Z422 CoAPthon¥}
python-oauth2= ] o2 1LHEE T A BAS £33 A
b YA EEAS dsskTh

References

[1] Howon Kim, and Dong Kyue Kim, “IoT technology and
security,” Review of KIISC, Vol.22, No.l, pp.7-31. 2012.

[2] D. Hart, The OAuth 2.0 Authorization Framework, IETF RFC
6749, Oct., 2012.

[3] IETF ACE WG [Internet], https://datatracker.ietf.org/wg/ace/

[4] SooHyun Ahn and Kwanghjo Kim, “A Method of lightweight
DTLS protocol for IoT,” KIISC CS-Conference Papers,
ISC-W'14, v.0. 2014.

[5] A. Capossele, V. Cervo, G. D. Cicco, and C. Petrioli, Security
as a CoAP resource: An optimized DTLS implementation for
the IoT, IEEE International Conference on Communications
(ICC), 2015.

[6] Z. Shelby, K. Hartke, and C. Bormann, The Constrained
Application Protocol (CoAP), RFC 7252, Jun., 2014.

[7] SeokKap Ko, IETF CoAP Newest Standard Technology,
OSIA Standards & Technology Review, Vol.28, No.4,
pp.74-86, 2015.

[8] C. Bormann and Z. Shelby, “Block-Wise Transfers in the
Constrained Application Protocol (CoAP),” IETF RFC 7252,
Aug., 2016.

[9] E. Hammer-Lahav (Ed.), The OAuth 1.0 Protocol, IETF RFC
5849, Apr., 2010.

[10] L. Seitz, G. Selander, and E. Wahlstroem, Authentication and
Authorization for Constrained Environments (ACE), draft-
ietf-ace-oauth—authz-04, October 2016.

[11] C. Bormann, P. Hoffman, Concise Binary Object Representation
(CBOR), IETF RFC7049, Oct., 2013.

[12] J. Schaad, CBOR Object Signing and Encryption (COSE),
draft-ietf-cose-msg-23, Oct., 2016.

[13] J. Richer (Ed.), OAuth 2.0 Token Introspection, RFC 7662,
Oct., 2015.

[14] Californium [Internet], https://github.com/eclipse/californ
ium.git.

[15] CoAPthon [Internet], https://github.com/Tanganelli/CoAPthon.

OAuth 2.0 7|8t CoAP 215 ZHAR3 HH & 81 341

[16] G. Tanganelli, C. Vallati, and E. Mingozzi, CoAPthon: Easy
Development of CoAP-based IoT Applications with Python,
IEEE 2nd World Forum on Internet of Things (WF-IoT),
2015.

[171 M. Jones, D. Hardt, The OAuth 20 Authorization
Framework: Bearer Token Usage, RFC 6750, Oct., 2012.

[18] K. Hartke, Observing Resources in the Constrained
Application Protocol (CoAP), IETF RFC 7641, Sep., 2015.

[19] python-oauth?2 [Internet], https://github.com/wndhydrnt/py
thon-oauth2.

[20] H. Tschofenig, The OAuth 2.0 Bearer Token Usage over the
Constrained Application Protocol (CoAP), draft-tschofenig—
ace—-oauth-bt-00, Jul., 2014.

2z e
e-mail : goslim@koreatech.ac.kr
0154 §71em gt 23 T
(&)
20173 B=7]&al
(5
A1 F-oF  Internet of Things, OAuth 2.0

of 3 m
e-mail : glenn89@Kkoreatech.ac.kr
0I5 #37) 0SS FE T
(8H4D)
20158 ~d Al ) LS sk
AFHFRE A4
A ok : Mobility Management, SDN,
Machine Learning, Future
Internet

5 F A

e-mail : chil1207@Xkoreatech.ac kr

201691 =7 nSoidhnl 3 3FE st
(3HAh

20163 ~& A F=7]E S st
AFE T AN

T4} -0k : Machine Learning, Social

Network Analysis



342 FEMEISSl=2Al/EFEH H S48 AAH HMeH M8=(2017. 8)

o

e-mail : yhhan@koreatech.ac.kr

1998 e h kol 376 3Hk(A]AL)

2002\ e oheka FSFE S (HAL

20029 A E3IEY AEAdTd

201313 ~2014\d w]=r SUNY at Albany,
Department of Computer
Science 15

2006 ~d A gl ot HFE T g

A F-oF : Mobility Management, Internet of Things, Machine

Learning, Social Networks, Future Internet

o
ok





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


