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MITM Attack on Bluetooth Pairing in Passkey Entry Mode
and Its Countermeasure
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ABSTRACT

Bluetooth utilizes a symmetric key that is exchanged at the first pairing to establish a secure channel. There are four
authentication modes which enables device authentication, Just work, Passkey Entry, Out of Band, and Numeric Comparison. Up to
now, Just work has been considered as the authentication mode that is vulnerable to Man-In-The-Middle (MITM) Attack. In addition,
it is possible to intentionally change any authentication mode to Just work mode, in order to succeed in MITM Attack under Just
work mode. However, this kind of attacks have just worked under the assumption that users should not notice that authentication
mode was changed. In this paper, We analyze the specification of Secure Simple Pairing, LE Legacy Pairing and LE Secure
Connection Pairing. When using Passkey Entry mode on each approach, it seems the MITM attack is possible. Also it offers Passkey
Entry MITM attack that does not require assumptions about the user’s fault, because it isn't change verification process of the
authentication mode unlike traditional attacks. We implement the proposed MITM attacks. Also we presents a scenario in which an
attack can be exploited and a countermeasure.
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Table 1. 1/0 Capability

Description

Device has the ability to display or
Display communicate a 6 digit decimal number.
YesNo Device has at least two buttons that can
be easily mapped to 'yes’ and 'no’.
Display Device has the ability to display or
Only communicate a 6 digit decimal number.
Device has a numeric keyboard that can

Keybhoard .
e input the numbers ‘0’ through '9" and a
Only . .
confirmation.
Nolnput Device does not have any abilit;
NoOutput y y.
Device has the ability to display or
communicate a 6 digit decimal number.
KeyboardDisplay Device has a numeric keyboard that can

input the numbers '0’ through ‘9" and a
confirmation. (It exists only LE Secure
Connection Pairing.)
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Table 2. Association Models

Description

The user is never shown a number and
the application may simply ask the userto
accept the connection.

The user is shown a six digit number
(from "000000” to "999999") on thedevice
with a display, and is then asked to enter
the number on the otherdevice. If the value
entered on the second device is correct, the
pairing issuccessful.

The user is shown a six digit number
(from "000000” to "999999”) on bothdisplays
and then asked whether the numbers are
the same on both devices. If "yes” is
entered on both devices, the pairing is
successful.

Just Work

Passkey Entry

Numeric
Comparison

Table 3. Authentication Method Selection Rules

Device A
Display | Display |Keyboard| Nolnput
Only YesNo Only |NoOutput
Display Only JW JW PE JwW
Display JW NC PE JW
Device YesNo
B Keyboard PE PE PE JW
Only
Nolnput
NoOutput JW JW w JW

JW: Just Work
PE : Passkey Entry
NC : Numeric Comparison
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Table 4. Additional Authentication Method Selection Rules
for the Keyboard Display

Display | Display | Keyboard | Nolnput | keyboard
Only YesNo Only | NoOutput | Display
keyboard
Display PE NC PE JwW NC
JW: Just Work

PE : Passkey Entry
NC : Numeric Comparison
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