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Selective Recovery of the SSD TRIM Command in Digital Forensics
Hwang Hyun Ho' - Park Dong Joo™

ABSTRACT

Recently, market trends of auxiliary storage device HDD and SSD are interchangeable. In the future, the SSD is expected to be
used more popular than HDD as an auxiliary storage device. The TRIM command technique has been proposed and used effectively
due to the development of the SSD. The TRIM command techniques can be used to solve the problem of Freezing SSD that operating
system cooperates with the SSD. The TRIM command techniques are performed in the idle time of the internal SSD that are actually
deleted when a user deletes the data. However, in the point of view of computer forensics, the digital crime is increasing year by
year due to lack of data recovery. Thus, this rate of arrest is insufficient. In this paper, I propose a solution that selectively manages
data to delete based on advantage of the stability and the write speed of the TRIM command. Through experiments, It is verified by
measuring the performance of the traditional method and selected method.
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Fig. 1. Internal Architecture of SSD
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