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Web Application Awareness using HT'TP Host
Choi Ji Hyeok" - Kim Myung Sup™

ABSTRACT

Today's network traffic has become extremely complex and diverse since the speed of network became faster and a variety of
application services appear. Moreover, many applications appear and disappear fast and continuously, However, the current traffic
classification svstem does not give much attention to this dynamic change of applications. In this paper, we propose an application
awareness svstem in order to solve this problem. The application awareness system can provide the information, such as the usage trend
of conventional applications and the emergence of new applications by recognizing the application name in a rapidly changing network
environment. In order to recognize the application name, the Host field of HTTP protocol has been utilized. The proposed mechanism
consists of two steps. First, the system generates the candidates of application name by extracting the domain name from the Host field
in HTTP packet. Second, the administrator confirms the name afterward, The validity of the proposed system has been proved through
the experiments in campus network.
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Fig. 1. System Structure
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Fig. 3. Application Awareness Module Flow Chart

Table 2. Host, User-Agent information

&8 o Host User-Agent
Gomtv trlog.gomtv.com Hitttpgetfile
Google tools.google.com Google

V3 gms.ahnlab.com V3inet2

Facebook Profile.ak.fbedn.net facebook

KIPS Tr. Comp. and Comm. Sys.



330 FEXMCISB=2X/HFE & EN

08E $89 olFg W 7] oYy wEol User-
Agent BEE BY $8& ddsle=d 2 mdeo] do

upA o2 Client IP AR7F 8§ o]f: 357 H9F
714 ol A1 8 dopur] 9Ygtelct. WA, domain
o|go]l 2 ERPES AAdn 2 FAME & Client
IP¢} F%5A ¥+ Client [PH 7129 ). F, s &
48 YUY ALBAIL SRl F ¥ AR SHelE Client
P du7t s slolth. #HEFHoE:= Client IP 7}
domain °| &3 @7 ¢& 49 A3z e Ho

Host, User-Agent, Client IP AR E F5 3 Fo= 9
oME 5 %ol Host =M domain PHE F23}
£ 34L& AxA #oh Table 3& thUE host oA
domain 91 #]& Mo

Table 3914 Y& hostEe EF A2 o2 Fgs 2|y
I A FFHe] st gl ol 89 oF fat
g domaino] ¢ 24F & 3AFol ke AHelth
Bigtorrentorg:2710 22 A9+ Ho] TEM S A5
2 A&l olF 7M7HE domain AR} ke AL & 5
Ut} 2e]al whkA] g il" 175.178.17.38%2 hosti= ¢l 9]
Hel& B3 AAss AYE 94 o

Table 4= domain?] 147‘]?1* 24 Zel A=A 3AFl /L
=218 dopdl £ 9l psedo code ©lt} 171Z9] 24 £
7F comol} info #H{3FA o] wi= H2A domainl
A2 24 Folnk, A kr £ A9+ torrentkr H#
domaine] 271 gel $12 & 4% 213 altoolscokr A7 37
39 & 4=

Table 3. Domain location in host field

Host Domain $1#
WWW.naver.com 27A%
Aldn.altools.cokr e
o-o.preferred. hkgo3305. 5 W
AZ :’H o
vi6.cache.c.pack.google.com
Bigtorrent.org:2710 2 4%
175.178.17.38 X

Table 4. Find Domain Psedo Code

1 Procedure Find application name  (flow)
2 if(1 7% domain &2}

3 if(2 A% domain % & = 2)
4 £40lE =3 A%

o else

6 E8olE =2 4%

7 else if(1 A% domain 272} F >= 3)
8 &golE =2 A%

9 else

10: 8ol = &% F S

11 end procedure

AlAg Hi2@ WI8=(2013, B)

Table 43 #& <5 F8 domaing e &
& °olFE I domainE7l2] 2EFFsEE #9L 3 3
Al ok, 2§go] AehE= 33 FAlo] Clinet IPE 7}
98 A4dE A aA Hied, o]E B3 U
Client IPs= 2J(1)3} o] #|d 342 score7} @t}

Score = C,, (1)

Score A|2=HE& ©3% o]lfi S0 AR WIEE A4
2 gdste sl d2A das 849 WEs #1409

REL &3 44 Ftstn B4 5 7] dFolg, 53
80| drj} B clientEol Al AHE A=A E shets) ol
Al B4 o delAd AlE Hie 859 A 44 B
o & 4 git)

8% Fob wAlE RwE ZZ9Ee FWRL oA
Table 5 o] H5 &<t WA BE E2o] U7 &4
ol &3 score?t HE|zbel A 2lE® fHch

Table 5. Application score

&4 ol score
Microsoft 1444
Windowupdate 1380
Naver 1133
Ahnlab 1044
Thawte 1044
Verisign 952
Google 829
Daum 749
Altools 566
Nateon a77

Table 52 A3z 4%l gl s}52] 4F do]Eol
i 7HE EE scoreE 71EF 49 10719 $4& e
Zolct, Aajell wig ApAgH W& 4ol A 7T

&89 o]F3 score7t TE|APA W =W FE| A
A F 7hAe] A9E Fa AnE AHeshA "ok WA
A3 7|7k ot AR E $EES score HEES Ay Bl
54 &8 i AMERF 0] F7leh AAE epsich O
glal ool flEl Mz SEo] UEhEER] ) s do}

A g F odA AgolME §89 score?t HRCE #
Tt EYE BF Alzddd 55 HA ¥ $8E54 ¥
A AlTUHE e EF A2gd HEse 4¥L 3
3 o}

4, oF % AME &

oyl Ao gfar welA] S ¢l Alx€g FHepa, A



Table 6. Traffic Trace

Test trace
F 49011 F)

Total trace
F T )

A% Ao oia) 7]&Fch Table 6= 3l oA 2P
EYY Efo)AF RAFEH.

FHE F trafficr} AAZ 29 243 traffico] Tk o] f
€ ga geo] 544 Edge] ¥ 589, E84, 98
£ AF F 4% diF EIRE Y EfHos HY
atl7] uwjelct.

41 A& 1

B AoME F 401 F)Ye & A4 dns A
o8 ®#Asta, 1 Azjo] sl Al Kok

HE A EE24E 38 U4 A2d9 ger g4
HA £H Ao AR & §85°] YA Ao AR
3 e $EE°] BF o F83H &7] wWio| score
ANz=gE o83t dFd d9E 9 &= &858 A
ahich

ldayscore = 200 and otherdayscore = 100(2)

fel A5 v = &8 A 7EE TSR 3
HBoz 9 AdH %l‘é“}“ lday scoret 3§ B¢ 5
S84 AT clientE, other day scorei= lday score
> AL dFYe v 2| s *l-%f{'i' clients
ojulgit}y. F, dFY Fof "—1015 EUES 2009 o]
Fol client?} AFEE dob sta, YFUe] Uwz dEL

D’“‘ﬂﬂm‘dlﬂlo%‘..r-‘."-'

Table 7. Selection application result

HTTP HostE 0|28 # iZ2iA01E 2140 &5k 21+ 331

1009 o142l client7t AHE-E do} ojul7t gle S8l
gstglch. #3 719 &8 Foll v e S82E HAH
389 Ft 49 71} % 45U FF 67 JE0)n £

e AE ou i S8 s B WEUE 7E
Eige

e} #e 7)FoR F 11579 &5 U4 AnE el
B Table 73 2k AAS BoF7]d UF go] ©7]

wlgol 115 3 7} wpAlut 7o AnE Felshaeh
R Fof vhAek o] 48 listoh 5E vnd A
ek gl RS HolXuk 1 eholA A wshEo] &
A stk ol g WaES 2 A e Aveles o
o} A,
Aifele 18 A9 717 5 35 Warh 20 3 oI5
$85¢ nozn,

Score ., < 200 (3)
AvEle 2 48 71§ A dEst 2003 o)
%‘g'a = E-&i 'n!’.‘q'.

Score > 200 (4)

vary

Auhe] Q. 3&
A wejFEch
HBo g850] AL 19 dF e, 2 Fel
ME 8% 9 /1A $850 dis] 243 ZA3= Table 8
7} 2,

Adzle 19 dF He S4EL dAFez Y] YU
$-8E0] Wol 2t} naver, daum, google®t & ¥ ¥
Abol E glyoutubet} gomtvES HE|n|t)e] 45 awa
21 )|l nateon, v3, altoolss UyHH oz o] ALE3H= §

A7 71 T AEA 28 3ES0 o

2908 P o] gtk e #9d 4 2o a2l thawtet
(37) 20002 (vp2|at ) i

microsoft 1454 microsoft 1518 Table 8. Scenario 1 applications

Windowsupdate 1409 Windowsupdate 1396 48 ol score

ahnlab 1081 naver 1198 microsoft 1450 ~ 1639
thawte 995 ahnlab 1122 Windowupdate 1380 ~ 1568
verisign 936 google 887 ahnlab 1040 ~ 1180
naver 932 verisign 879 Naver 830 ~ 1010
google 816 thawte #6 Thawte 812 ~ 9%
daum 662 daum 79 Verisign 805 ~ 957
altools 580 altools 567 Google 794~ 940
msftnesi 483 msfinesi 496 Daum 662 ~ 849

usertrust 450 adobe 457 Altools 589 T T2
nateon 416 nateon 450 Nateon 386~ 491

Youtube 139 = 233
altoolbar 176 youtube 223 Gomty 143 ~ 216

KIPS Tr. Comp. and Comm. Sys.



32 SEMEIFE=SAN/EFH € B4 ALY Fi2@ HE8=02013. 8)

verisignq @ Het QIFAM Fow §9F FHEL A o
ok e #4490l 91A% windowupdate®} microsoft=
115 B¢ 1918 2918 AA&a gled 2 ojf: &at ¢
o] 544 RE FHFH MdAg s= umoty wFolen
F5EY. = HotHe AFHE A £H & wold 9=
T+ HuolEE A8 3 = oz 98 F el &80
M B2 EfEE UAd Ao #og

Alvel e 20] g He S4E2 A 243 F 29
(facebook, public-trust)e] &&o] AlL}ele 29 |3 =
il=0

Table 9. Scenario 2 applications

&4 o score
Facebook 234 T 449
Public-trust 101 ~ 403

public-trustZ-& A4+ B9 AFME 8oz soto]
Ha, §4 g FolMut £& score® 7|Esa ohA] f e
score® FAIH}: facebooke A4 HadE =S
score® fFAISchE AlE7|7E o) FoiHom vhE scored
715 &%7] 9o Aldele 26 sFE Ak Alge]
F o= 2o scoreZ 7 shgdch

Algzle 39 & Hie 82 Table 103 o] & F
el &B-4te]qich

Table 10. Scenario 3 applications

& olF score Y Wk
Gameframe 2k 1615 24
odnoklassniki oF 350 6

gameframe 22 A4+ 1159 A3 7|17k 59 o]t
ustedl 1 %e] windowupdate 2.t} @it} ZLEjA F
37|23 windowupdate® 3 &= ®ghHa} Aglko] gl
golgla go} Ak ¥R edohw 160070 == ipel A
AE 7] ke 7ot} odnoklassnikit 2| Alofell A ALE-
t SNSzhagt sofe] HAk F Ao AR U2 §89
E4e A9 717 B AFA vebtA FEI] scoreE
A st Aol ofue} Azt vebtclsl AbgbA Mg gl
ALg-ALEo] Wo) AlgajA YAE S8olgta H7| o]§r}

Ag 10N & a5 w9l S804 AE F 299 9
v 9l Sfow MASI scored] WEe upel =LA 4
7hA] fHoR ol BA4L Ad sk o]F F3 &
A 4 FolA ojE 8ol Bol ALEEHI AA ALE
A9 3l et € 4 dda, WsiFe] 9 SREH
AFA e S5 ez & & AUk

i
=t

1

Jo ol S E op

==

i

42 NE 2
B oAoHE S8 94 A2He B3 oA B S45L

Higo R AaUAE QY Ed £F A2 g
shs A9E 2Ysiglch @A S 2ol HAE EF A2
HE £AM3A ®as HTTP 74 §850] oF &4 8
0 2 oolfE Y &80 d@ AaYHE s UA
£87] wigelch, &8 A4 ARz U o] g $8E
AN @A B24717F AR A 2L 88 AT
§°] Table 11|t} 12|31 Table 122 7|F2] 7 Al2d
o] ZHAa e EEolA &8 ANANE T3 A2UA
7} fdlolE € 7o)t}

Table 11. additional application List

thawte nefficient msitnesi usertrust
verisign globalsign entrust digicert
msecnd comodoca 4shared x-cdn
adlocal macromedia geotrust sun
nprotect

Table 12. Update application List
Altools Google Svchost Facebook V3

Table 113} Table 129 Yofles $8E9 AlaUAE
e HA7)o] 2281 Table 133} 22 238 A& 4
Ak,

Ay F7b Ao EA7)e 3FA dolHE 4 3
S o, flow ©9 2% 20522400709 flowE #Addct. 8
Zgk 8 94 AR A ANaYAHE FIE Foe 2
W} 1039827071 B2 20626324 F flows EA4% F ¢
A =k w7 o vpolE GE vl R o] M| R
71 B} o 2e 48 24 + A =AUk

Table 13. Completeness compare

A4 A 48 23}
Flow 20522400 20,626,382 M~
Pkt 568,922,849 574,953,966 gi??l;é_ g{
Byte | 436913261076 | 441721075266 zwg? 3;:2";;?;

5. 28 X & A

8 UH Al w27 ¥sain gl Y 34E
AEska FEsA dob A 4 e Azdeld £ =
tol Al AlQtehs &8 04 WS HTTP host =9 &
Aoz &89 o1& M #AME domain °1EE FE3
i o] welzte] Aoz &89 olFE A e A
28] Fzojct, g YHoR 89 olFE UopdeR

40 dlo



&l dig MN&F goto] rhgata
SRES AL NESE Aaste B4 o P AP
go] 29 $858 o} & # vk EF &£ U4 A2

dellA e Ade Bl 7149 Ager g g%
g EA4o] hesld Wt ofet EY EF AladddA
$49 olFE 2 FE4A Rh]-ﬂi"—"l 2as0] Al77L]H
£ AT gM EgH B4 7hsa| 7o)

FE 4ZE HTTP EEL—E%% Aoe vz Zeea
Fol &89 olgd 7ME AEI QAo diF gelo]
gasiy aen 2ud EdY g ASE AF AL
= domain 3% dneEoR FZo| Esd A} 9
7] w2l Kol EfH o] A3} dueFE MdEhs o
T7F 2238,

W AEA 28 st

Fl

#aE8

[1] Myung-Sup Kim, Young J. Won, and James Won-Ki Hong,
“Application-Level Traffic Monitoring and an Analysis on [P
Networks,” ETRI Journal, Vol.27, No.1, Feb., 2005, pp.22-42.

[2] Jun-Sang Park, Jin-Wan Park, Sung-Ho Yoon, Young-Seok
Oh, Myung-Sup Kim, “Development of signature Generation
system and Verification Network for Application Level Traffic
classification”, Conference of Korea Information Communication
Society, Apr. 23-24, 2009, pp.1283-1291.

[3]1 W. Li et al."Efficient application identificationand the temporal
and spatial stability of classification schema”, Computer
Networks, 2009.doi:10.1016/ j.comnet.2008.11.016.

[4] Thomas Karagiannis, Konstantina Papagiannaki, Michalis
Faloutsos. “BLINC: Multilevel Traffic Classification in the
Dark”, Proc. of SIGCOMM 2005, Philadelphia, PA, Aug. 22-26,
2005.

[5] IANA port number list, IANA, http//www.iana.org/
assignments/port-numbers,

[6] Jian Zhang and Andrew Moore, “Traffic Trace Artifacts due
to Monitoring Via Port Mirroring,” Proc. of the IEEE/IFIP
Workshop on End-to-End Monitoring Techniques and
Services (E2EMON) 2007, Munich, Germany, May 21, 2007.

[7] Risso, F. Baldi, M. Morandi, O. Baldini, A.Monclus, P.
“Lightweight, Payload-Based Traffic Classification:An
Experimental Evaluation,” Proc. of the Communications, 2008,
ICC '08. IEEE International Conference, 2008,

[8] Jeffrey Erman, Martin Arlitt, Anirban Mahanti,“Traffic
Classification Using Clustering Algorithms.” Proc. of
SIGCOMM Workshop on Mining network data, Pisa, Italy,
Sep., 2006, pp.281-286.

HTTP HostE OIS # ECIAH0IE glalol gt 374 333

[9] Andrew W. Moore and Denis Zuev, “Intermet Traffic
Classification Using Bayesian Analysis Techniques,” Proc. of
the ACM SIGMETRICS, Banff, Canada, Jun., 2005.

[10] Thomas Karagiannis, Konstantina Papagiannaki, and
Michalis Faloutsos. “BLINC: Multilevel Traffic Classification
in the Dark,” Proc. of SIGCOMM 2005, Philadelphia, PA, Aug.
22-26, 2005.

[11] Liv, Hui Feng, Wenfeng Huang, Yongfeng Li, Xing “Accurate
Traffic Classification”, Networking, Architecture, and
Storage, 2007, International Conference

[12] Hyun-chul Kim, ke claffy, Marina Fomenkov, Dhiman
Barman, Michalis Faloutsos, Ki-young Lee, “Internet Traffic
Classification Demystified: Myths, Caveats, and the Best
Practices” Proc. of ACM SIGCOMM CoNEXT, Madrid,
Spain, Dec., 2008.

[13] Young-suk Oh, Jun-sang Park, Sung-ho Yoon, Jin-wan
Park, Sang-woo Lee, Myung-sup Kim, “Multi-Level basd
Application Traffic Classification Method”, The Korean
Institute of Communications and Information Science, Vol.35,
No.8, pp.1170-1178.

[14] Jin-Wan Park, Myung-Sup Kim, “Performance Improvement
of the Statistic Signature based Traffic Identification
System”, Conference of Korea Information Communication
Society, Aug., 2011

[15] Hyun-Min An, ji-hyeok Choi, Myung-Sup Kim, “A Methaod
to resolve the Limit of Traffic Classification caused by
Abnormal TCP Session”, KNOM Review, Vol.15, No.1, Dec.,
2012, pp.31-39.

[16] Hyun-Min An, Min Hur, Myung-Sup Kim, “A Study on the
Limit of Traffic Classification using Pavload Size
Distribution caused by Abnormal TCP Session”, The Korean
Institute of Communications and Information Science, Jun.
20-22, 2012, pp.347-348.

[17] Ji-hyeok Choi, Sung-Ho Yoon, Myung-Sup Kim, “A study
on signature extraction method for application-level traffic
classification”, The Korean Institute of Communications and
Information Science, Feb. 8-10, 2012,

[18] Ji-Hyeok Choi, Jun-Sang Park, Myung-Sup Kim, “A Study
on Awareness of Application using HTTP Traffic”, The
Korean Institute of Communications and Information
Science, Jun. 20-22, 2012, pp.1000-1001,

KIPS Tr. Comp. and Comm. Sys.



34 HEMC|EE=ZA/ERE 2 SH AL- H2D8 HB=(2013. 8)

3 % o

e-mail : jihyeok_choi@korea.ac.kr

2012 aefoiehal F[FE 4L ETH(EAL
b0 DA R W = | o - viled S s R e

4 o4

e-mail : tmskim@korea.ac.kr

1998y Eargaboieta dapAsketak(EAah
1998+ ~20000d ®gHFatosta #57E

HAbap B IHA A
TRk vES A e 9@ Bl EfY 2000 ~20043 E&-F ool sk 7HS5E
2UEE 2 2N F et
2004 20064 Post-Doc., Dept. of ECE, Univ. of Toronto,

Canada
20060 ~3 Al meoieha HFE PRk} Bus
FAEoRENR B 2 Mot Ed® myHy 9@ 24,
HE|v| o] YES A



