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A Text Mining-based Intrusion Log Recommendation in Digital Forensics
Sujeong Ko'

ABSTRACT

In digital forensics log files have been stored as a form of large data for the purpose of tracing users’ past behaviors. It is difficult for
investigators to manually analysis the large log data without clues. In this paper, we propose a texi mining technique for extracting
intrusion logs from a large log set to recommend reliable evidences to investigators. In the training stage, the proposed method extracts
intrusion association words from a training log set by using Aprioni algorithm after preprocessing and the probability of intrusion for
association words are computed by combining support and confidence, Robinson's method of computing confidences for filtering spam mails
is applied to extracting intrusion logs in the proposed method. As the results, the association word knowledge base is constructed by
including the weights of the probahility of intrusion for association words to improve the accuracy, In the test stage, the probability of
intrusion logs and the probability of normal logs in a test log set are computed by Fisher's inverse chi-square classification algorithm
based on the association word knowledge base respectively and intrusion logs are extracted from combining the results. Then, the
intrusion logs are recommended to investigators. The proposed method uses a training method of clearly analyzing the meaning of data
from an unstructured large log data. As the results, it complements the problem of reduction in accuracy caused by data ambiguity. In
addition, the proposed method recommends intrusion logs by using Fisher's inverse chi-square classification algorithm. So, it reduces the
rate of false positive(FP) and decreases in laborious effort to extract evidences manually.

Keywords : Digital Forensics, Text Mining, Intrusion Log Recommendation, Association Word Knowledge Base, Fisher's
Inverse Chi-square Classification Algaerithim
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Table 1. Standard forensic process

process outline
Preparation Preparation for collecting evidences
Collection Collection of real digital evidences
Examination Decision of data for analyzing
Request o i q
Receipt/ Transpoit Transport digital evidences for analyzing
Analysis Analysis of digital evidences
) Reporting of job process that analyzes
Regorting evidences
Pr;s\izetz:lt;gn Presentation and management of
fL 0 4 A
Miihics ¢ extracted digital evidences
Applying e ; ;
g Brasiation Decision of applying law and prosecution
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@®  Preparation/Collection

= Collecting forensic data
->Collecting web log files

® Examination

*Data refinement |
.

*Preprocessing-> stop word removal,
number filtering, word stemming

sIntrusion association word mining
(Aprion algorithm)
= Constructing intrusion association
word knowledge base J
(confidence, support, Robinson algorithm]
= Calculating the probability of intrusion
logs(inverse chi-square classification
algorithm)
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+ Documentation
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Fig. 1. System diagram of a text mining-based Intrusion
log recommendation in digital forensics
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Table 2. Preprocessing for extracting association words

process role
Data Cleaning images, failed requests, and
refinement unnecessary fields from a log file

Special characters are classified into stop

Stop word words because they do not contain important
removal G :
significance on log analysis
Number Filtering meaningless numbers excluding
filtering numbers in specified fields at a log file
Wortl Removing root
stemming ik
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10-02-18 0LSZ17 oot 240 87 - WESVC] WER xocx oo 24527 BO HEAD AHTTR/LL - 404 144 160 - - - -
10-02-18 D152 17 oocooc 24976 - WISVC1 WES xooto0c 49.27 80 - - - 400 224 20 -~ - -
10-02-16 015219 wocoo 240.83 - WISVCL WES iootoc 249.37 B0 HEAD /Defaultasp - 200 144 37 16 ooron 24007 - -
10-02-18 015221 soocoor 970 - WESVC] WES xoouooc 249 27 80 DFTINGS / - 501 191 20 381 - - - -
010-02-16 015227 swocxoe 249 208 - WSVCT WER 2000000 345 27 80 OFTION / - 501 191 190+ - -~
R010-02-18 015228 wouoee 249 70 - WISVCL WEB xoococe 249 27 B0 DPTIONS /- 200 £25 200 - - -
D010-02-16 01-5230 woc 00 245,96 < WISVC] WEB woocooc 249,27 B0 HEAD /Debault asp - 200 220 37 16 1000000 245,99 - -
10-02-15 015230 sooe e 24997 - WISVC L WEE j000000 24927 B0 MEAD /Default ssp - 200 244 27 D oooe e 24027 - -«
10-02-18 D1:5231 000000 24977 - WISVC] WEB oocon 24927 80 HEAD /Delaait asp - 200 248 37 16 00000 24827 -~ -
10-02-16 013231 ooe o0 243 78 - WISVCL WER xoot 00 249 77 B0 HEAD /Default s - 200 244 170 - - - -

10-02-16 01:53.05 xone o 249 78 - WSVCL WER joouom 249.27 80 OPTIONS / - 200 423 200- - - -
10-02-18 DL:53:05 000000 24699 - WISVCL WES oo 00c 24937 80 OPTIONS / - 200425 210 - - - -

Fig. 2. Example of an lIS web server log file
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Fig. 3. Example of an IS web server log file after
preprocessiong
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Fig, 4. The number of association words extracted by
changing confidence and support
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2 19 #oZ Pnew_mind A9 FEgolmz 059 g
& AAsl HAi-Hd HAEE Aol Fig. 59041
pAYE A3z AlgE Fo Sl EF $E5& el

minmax(p(Ax),Pmax,Pmin,Pnew_max,Pnew_min)
plAy) <-plAy)-Pmin

vy <- Pnew_max-Pnew_min

z <= Pmax-Pmin

plAY<-plA)*y/z

p' (AW <-p(Ay)+Pnew_min

return p'(Ay)

end minmax

L= T 1 N S SL B S ]

Fig. 5. Min-Max normalization algorithm

Table 3& 2] (3)oll <jsf Ae p(Ael Fig. 59 Hzi-
A A3 danFE Hedo ALY p(AVE HeEhIT.

Table 3. Example of normalization for probability of intrusion
of association words

Min_Max
rule_No(k) Association word plAy) tio.n
p'(Ay)

1 {404}=>{passwd, GET} 0.35 0575386
2 {404, GET}=>{passwd!} 0.35 0575385
3 {passwd}=>{404, GET} 0.6 0.642692
4 {passwd, GET)=>{404} 0.6 0.642692
5 {passwd, 404}=>{GET} 0.63 0.650769
6 {404}=>{etc, GET} 0.07 0.500000
7 {404, GET)=>{etc} 0.35 0.575385
8 {etc)=>{404, GET} 0.6 0.642692
9 {etc, GET}=>{404} 0.2 0.535000
10 {ete, 404)=>{GET) 0.21 0.537692
11 {etc}=>{GET} 153 0.660462
12 {GET)=>{etc} 0.79 0580769
13 {404}=>{GET) 16.32 0.999999
14 {GET)=>{404) 984 0.968708
15 {topl=>{GET} 0.66 0.566769
16 {GET}=>{top} 0.26 0523692
17 {GET)=>{7&, A} 0.33 0531231
18 {(4)=>{+&, GET) 0.87 0.589385
19 (23, GET)=>{7+&) 087 0.589385
20 (F&)=>{24, GET) 0.87 (.589385
21 (7%, GET)=>{4} 0.87 0.589385
2 (78, <A )=>{GET)} 0.87 0.589385
23 {23 )=>{2%, GET} 0.16 0.512923
24 (500)=>{=%, <4} 0.07 0.503231
2% {500, <A }=>{#%} 0.16 0512923
26 {500, #E)=>{2H) 0.17 0.514000
27 {F)=>{500, 2%} 0.16 0.512923
28 {Z&E)=>{500, T} 0.85 0587231
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NEANE FteEM A7 e AY EF g8
f(AYE B9

f(Ak) = (s-x)+(n* E p'(Ak )) (4)
s+n,

4 (@A nE AF do] Al o] 9 dolE FE3
oz ste A¢ wold F & e =F, x+ A
AAg 7oz s A dol9 xv] 8 4F <
7b 2] £ 20 Yebd 27 #E8L i s o)
A AAo i Nz xRz F8 Nxrt uf 3 A
A3 gojrl oAl Yeld o o|& Ejste a7t Y £
Ho] 3le 2aRA FHdE & et dFd §&§& 99
g} WA zAozyy xE 4, AFE xo diF A
o ZAxE el so] @& kg § dew, HH s
o x2 4 (@ F8E v I EF 2o A9 AR
= ot

A @elA HAHe <9 xo @& 7] s FA W
ogzt 9 AdgHcut-off value) HeE = ROC
(Receiver Operating Characteristic) #41[23]1& AH8-@ch
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2 s=1, x=00.2 AlZstd 019 HHez, s g #HA
A7) x9] e ZF7MAAEAM, F 103l A Y &
4 278 PR A8 279S Jehdd. Table 4914 s9
He #ANIIL x9 @e FAHNANAA AEE olfE s
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Table 4. The result of classification rate by changing s and x
Normal log-> Intrusion log ->
Normal log Intrusion  log

The The
numb | False | False | numb | False | False

° * er of | positi | negat | er of | positi | negati
classi ve ive classi ve ve
ficati (%) (%) ficati (%) (%)

on on

1] 0] 492 0 0.66 ™ 3148 | 3037
09] 01] 762 007 | 142 321 3738 | 3969
08| 02| 7658 | 002 | 274 1031 | 3327 | 2091
07| 03] 8642 | 002 | 445 | 7381 10.96 997
06 04 9921 | 215 | 951 8578 | 1045 6.09
05| 05| 9724 | 878 | 1498 | 7286 | 1050 513
04| 06| 8772 | 1050 | 372 | 4231 16.50 254
03| 07| 5643 | 41.25 | 67.35 | 5312 | 1837 1.78
02| 08| 4764 | 2040 | 70.82 | 4728 | 16.18 1.28
01| 09| 2554 | 3861 | 8352 | 453 0.22 0.78

0] 1 53 0 99.65 0 0.00 99.76

ojg} 22 Adle FHY AYEE UFE ZAHE e
th. mebM, s9] gl & 4 w7 AR g @ o
9] 27] & xi= ook 3y, so gho] &AL A$ dolg
Z7) &8 xB wYozM 34 dojo BlEs} ufS 2o}
vzt gl oo digd 5L w9d dgs Utk
Table 491X = w7 AR wE N2 ZEQ s7t 09 AS
o] HEFEL 9965%9 PT6RE vEF 27 BolFe
& 4 9ok

Fig. 62 Table 45 7|¥t22 24 g ROC F42 el
o Fig. 60 vebd £zbe] ghei= ME&(%)o|t.

100-Specificity

Fig. 6. ROC curve by changing s and x

Fig. 6°] ROC F4elA Aetghe s7k 0.7, x= 03912tk
mebA xst s& 247 039 072 AAsd A7t 29
&3 8 daf 7tsAE 44d9g.

Table 5= A7tstd A €4 & pAVE 4 @9
Wt AdE 7HEAsE FbE 2D EH BF (A)E

CIXIE EAN0M H2E O01d 718 He B8 23 =8 21

Yebdeh 49 4 27 A8L dAOE Table 59 o]
AFA7F 2748 AL EH FEE ANY Fol o 7|
o2 A9 A A wol x4 Wo|AE FEI

Table 5. Example of calculating the probability of intrusion

with weights
Min
- ~Max
A;z:’:;‘k‘;" normali s x on f(AY
zation
plAY)
{404)=>{passwd, GET} 0575385 07 03 3 052328
{404, GET)=>{passwd} 0575385 0.7 03 3 052328
(passwdl=>{d04, GET} 0642692 07 03 3 0577859
(passwd, GET}=>{404} 0642692 07 0.3 3 0577859
[passwd, 404}=>(GET} 0650769 07 03 3 0584407
{4M}=>letc, GET) 0500000 07 03 1 0417647
(404, GET)=>{etc] ~ 0575385 07 03 3 0523285
letc)=>{404, GET} 0642692 07 03 3 0577809
fetc, GET}=>{404} 053500 07 03 1 0438235
(etc, 404)=>{GET) 0537692 07 03 1 0439819
{etc)=>{GET) 0660462 07 03 9 0634449
(GET)=>(etc) 0580769 07 03 7 055245
{4041=>{GET! 099999 07 03 75 099352
{GET}=>{404) 0968708 07 03 64 0961473
{top)=>{GET} 0566769 07 03 3 0516299
{GET)=>1top) 0523692 07 03 3 0481372
(GET)=>{+&, 24} 0531231 07 03 4 049%792
{ZH4)}=>{FE GET} 058938 0.7 03 5 0.503846
(&3, GETI=>{T#] 058938 07 03 5 0553846
(&4, GET) 058938 07 03 5 0553846
(% GETI=>(Z4) 058385 07 03 5 0553846
(&, 241=>(GET] 0589385 07 03 5 0553846
(24)=>{%%, GET} 0512923 07 03 1 0425249
{B00l=>{#%&, 24) 0503281 07 03 1 0419548
{500, 24 }=>(2%} 0512923 07 03 1 0.425249
(500, Z2)=>(24) 0514000 07 03 1 0425882
(TE)=>(600, #%1 0512923 07 03 1 0425249
(#3)=>(500, &) 0587231 07 03 5 0551957

42 4 FI0|HE LD2|E2 o|2F FHe 8 &E A

HAE 23 ARz iy I £4 238 FHs] 9
3t ¢HH o= Table 29 A2 #AL gz} oo
2%, Apriori ¢12|5& o]83lo] HAE 21 HPozw
H A% dolE FEI o9 o] 33 AP dolE
7oz AMel o glolAlF EF LneEg ol83dld
2E 23 %] 227t Q) 4 209 #8539 A4 2
a3y AR

284§ FlolAF ERF gneFd HEs) gHME
FAHo g o FlolAlF HF L AHek #H10). o slo)A)
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Chi2alx, v)

i<-0

m<-0.0, s<-0.0, t<-0.0

m<-x/20

s <- Math.Exp(-m)

t <-s

FOR i<-1toi<(v/2) DO
t<-tx(m/1
C Ry ¢

END FOR

return  ((s < 1.0) ? s : LO%

W00 =1 U s Wb

—
=1

2
)
I3

Fig. 7. Inverse chi-square function algorithm
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Table 6. Example of a test log set

No date time c-ip es~method cs—uri-stem cs-uri-query sc-status

1| 2010-02-16 | 15813 | xxxxxx24999 | GET Sh"p"“h‘;z;“’p"‘e“" top=7 200
- shopping_cart/cart_ | [12180040e14| And'_7] $1 =_23 2| _

2 2010-02-16 | 5:04:13 XxN.XXx.240.83 GET add as 280] FEHAEY 500

i ) shop_board/shop_ " o

3 2010-02-16 | 5:10:34 XAHXKX.249.85 GET ! 1-delzep page=118&num=226 200
= . [18/80040e14|Z_1:_"admin’_<#] 2] _

4 2010-02-16 | 7:2330 | xxx.xxx.249.196 POST login_check.asp 280] ARHASU. 500

5 2010-02-16 | 6:14:22 | xooexxx.249.196 GET webplus seript=/../.././ Jetc/passwd 404




CIXIE EdA0M HIAE DHOId 718 & 28 23 =3 273

Efdic}. o]} e H9E EFA st HEsiA @ Table 6°] 218 oz AAes AAF F sz
€ EFE 98 AYEst Astse Z4E dE@rh Table  AAEE Z47 012 AFstxn AP dolE FE
62 Y &4 208 F337] A HEE 21 Table 72 F2€ A# ©@ol9] o4& et

dg vepdc Table 82 4 23245F Table 79 #eo] F&3 A3

Table 7. Example of association words extracted after preprocessing

No Association word
1 {GET, 200, top}=>{topview.asp, shop}{topview.asp,GET}=>{top, shopHtop)=>{topview.asp, shop, 200}{top, shopl=>{GET,
2001GET)=>{200, topH{GET}=>{200Htop}=>{200}
9 {(FAR)=HAFEHAAE)=>(FE AR => (2R, 719 EHEE, Andl=>{715EHARd)=>{ 28, AN ZR)=>(719:, And, T+
EHZH, F2)1=>(719 5, 28 HAnd, 24)=>(7|19E, A%, FEHZIYE, And, 22, FE)=>(24]) (500)=>{=H)
3 {GET}=>{pageHpage}=>{numH num)}=>{200{GET, page, num)=>{xxx.xxx.249.85, 200Hnum,xxx.xxx.249.85}=>{200, GET)
{admin}=>{POST Hlogin_check.asp}=>{% Hadmin}=>{login_check.aspHlogin_check.asp}=>{admin,POST}{admin,500}=>
4 {login_check.aspH¥, | ogin_check.asp}=>{POST Hlogin_check.asp, &}=>{POST, admin}{login_check.asp, POST}=>{500, &}
login_check.asp, POST, admin}=>{%, 500}
5 {passwd}=>{etc H{GET)=>{passwd, script){etc)=>{webplus, GETHGET}=>(script, passwd, etc}{script, GET, passwd}=>{etc)
GET}=>{webplus, passwd, etc, scriptiwebplus, passwd, etc, script}=>{GET)
Table 8. H, S, | by calculated based on association word knowledge base
No Extracted association word 1(Ay) H 1-f(Ay) S 1
{topview.asp, GET}=>{shop, 200, top} 0.21678 0.78322
{GET, 200, top)=>{topview.asp, shop} 0.37369 0.62631
{topview.asp, GET}=>{top, shop} 0.26579 0.73421
{top}=>{topview.asp, shop, 200} 0.32068 067932
1 {top, shop)=>(GET, 200) T e W% e e
{GET}=>{200, top} 0.00168 0.99832
{GET}=>{200} 0.01766 0.98234
{top}=>{200} 0.00235 0.99765
{500}=>{=4) 0.85289 0.14710
{719 =) =>{2 %) 0.81984 0.18015
{And}=>{2%, 7]19=) 0.58184 0.41815
9 {And}=>{725, &3]} 0.68184 0.31815
(ZE)=>{719=, And, 7§} 0.54738 0.9679 0.45262 0.334 (.81696
(24, F&)=>{7]9E, &%) 0.58615 041385
{And, 24 }=>{719E, 22 F8#) 051292 0.48708
{(FIFE, And, 2%, 15)=>{27) 0.58184 0.41815
{GET}=>{page} 0.00007 0.99993
{page}=>{number} 0.07880 0.92120
3 {number}=>{200) 0.35770 0.64230
(GET, page, number)=>{xxouxxx 24986, 200) 016687 | 008 083313 L G0
{num, xxx.xxx.249.85)=>{200, GET) 0.52270 0.47730
{admin}=>{POST} (.65521 0.34479
{login_check.asp}=>{ %} 0.71312 0.28688
{admin}=>{login_check.asp) 0.58172 0.41828
{login_check.asp}=>{admin,POST} 0.72611 0.27389
4 {admin,500)=>{login_check.asp} 0.54332 0.45668
(Z, login_check asp)=>{POST) oeetd | %P0 T oammse L e
{login_check.asp, #}=>{POST, admin} 051351 (.48649
{login_check.asp, POST}=>{500, &) 0.56242 0.43758
{login_check.asp, POST, admin}=>{2, 500) 0.49372 0.50628
{passwd}=>{etc) 0.61320 0.3868
{GET)=>{passwd, script} 062730 0.3727
{etc}=>{webplus, GET} 0.52341 0.4766
5 |GET)=>Iscript, passwd, etc) 0.56210 0.4379
{GET}=>{webplus, passwd, etc, script) 0.45120 Lol 0.5488 0:6%6 057200
{webplus, passwd, etc, seript}=>{GET) 0.49380 0.5062
{script, GET, passwd)=>{etc} 0.47620 0.5238
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I Fi 403840tk F 4034 B F 2H00 22E FA
21 Ao FAsgen, YmAE HEE 213 HHe
2 FAsigch =3 ¥ 21 JEE Y o A B
2 (% A4 23 Ao FAdeR TR

52 Roc 34 0|83 45 HJt
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Axsl So|ng AgFh UREs AAE 7 EHo
e 2ag dvht @ Fohlelel 71EE dElY,

ol dF EHo| g ZaF dvh F EFdIErHe
7152 etk AUC(Area Under the Curve)i= ROC =
Mol ofgjH A& vehlin FH Al2Ado] ‘F&(good) 2
& H{EFE S o974 'L 229 “Yi(bad)
22'% AAs = Ao Pasdith B = M ‘g 2
ot v 20'E FES) A8 Y 9 2aE I E
A 2aR FAF A Fe 2d, A4 208 Y &
A BaR FHY ASE YR 2R Ao 53,
AUCS gkol 191 A4+ oA A8 A wyoleta &
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Table 9% 2713& s=1, x=02.2 A|Z38o 019 HFo
2 59 #e #AaA7IR x9 g2 F7HIAEA F 108
o] ROC W7 EE HAES AFE el

Table 9. Result o f ROC sensitivity test

AK Robinson | Decisiontree | Textclustering | AR_Profile

S| X {sensiivity|specificity |sensitivity| specificity | sensitivity| specifcity | sensitivity | specifcity
(%) (%) (%) (%) %) (%) (%) (%)
110 0 100 0 100 0 100 0 100
09012877 99.00 | 1.140 [ 99.93 | 11.19 | 89.26 | 35.26 | 83.81
08|02 ]46.15 | 92.84 | 2410 [ 99.28 | 23.77 | 79.34 | 67.81 | 76.23
0703|6994 | 8253 | 31.08 | 92.74 | 46.15 | 5951 | 72.84 | 53.85
06|04 | 8532|6705 | 61.92 | 82.26 | 69.94 | 4250 | 77.86 | 30.06
051058672 | 46.42 | B1.78 | 66.56 | 85.32 | 2834 | B3.35 | 14.68
04 | 0.6 | 8832|4520 | 8359 | 46.41 | 86.72 | 17.00 | 90.60 | 13.28
03| 0.719790]| 20,63 | 98.10 | 2094 | 97.90 | 8500 [ 98.79 | 2.100
02089930 0 [9991]| 0 |99.30(2:830]99.72| 0.700
01]09(9970] 0 [9993| 0 [9990| 0 |99.87]0.100
011|100 0 100 0 100 0 100 0

AUC 0.822677 0.777905 0,561457 0.68412

Table 9¢14 £ »=%d4 Ag+gd AK Robinson 3% 9]
AUCE 0826772, tj& @59 AUCRY Et). ojs 2
& A3 AK Robinson o] st¥lg Algtne @
gov F5Ee AU HAR: g FIRH
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Fig 84 Alekgl AK Robinson, Decisiontree, Text
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A ol ARgE7)olE tha vlEFS T FeE BACh
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LR = C.I’_Lug—}f_l.ag
Crri (8)
LA= C.I'_Log—-:-!_!.og (9)
C.’_l.ag—:l' _Log + CN_Log—:»J' _Log

Y &4 219 AL Y EF 207 BF§ 4
& vehim, A9 £4 21 £H9 F¥sE A 24
B2 R 227 442 JAY &4 232 s =
A8 Proltt. £§, 29 dF 7o FY=E Hrle
7] $18}e], @ -F&(False Positive, FP)3} v]%-5&(False
Negative, FN)2 &3}e][25], zt2 4 (1003} 4] QD=2 A
o5t el

C

FP = N _Leg—=! Log
Cy o (10)

FN _ Cf_ Log->N _Log

R C.’_Lﬂg (11)

Table 102 4 (8), 4] (9), 4 (10), 2]z 4 (1)E o]
gatel A £4 238 225 PUSY S Ade
A3 e,

CIXE ZN0iM S22 Dl0jY 7i8 @ 25 23 =M 275

Table 10. Performance of methods for extracting intrusion

logs
methaod FN(%) FP(%) LA(%3) LR(%)
AR_Profile 15,32 288 84.02 723
AK_Robinson 997 12.52 9879 75
Decisiontree 10.76 156 94.33 5.8
Textclustering 1898 30.8 8202 7.3

Table 10414 AK_Robinson "3} Decisiontree 2]
454 vi¥ g AK Robinson ¥ [P d=ul oh)z}
del Jje] H=F JWtew S¢S da FHEL joz
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ol X4 FXH2 s BN FAE F2dE 9
EFE F 7 oy FAMA AP A9 JYsE
Atg W3} Decisiontree WP BT YgS o 4 gich
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