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Indirect Branch Target Address Verification for Defense against
Return-Oriented Programming Attacks

Soohyun Park’ - Sunil Kim™

ABSTRACT

Return-Oriented Programming(ROP) is an advanced code-reuse attack like a return-to-libc attack. ROP attacks combine gadgets in
program code area and make functions like a Turing-complete language. Some of previous defense methods against ROP attacks show
high performance overhead because of dynamic execution flow analysis and can defend against only certain types of ROP attacks. In this
paper, we propose Indirect Branch Target Address Verification (IBTAV). IBTAV detects ROP attacks by checking if target addresses of
indirect branches are valid. IBTAV can defends against almost all ROP attacks because it verifies a target address of every indirect
branch instruction. Since IBTAV does not require dynamic execution flow analysis, the performance overhead of IBTAV is relatively low.
Our evaluation of IBTAV on SPEC CPU 2006 shows less than 15% performance overhead.

Keywords : Program Security. Return-Oriented Programming. Program Transformation
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void test();

;nt main() function_call_monitor(ibta)

void (*fp)(); if(ibta is valid) ibta();

else
ROP_detected;
)

return_maonitor()
{

if(return address is valid)
return;

else
ROP_detected;

)
Fig. 1. Operation of IBTAV
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binary instrument tools

£t} A2 B9 A4, 7] AHgse A #I1E
2 AL g5 dolMe wAg. AT A4 e FA
g 2H FoaoAM Ay g, 7HAe] FEF 54 F
29 A3 2497t Ak HAL 4 99 FHoldA ¢
A BE71EE A7) deid e A8EHA %2 HEoE
7180k ot AR obM A upep o] FHHA B
galol: FAF 23 Fid TFHA @] d&d, A
g + gigk

IBTAVE oY A8 3§ #4 glolx 2 3 #7]
o B3 FAE AAE 5 7] dEdd, ofdiet 22 Al
712 o]3& 7Rt

A) 2% B8d F FAo] "a gt 1A /&9
A FA4E ozl 48 Albel AAH7] "o, Suke
H 7R 53 FAE dolly] A 4 Ay 2F
®Ao] Fgeair), AT IBTAVE A3 Ajzte] 4% #
AP B Faw ALEs7] Wi, 4 43 3F 49
g gick wmeby 7Hg ojaloy §34 223 ¥4 =7
& A8 Pt glov A% A9 oHE BY 4 gl

B) T2 WA= 7hale] HA3 o 7|EY
Z2ad e BE W B0 AAHR, HA &5
el gk Abggic), meby 4 B718S AHEste 7ML
& AL B dlelA g wdE = ook 7ol AL #4
e 2 #7188 A8 F =S PA T8 RES
BH FholA A<l

C) AEHA F& WHo] Frr9 £I|E e 3
gdER] ¥ "9l FiAE FAT 5F Fio TFHHA
Bou], HAL groll osiA 4 FAd. gk NOP 5
< AHgEA BEY F4E FEeA Folk, FHEHA &
2 FHo] FAEY ¥7]E 4G F Ut} o2 U Z=2
ayel gdo] 2= A7} A5 A ojHL ¥ 4 Uk

ojg]gt A 7}A] o]d& %8, BTAVE 7|&E ROP 33
wo] 71% = §1 Table 13} 22 o] & w3l

Table 19] ROPDefender[11]%= $H4+ whgk 78 7|9t
g o] Yo mA 1 99 g EIEL AMSdE
ROP 342 Wol& & gk, =3 +d dx 92 74y ¢
T EF TEE AHES FEHA e R £7)8
3T 94 #el¥ g 5 £F TES o889

AE5A gL 3oz ¥rle AL Wl F Atk
ROPDefendere 7H¢ wjdloly §4 T2y &4 =78
AHgEe] §3 48 3§ B4L Y33, 2¥E B @

F42& Yopdirt. Table 19 CFI= CFI 7|}d] 7|%g
o] 716711tk == A4 9 $4 4Y 3§ ¥
Ao Hasty, oj2 A3 7 wjdlel} F4 =2y £
A EFE AHg#ok @t Table 19 G-Free[l6ls Z22
Foll A AHE 7@ 7HAE AASE 7ol ZHA AA
712 Z2ado] AEHA ¥ WHAR 7%= A&
o7] i3, B4 4¥ 5§ £42 T3 dHolES ALY
o At Z2ade] 2E JHlE AAR FE 7 9%
o, 24 A=4 I ¥5 £F FEEL AHSE= ROP ¥
o] 45wt wojd 5 3o

thE 33eME IBTAV 7199 7@ W8S 49

.9 M

Zaafd IBTAV 71H& A&7 S84 =28 &
39 Y =78 ALt 2239 H8 =7 T2
age] BE 7 71582 AAE, oAl #dA g35E 2
Y= F Z2aPE TV =20y Y =7 w5
ukgk PR i FAY X FAE FE3T o2 ¥
Ag FA8, 2 35 559 3H F= FEY /AH

Y FAg 323

31 =203 Ha

ZEod 98 =7 13 AL/3E FE, g g F
% 22} function_call_monitor®} return_monitor HA} 4
Agfoz WAg o] & POSIX FGAA NN ALgale=
ABI(Application Binary Interface)?] ELF(Executable and
Linkable Format)(17]¢ AH&%th T2aJS wgsis 3
AolA Y FZ/3E FES 5 U8 FEI & Wy
o= ANeldd ol ZE o] A AZF Fot AlEE
29 vE2E adi2 {237 943 EFHog. 4 E B,
T g5 2% €9 45 of#l Table 29 Zo] HA &
¢ function_call_monitor ¥4 £% FFoZ ¥R}

KIPS Tr. Comp. and Comm. Sys.



220 BEMIESI=EA/HFEH 2 B ALY M2 M5=(2013. 5)

Table 2. Transformatlon of an !ﬁdleCI function call

42 <main+0x2e>
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jmp 4a <main+0x36> | jmp 4a <main+0x36>
movl  bar,0x8(%esp) movl bar,0x8(%esp)
mov 0x8(%esp), Yeax mov 0x8(%esp),Yoeax
call *%eax call function_call_monitor
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Table 3. Transformation of a function return
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