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Zero—-knowledge Based User Remote Authentication Over Elliptic Curve

Jongseok Choi" - Howon Kim™

ABSTRACT

Although password-based authentication as known as knowledge-based authentication was commonly used but intrinsic problems such
as dictionary attack remain unsolved. For that the study on possession-based authentication was required. User remote authentication
using smartcard is proceeding actively since Lee et al. proposed user remote authentication using knowledge-based information(password)
and possession-base information(smartcard) in 2002. in 2009, Xu et al. proposed a new protocol preserving user anonymity and Shin et al.
proposed enhanced scheme with analysis of its vulnerabilities on user anonymity and masquerading attack in 2012. In this paper, we
analyze Shin et al. scheme on forward secrecy and insider attack and present novel user authentication based on elliptic curve

cryptosystem which is secure against forward secrecy, insider attack, user anonymity and masquerading attack.

Keywords : ECC(Elliptic Curve Cryptography), Smart Card, Authentication, Forward Secrecy, Anonymity
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User Server

[Registration Phase]
Select ID, pw D, h(pw) B=h(ID&c ) Sh(pw)
I=h(IDEg) Sh(x)
smart card store {ID. B, Lh()}

[
>

A

[Login Phase]

Input D, pw
Select w

B =(B—hlpw))¥
W=h(ID&x)¥
C=nh(T|B'|wliD)
M= BSh(pw)

K= MZw [Authentication Phase]

R=I3w K, E,[ID, C. W, T] R= K=h(x)
= h{IDSz ) SwEh(x)

Y

Decrypt Dy 1D, C W 1]
Temporary Table store ID. T
Verify ID,T

B"=T~

C=1h(T|B" WD)

Select m

M= h(IDSz)™
[Authentication Phase] h(IDS)

Decrypt D,[ID.C", 34 T"] E.lID.C", 3 T"] C' = h(MB' T D)
Verify ID.T"
C"=?HM B T"|ID)

A

sk =h(ID| M| Wi asre) sk=h(ID| A W] Ar%)

Fig. 1. Shin et al. protocol
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User Server
[Registration Phase]
Select ID, pw h(ID), h(pw) > V=zP+h(pw)P
. I=h(ID)P+zP
- smart card store {h(ID), Vi L h()}
[Login Phase]
Input ID. pw
Select r
P =r=r(h{ID)+z)P
P,=r(p(ID)+r)P
My =r - (V=hlpw)P)=rzP [Authentication Phase]
M,=E,,hUD), T.P,.P)] M. M > R=c .M
Decrypt Dy, (M4 = h(UD). T P,. P,
Verify T'(= At)
Compare h(ID)R+zR ="7P
Select s
P, =s(h(ID)P+R)=s(h(ID)+r)P
[Authentication Phase] Vol M| =sR=srP
S=rt.- M < S M,=E,, »h(D).T P ]
Decrypt Dy, ola,] =[rUD). T . F,]
Verify T (< At)
Compare R{ID)§+rS =7 P,
sk=h(rP,) E,,ldummy datal sk=h(sP,)
4
= hir - s(h(ID)+r)P) = his - r(h(ID)++)P)

Fig. 2. Proposed protocol
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Table 3. Comparison between Shin et al. and proposed scheme
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