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Efficient H.264/AVC Video Scrambling Methods for
Digital Rights Management

Soojin Kim" - Geun Park’ - Kyeongsoon Cho™

ABSTRACT

This paper describes efficient H.264/AVC video scrambling methods for digital rights management. The proposed scrambling methods
are to scramble level and suffix in entropy encoding and MVD in motion estimation of the H.264 video compression process. Other
scrambling methods have been proposed but they degrade the compression efficiency or make it difficult to achieve real-time processing
due to the large amount of computational efforts. Since the proposed scrambling methods resolve the drawbacks of other approaches, they
do not cause image distortion and the original compression efficiency is maintained. We verified our scrambling methods and evaluated the
performance by conducting several experiments with H.264 reference program. Finally, we implemented video player system using USB
dongle in order to apply the proposed scrambling/descrambling methods to H.264 video compression.

Keywords : H.264/AVC, Scrambling/Descrambling, Digital Rights Management, Video player system

tAE Az #EE Y 28490 H264/AVC v 2
A5 WY
2y oz
2 o

PEEN So e e R AR 45 EAAS A4 408 944 A58 2o
22 felel o P 02 fART HBL ASEs T2aas oled A9e B AUE el A 2 FA AFeslen] USh
528 olgalo] el AAPL/HA2YRY PAS HB WOL ol 48T & A FIA A A2 pAAAT
7|19=: H.264/AVC, ATYEZ/CIATHEE, CIXE NEH 22|, SAA M AJAH
1. M B Evolution) Walo] g3l A g4 Frlzo] gk o] §o
Z3sta glty, w3 HD(High Definition)d 3F4& #| &}
34 dlolE7} tAEstE 1 Bl 7)ol LA Gl we % gAY wEe] HgHuA gAY 9 Zdzd o
Aol 94 dolg #Eo] A Hon HALS ojgol FASHA Frksta Slvk. ol uwe} H264/AVC
3 o EYl¥}  3G(3rd Generation), WiBro(Wireless (Advanced Video Coding)[1] &< AoL 45 ETE ol & IP
Broadband Internet) 22 %A O1Eyl Au2~7b BEE TV(Internet Protocol Television) 53 & A3 M~
T4 dolg #Z§Al 4 LTE(Long Term =9 B £x7F A7 S7rskal gih
G mAe] B 8 AolE: WEe A JF
< HAA AT YA AFutze] g@AHe dssE
o] =2 0129 % ghate sl WSk X Yol <fgk Q. - o p = =
BRI R VT Tl 54 ¥EEe] e Adss A AR A2, S
74 3] A gharelarojuistal Wakgsty} gag o g b AlA 2 X
=R 001243 39 299) CAS(Conditional Access System)E & W Al 2 A
F 4 A1 2124 94 199 H 25 7FsebA sk A4 7)oty A1 Algh Al 28l
ALk 2012 99 209 3 _
% Corresponding Author : Kyeongsoon Cho(kscho@hufs.ac.kr) ‘?I’E— Hc!' ’/6: }\1 H]éoﬂ }\1 8—\%’% Z]%?ﬂ' % 6] %"?\ﬂ' 7 ]'OH]X}E!J_O] =

KIPS Tran Comp Comm Sys



[l

o M3=(2012. 12)

NES=TRAEE
b 7]&®, Fig. 13 2ol

o
el

Qe 37 9

2
T

VS ]

188

VP &

ted dAl HAREZ s

9]

&

KN
=

A€ 7 uF,

i

w
N

o

it
T

B
N

e
o)
)AO

~o
o

BH)

Rl

A=)

@A 229 Holgst &

L

L

had

3+ flo]E P

oz dx gale mjazB=d gs) 7}t

[e]

=
g 4

Eﬂ ?:! (F’nfl)

nE87] 4

=
=

ERRMEEEIE
o] A5 o] ghrH-7]

&

af

s

I

of

& W3k %gaps)

=
=

oA Fak G99 dolH

B

5

=
o

]E1

=il
cil

] o]

2_1

e}
=)

_,}_—]—,_

5

=, FAsk s,

A4 4 (Reorder)

=

=

A

AES(Advanced

SCRAMBLED SIGNAL

4]

9|

_CH

Encryption Standard), DES(Data Encryption Standard),

CLEAR SIGNAL

Fig. 1. Video contents protection using scrambling method

™
A

e
ToR
oF
oy
Ar

o

~

3

[e]
H

et

[e)
[}

(=S

o

371 91 ALgEh

D=

5

=]
Rl

AA A
e A

e

=

WP DCT 7o) %

=

=

]

2 249 Fig. 2%

%9

1=}

=

Intra

Prediction
Fig. 2. Proposed method in H.264 video compression

4 (T

171 oJ"t}. DCT(Discrete
w7 o] W7t A gl

[e]

0

(4]

[2lelut AEZS] F55}t dAA 22

o} HlolHE Aoz A
Cosine Transform)

uol—

s
H
H

=13

=y
Ulo

4

pNas

. o
o

L
Y

BIE

3k 3go A DCT

o ¢

=
=

0o] opd Al

L

USB(Universal Serial Bus)

b,

L

p

]

°

bl A
& 74

3l suffixel] ==

4 M AHEEH = FAY WA 237

oA AHg-5

<)
=l A

Q.

o]

1%

& 74
<)

]

=
=4

of A9l gloH, 71E

Z}

s
o]
=)

Eal

2y
[e]

=

Z] o]
T;]—. L3
AR A

= (dongle)

ol

EREBRER
Ol—

]

=

=
A

2. H.264/AVC

]

4
L
=
S

5

(e}

p
L

o

e

L

=
o

ol o7 Aex =9 dolg e =77}

ks

]

A

&, A,

e

1—0]

7E

45 Fig. 29

¥

%0
5o
1o

H.264/AVC

Zuk

5]

°

L

st dAA AREH

T

\=]

EZy

I

= gelz Az, 7 oz

B
=

WazE



o] FZHH 5 o] &3ely] wiiel w7 Wt A gl
Ad AA e Aol wj§- e s A = ¢l
e whdol gtk

wepa B mRoxE 7)Ee WEH Aadby wAs
o dHS BT £ JE 2adEY IS Aeksiy, A
otels W ES Fig. 20 3oz FAlE Ay 7o) o

°o® # |
23 253K Entropy Encoder)®} %29 FAHME) ¢
A&t Actsts WA OJ% E%%
HoagE fA380, s oy
HeoE A4S a8Ho= 9
31 AEZTD BSslof| HES 2| dhH
H264¢] dizA < 23 B33 wyoer CAVLC
(Context Adaptive Variable Length Coding)7} Sith.
CAVLCE Az 202 Auidd ATEY Adagds

of &
dE

Rl

A BAoR ARGHY tEH B 5SS gt
o, W3t aEln ¥Ast RS A EFES U4
o7 YRE 05 FietEd, CAVLCE o2 ¢33
AREgTE WA AR A7 o] F 4] B
S | obd AFE] 8] Trailing OnesE
14-38ke] Az sich 0o] opbd A
ol &dl ]3] Az HM, o] HolEE
ofd AFES /el wet AeEct 00] obd AFES ¥
H(level) S Aujdw wide] A2kl DC Al FHolM B
2 Jo] Ju nFy o AFE Zolxitt CAVLC
 olHg EAES o] &ste] Htd Fusid #Ee A7)
of wel VLC look-up Hlo|&5 &afate] AR&-3ois].
CAVLC 9= Fig. 39 #Zo] AA thsl dAZ 1o
Ak A AA dAAE 00 obd AFEe] AA MGt

|

AGE2 7N4+= look-up El

AHE BE 9] 0ol

+19] & 2= AFY MEQd Traling OnesE 13935
W, % WA @A o] Traling Onesd #32 <139
ek Al HA dAe e YA 0o] ofd AFES] ¥
< Qladgsty ul WAet oA WA DA v A
F ol AA 09 Mg & 7 00] ofd Al k] 09 7Y
FE d=Y3

coeff_token | Trailing_Ones —»{ Level — total_zeros | run_before

Fig. 3. CAVLC steps in H.264

B oo A 21] st ~awEy Wy
g3t CAVLCY A ®
skt Zﬂ(’JO}E B2 WA g ghe
Ao|t}. CAVLCAA e &5
o] ofd 74]’\013}. whebA 2 o
AAQ FWS FHA o ¢TAZ
o gus :rL’“ 3l prefix®} suffix Sofl &
*587] el 3l XOR(Exclusive OR) 9
o} Prefix$} suffixe= AZFEH G4 dolE

S (o] o}d A

Zo] gmug o

1 E

folr gt
R
=2
>

ol

Bz oig oo

Y fole e

il o2

(& A

oy 1o
=y

|

[e}}

S o T oo

)
T
2
O+

_1
i)

ufﬁX?% %

_u_\_‘,_._’

] rf
o "

&1

T

ol

A& diojElE EYsly] fdl AMEE= Fholth Prefixs €
I ovlelE e Alg Fell AFHAA JFE FE ARG 2
A7) wWiEol o] e WA Y dolHE HdT & ¢l
o whehA] AlekelE el A= suffix gHeHS o] £3ke] ~
aAEHGE 3y, 719 XOR dAHe 7] 93 nE 9x+=
suffix®] gkl whel thEA Akt

Table 1. Scrambling method using suffix length

Suffix length Positions of XOR operation
1 0x0100
2 0x0030
3 0x0070
4 0x0£00
5 0x01f0
6 0x03£0
Table 12 suffix®] Zeolel we} 7] g3 XOR A4bs 3t
7] 913k HIE A 9] dE dehdith 7 suffixe] 2ol uwh
g 23PEHI S 93 XOR 4 gt HE A7} b2
7] Wzl s7pEA] Fek AAEAF dEstylE @Al Hdet
E Q¥ deH Bsks de] Brhsdth AEmy ¥
w3 WA AEs) A AGHE 2AVEY WAL @
o] Ao F5ob suffixe] #s WA wid 459
dlolg o] A7l 9&S mAA & gAE FHHer ~
A9EF & F Ak dzagegdds 2afEadd A
&3 719 XOR <4t 91218 adi= #&sto] Ao &9
& HlelE® BA% 5 ot
32 239 Mol M88h AayS Yy
A& nr e ZH Y AteloE of] 8AER QE AH
g Zql Fbel doly RSy SASA HH, iFEe
A= ZYU Y Atole] AR, § FAde] Y elFets ¥
st la] WAzl o ek AAe £29S A3t #A
Ze gt ofd =zl o] A Eelste] 4 dlolH
2 agRow 4Fs) A9 49 F4 P AgH
$49 F4 YA o2 uve ZAYE el A
FEAS AAG] B $HES A Yo, Fig 4=
0E E Zu9e o 8d £49 F4 B et
A9 34 BN AA ZAd] BB} o) L
e B Ao Q= BF 29 B GG el A
A g pE BRol QA Rusty, @3 Tddd

Fig. 4. Motion estimation using multiple reference frames

KIPS Tran Comp Comm Sys



190 HEMEISe=2X/ERFH 2 4 AL M1 H3=(2012. 12)

=

n% o

s
L
o m?\_‘

Hlolee] <ol BobAA v, F3¥ =
Hl ek @A 7] wie] d5Aos

[o
o)
e A
:?1:,‘
°

ol

v oo nf
ot ob if < %

2

)
v
=
Q
&
@]
=}
=
o
=+
Q
=
7
2
o
o
@]
<3
rir

SOy

o]
Aol Algke Mvel o) A=, dAe] MV MVP
°1 MVD(Motion Vector Difference)”} &%l #
FHh o & £} Fig. 594 A wWZ22E5 Eol ojsh
MV?l (-4, 5= W= 4554 Fi T3 MVel g 4
= o] &3le] AE MVDZF E5o] A%

i
=
r_g_g‘
2
2

22 3% B o3 MVDE A4kshs gy e vest 2
B C
(1,2) | (-2,8)
A E

(-3, -2) | (-4, 8)

E: MVPy = Median(MVAy, MVBy, MVCy)  E: MVDy = MVEy — MVPy
= Median(-3, 1, -2) =-2 =-4-(-2)=-2

E: MVPy = Median(MVAy, MVBy, MVCy)  E: MVDy = MVEy — MVPy
= Median(-2, 2, 3) =2 =5-2=3

Fig. 5. Examples of MVD calculation

A4 AR EE Eo] i3k MVPE MVPx9 MVPyE 1

TE T T we FHshks Ao, FmEA AAY 2
from QI Hitgke] eFE 9] fld olddEn viAaRE
£ Eoll digk MVPxe} MVPy+= Fig. 59F o] (-2, 2= AXt
Wi, HF sE MVDe= o] MVe MVPe| Aol ghe
2 AT web @A) jazE= Bl dis 452 &4
g AHE= (-2, 3otk A= gFHolok & HolH 7} (-4, 5)
oM (-2, 3)o] HEZ StEdok & deolEe ¢ = +
7 Hth MVD Zoke] dEshs WS MVPZE 49
MVAEL & &

O
—

4
tlo o il

i o m
2
rlr
=3
fols
o
2

-

4
X
rl
Folt
o O
u

o4 Agkstz A WAl WAS MVDE R5E vl
o olwl EE MVDS ¥EE wA 9m 549 27
MESRE A9 $EE WA Table 2 MVDS

o 138 Uhehilth, MVD
EECIE LR

mo W o X R

ofo
)
rir
X
T
=
z I

o] 1ol i MVDe H35E& ulitth Fig. 59 oA Z2A
H MVDE (-2, 3)o]a MVDe] Ao & (2, 3)o] Hr} uwh
2gA MVDxe MVDyel #42 7]9] HE X&= EF

0x00100] Ft} webrd Est7|e] 0x0010 A H]EZ} 1o
W MVDE] H3E WAsY (2, -3)22 uptz Qo] &
MVDS] & AR o]k a2 MVDSH 719 kol
ue} B WA o] @EkA|7] it FrpgA R
o AREAZE G AS sk RS WA 4tk

Table 2. Conditions for sign bit substitution using MVD

Absolute value of MVD Positions of key bit
1 0x0001
2~3 0x0010
4~7 0x0002
> 8 0x0020
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Table 3. Conditions for y-axis symmetricity using MVD

MVD # of y-axis
Absolute value # of bits symmetricity bits
0 0 0
1 1 0
2~3 2 0
4~7 3 2
> 8 > 4 >3
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