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Reliability Analysis of Privacy Policies Using Android Static Analysis

Yoonkyo Jung’

ABSTRACT

Mobile apps frequently request permission to access sensitive data for user convenience. However, while using mobile applications,
sensitive and personal data has been leaked even if users do not allow it. To deal with this problem, Google App Store has required
developers to disclose how the mobile app handles user data in a privacy policy. However, users are not certain that the privacy policy
describes all the app's behavior. They have no choice but to rely on the privacy policy to confirm how the app uses data. This study
designed a system that checks the reliability of privacy policies by analyzing the privacy policy texts and mobile apps. First, the system
extracts and analyzes the privacy policy texts to check which personal data the privacy policy discloses that the mobile apps can collect.
After analyzing which data apps can access using android static analysis, we compare both results to analyze the reliability of privacy
policies. For the experiment, we collected the APK files and metadata of about 13K android apps registered in the Google Play Store
and preprocessed the apps by four conditions. According to the comparison between privacy policies and mobile app behavior, many
apps can access more personal data than disclosed in the privacy policy.

Keywords : Privacy Policy, Static Analysis, Data Privacy, Android Application
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Table 1. Comparison of Precision, Recall, and F1 Score
for Each Privacy Category

Category Precision Recall F1 score
Contact 0.625 0.769 0.690
Email 0.833 0.926 0.877
Phone Number 0.870 0.833 0.851
Unique Identifier(ID) 0.875 0.848 0.862
Cookie 0.895 0.850 0.872
Android 1d 0.818 0.818 0.818
IMEI 0.923 0.857 0.889
IMSI 0.778 0.875 0.824
MAC 0.778 0.700 0.737
Mobile Carrier 0.857 0.750 0.800
SIM Serial 0.800 0.667 0.727
SSID and BSSID 0.833 0.714 0.769
Location 0.833 0.789 0.811
Cell Tower 0.833 0.714 0.769
GPS and WiFi 0.667 0.800 0.727
Average 0.815 0.794 0.802
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Table 2. An Example of Sensitive API Lists

Category Sensitive API

android.telephony.TelephonyManager.getDeviceld

IMEI
android.telephony.TelephonyManager.getImei

FusedLocationProviderClient.getLastLocation

android.location.LocationManager.requestLocation
Updates

GPS and
WiFi android.location.LocationManager.requestSingleUp

date

android.location.LocationManager.getLastKnownLo
cation

android.telephony.Telephony | ¢yco Access

—
Manager.getDeviceld IMEI

APK android.telephony.Telephony 1fNo

——»| NotAccess
APK Files  Static Analysis

Manager getimei IMEI

Sensitive AP list

Fig. 3. A Process of Mobile App Analysis
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