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Efficient Privacy-Preserving Duplicate Elimination in Edge Computing
Environment Based on Trusted Execution Environment

Dongyoung Koo'

ABSTRACT

With the flood of digital data owing to the Internet of Things and big data, cloud service providers that process and store vast amount
of data from multiple users can apply duplicate data elimination technique for efficient data management. The user experience can be
improved as the notion of edge computing paradigm is introduced as an extension of the cloud computing to improve problems such
as network congestion to a central cloud server and reduced computational efficiency. However, the addition of a new edge device that
is not entirely reliable in the edge computing may cause increase in the computational complexity for additional cryptographic operations
to preserve data privacy in duplicate identification and elimination process. In this paper, we propose an efficiency-improved duplicate
data elimination protocol while preserving data privacy with an optimized user-edge-cloud communication framework by utilizing a trusted
execution environment. Direct sharing of secret information between the user and the central cloud server can minimize the computational
complexity in edge devices and enables the use of efficient encryption algorithms at the side of cloud service providers. Users also improve
the user experience by offloading data to edge devices, enabling duplicate elimination and independent activity. Through experiments,
efficiency of the proposed scheme has been analyzed such as up to 78x improvements in computation during data outsourcing process
compared to the previous study which does not exploit trusted execution environment in edge computing architecture.
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Fig. 1. System Architecture of the Proposed Scheme
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4.1 MAEL X7| FM(System setup)

CSP= AHEAY] 832 AEsh] 91t 882 -5t
A8A 52 2 ZRIN/AAS G Q0] (dedup.
enclave)S %7181, CSPQ AF&AF HEoA ZEAY
A AAE FYoh= Edge7t Bl ZE 0] AREAL woll Al AH]A
£ AlEet

1) CSP wErElolE QI 37
CSPe oFxAad dlolg 9 274 B E A% Al 74

Table 1. Notations

Notation Description
u; Identifier of user ¢
cSP Cloud service provider
Hige. Edge device managing user i's
! requests and responses from CSP
k; Secret key of user i
P Plaintext to be outsourced
Amp Size of an identifier (in bits)
Ax Size of a key (in bits)
[ Empty set
i Invalid output
allb Concatenation of a and b
a<b Assignment of a as b
$ Uniform-random assignment of a
a<—PB
as an element of set B
h(-) Cryptographic hash function
hl( -) Masked hash value
=h(- )@k;i with user i's secret key k;
E(-) Secure symmetric encryption algorithm
=Bk, +) with user key &,
D(-) Secure symmetric decryption algorithm
=Dk, -) with user key k; (corresponding to E)
CSP
seal gl + ) Dat_a sealed by the
(i.e., dedup. enclave)
C=D/(P) Ciphertext encrypted by user ¢'s key
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(1) registration of client u;

(2) outsourcing of encrypted
data P to Edge;

(3) outsourcing of encrypted data P

(duplicate identification / elimination)

u; Edge;
Fig. 2. Overall Procedure of Data Outsourcing
UserTable OwnershipTable DataTable
) ) loc(P,) loc(sealcsp(B,)
i ki h(P) {uo uq. - = sealsp(P,) = filename(P,)
u; k; [10:8) {ug, ug, ) lof(P;Ve)alCSP ®) toc(sealcsp (Ry)

= filename(PR,)

(a) User-management table

with entry <u;k; > with entry <h(P),

(b) Ownership-management table

{u,, -

(c) Data-management table

3> with entry <seaed h(P), loc(P) >

Fig. 3. Metadata Data Structure Used in the Proposed Scheme

7)-zk ElolElo|AS AAgetm Bejsic) A1 H9l dedup.

enclave= UserTable(Fig. 3a) W Ownership Table(Fig.
3b)= /st QlEdo|B oA Tt HEHH o8& Hgt

o UserTable> AEAF 55 FEE ot 7iIE ARA
o] AEA} w, & 7|1& 5t v, 9] ¥t 7|(k)E FeE 7
t}. Ownership Table-2 oFAAE Ho|E 9 ARAF AHE
ot B& glolE(P)Y ARk (h(P)& 712 3t P9
A Aok ger 7RG B, AlF J9Yd dedup.

enclave ] W|me] AkE FEoH] Slsto] Gashel dlolelt
RIZEo|E 2ol A= =H] olF ¥zIs] A’ DataTable
(Fig. 30)& dedup. enclaveo] 93] LE= Fe dlo]g
NGk (seal (gp(h(P)))S 712 ot B27]PgA]0 A 7gE
dlolEl(seal (gp(P)S Tt (loc(seal op(P)))&  FHOF
7HIc,

2) AR u; TF
AB| A £ZF F%(service level agreement, SLA)S &
sto] SERE AEZA] AHIAE O]‘Qﬁ}ﬂx}b AR =

Table 28} 22 AMEA 58 IS AZHh 94 HFRA)
S 535to] OSP WHY dedup. enclave Q] F-ZAA]o] HAE
A%, AR QhEsiol AT HIWoI(k)E AHI] RA

I}golA FYg AA7IE ol83h) HE A4S SO
dedup. enclave| A RegReq, =< k; >< AG3tt. dedup.

crclunes SR G NS Aolel 552 24T
ARBAL] AR, 2 S u oA A oleh B &

Table 2. Pseudocode of Client Registration

Client registration(% CSP)

u; <> dedup. enclave QCSP:
do remote attestation(RA) with session key agreement
If integrity of dedup. enclave Is not guaranteed:
terminate

<

k P {0 1 }/\I[
send RegReq, =<k, > to dedup. enclave
via secure channel (using session key agreed upon RA)

dedup. enclave QCSP:

k; < Regleq;

do-while ,; & User Table :
u; < {0,117

If there is an unexpected error:
send < FAILURE> (o u,

else:
Append( User Tuble, key = u,, val =

send < SUCCESS, u; > {0 u,

k)

Sttt dedup. enclave= UserTableol] AREAF X

F7le

(u;, k;)
ol o] Higt SES E‘é.‘

=2 M3

=
=
[¢]
o= ‘0o —_

&, ARgAelA

24 8R4 5 AL nhlc,

AHEEEY], SGXO W (sealing) 7]

UserTable9 3k CSP9 dedup. enclave UWXE-o ATt

2 Foto] o]
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(@ remote attestation of ‘dedup. enclave’

@ registration request: u;’s secret RegReq; = (k;)

‘ dedup.

@ registration response: (SUCCESS, u;) or (FAILURE)

‘ enclave @ update
‘UserTable’
CcSP

Fig. 4. Data flow of client registration phase

B QJRof 7|dAdo] BAAHE HHE AFEI AHAE A
Zote ARole EXVIZANEREH " JEE E
(unseal)sto] AHIAE X|&3It) ARER} 520l Edge7t
Zrofopr] Fom, F4AlE= Holg 582 Fig. 49 2t

4.2 NEXL HI0JE| 0FRAM(Data outsourcing)

ol2AAE gloJE PE ARSH AREAF u, = AREAFS] H]
7] k=2 opAE SjAGE b (P) =h(P)Dk, 2 SSE C
=E(P)=Ek;, P& XAt OutReq =<wu; | h;(P)
I G >E5 w;oll AMYTE AA| Hufo] A Edge,of A5ttt

u= Edge ol HloJHE oFxAAT o|Fol= R EZA
HofstA] @ emepolo g EA 4= Utk ;@ Edge; A

o]9] Tl d=oEA g2 58§ AdS ol

4.3 H|0JE £2A%(Duplicate identification at Fdge)

Edge;= AEAF v, ZRE A2 gofA A4 doi=
ATt BEE SEAES fiste] CSPof| A&3ttt. CSP9
dedup. enclave’= UserTable & Ownership Table& il
Sto] A== 84 dlol§7} olu] CSPoll EAISH=A] EelgH
O Bige,% CSP APolo|AE EIEIA e BAL ol
Sfol Hloje7l SoAELt

) BRRS AT Bige, ) BT AY D CSP RS
Fdge,+= otefjel Zo] w,2RE AL OutReq, ZHE
AA ATEZ AT Tag, T st CsPol| Adgith:

(u; I h;(P) I G;) < OutReg,
Tag;, < <u; hy(P,) > .

2) deudp. enclave©] 23t o & FEAH

dedup. enclave= Tag, D UserTubleZHE YZEE 9
43t ARgAe] BY| kS B5s, olAaAlstaAt she
tlolg] P9] sjAIgk(h(P))S Bttt AXet h(P)E 712
OwnershipTable®] L3t HE d|o]g7} CSPI] ojn] A
AE A=A ﬁo]ﬁ}‘:q oju] A& HlolEof thet k4
A 849 F¢ u, T OwnershipTableo] F7F0 24 4G
AL QA=3SH}. Ownership TableL  User TableX} $HA
dedup. enclave®] 9sto] =W, L& 7S &3t

4.4 Z2E|X| 942 0|9 0rRAA(Outsourcing of non—existing

data in CSP by Edge,)

JEE 4o &= tlole P7F OSP A=A &
2 N2 YloJElel FE, dedup. enclave= Edge, oA Y=
E C9 AREE 933t} Edge,= OutReqZHEH CE
2251} CSPo| YR ESHY, dedup. enclave= Ownership—
Tableo  71-ZH(< key=h(P), val ={v;} >)& 75l
C gga 2 P2 BYste] DataTuable) 718ttt AA|

L4 dolele 402 2 ARFE BRE o
‘IH—u:Oﬂ, DataTable> Zepo|HA] HEZ Jsto] dedup.
enclave 2HE] A2 dFH S ASFolE &5
CSP 3-8&°] Tttt

4.2-4.439] /\}Q_x}gl?_ag] o2 AAl dlolE AJARE
dedup. enclave©] 95t ZEAA 9 AR 7} Lw 7714
9] dlof¥ ohxAAd ;éi?q'—t— Table 33 oW, gog 55
2 Fig. 59 #t}.
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At 7149 5 FdZ vlasty] fste] AR FFRD &
7oA SGXE E83HA] L2 Koo et al.o] Eglo|HA] HE
glolg FEAA 71H[15]7 SCGXE 83t At 7HS
dsto] AHES Yot

2 2 4y
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Table 3. Pseudocode of Data Outsourcing

Data outsourcin,g(uz, FEdge,, CSP)

u,

C <E(P) = Ek,P)
send OutReq, = <wuy, h, (P), C > o Elge,

FEdge,
send Tag, = <u;, h,(P)> to GSP

dedup. enclave :
(uys b, (P) < Tog,
val < Look Up( User Table, key = u; )
If val = ¢:
send < FAILURE> to Fige,
teriminate
k; < wval
h<—h,(P) Dk
U< Look Up(Ounership Tuble, key = h)
if U # ¢: // already outsourced data
P<—Lookup(DataTbble, key=h)
ifP=1:
send < FAILURE> to Fige,
else if h = h(P):
Update(Ownership Tuble, key = h, val = U U {ul 3]
send < SUCCESS> to FEdge,
else:  // non-existing data
send < UPLOAD> to FEdge,

// by CSP

2, - // when received < UPLOAD > from dedup. enclave
send < C > to CSP

Fdge

dedup. enclave :
P—D,(C)= Dk, Ek, P)
Insert(DataTable, key = seal(h(P)), val = seal (P))
Insert (OwnershipTuble, key = h, val = {ui H
send < SUCCESS> to Fige,

@ outsourcing of data:
OutReq; = (w;, hi(P), C;)

@ dedup. request:

T2L0|HA| BZ GlO/E E=2H7 311
1) A8 B B(User Table)

AREAL A HH = Tk AREAOl tigt ARIAE AlS5t
CSPol A8 Aol wet 2ebd & et 2 A¥
AR (u,, 64H]1E, 8 B) W HIU7|(k;, 256H|E, 32 B)
7S 242t ot

in

RN

L
pu.

i

o)
<

2) 274 A BE(Ownership Table)
A JE= ARAE obd dlolH £ dieEE o
$9] 2947 ZAE 4 oz golg E&9 SHA256
A1 ZH256H|E, 32 B) 7|2 AAstg o, thdo] A8}
£ 7|2 71A7] Yotod vectorZ AREAFS] AHERK(u,;, 64H]

E, 8 B) =S 7Pz o8 AT 4 Y=

3) dlole B (Data Table)

oL Hlole Tl 9I3t vy EolR A, <l
o|H Q.o CSpo o) e Ert B AEo| gt
o] 7153t dedup. enclave©] 9sto] A= B Pof
St AR (P)Y WEH FEi(seal ogp(h(P)), 256H]E,
32 BE 712 7HAH, d8EHEe 2 QAEdo|Bo 9Jsto]
EEo] JASHo|B QR o] AFE = Ao YX &2 AH
EE9 oA (filename (P))O2 A5t

5.2 As 2M

glojel ofxA4)E Fdt AEE & 9 HE ol E
© TEA7 didel s gielg 9] 2790 vlEsid, Y 2

719 B8 42 FEAAS Foo] 2L 4 U LIE FY
Sfet. [25]0] w2, AAIZE AsEo] HolE FEAAS 5
so] g A7gg7re] AZHE °F 20-30%017, 7]
w18 ol o] A9 oF 70%9) AFTIE Aok HIE AL
2 glont wlolElAle] whe EFke Aolstch. 7t B tie
2482 913 HEHlolg o Aslof Kol U4 4 Yo
U, A A2delAle] A Aol vAE G 24 %
omz, QA Ul B4l o] thet i W BAL 5
ShaL AlQk 71Me] A QEs|=o] hste] Awec,

< o]L_
TR

Tag;

= (w, h;y(P))
@ upload. request: (UPLOAD)

In case with
upload request of {
‘non-existent data’ ..

@ upload response:

(C;) if (UPLOAD) received
@ dedup. response:

(SUCCESS)/{FAILURE)

Edge;

dedup.
enclave
@ update
‘OwnershipTable’
‘ and ‘DataTable’
CcSspP

Fig. 5. Data Flow of Data Outsourcing Phase
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Table 4. Computation time (ms) of Client Registration
in the Proposed Scheme

. ) Consumed time Standard
Unit operation .
(ms) deviation
Setup 1.246 0.021
Remote attestation 36,760.976 55.127
Random key generation 0.002 0.001
Restoration of user ID 0.162 0.095
File 1/O(store user ID) 0.041 0.004
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Fig. 6. Comparison of Computation Time (ms) for Client Outsourcing with Varying Data Size
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