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Suggestion of CPA Attack and Countermeasure
for Super-Light Block Cryptographic CHAM

Hyun-Jun Kim' - Kyung-Ho Kim' - Hyeok-Dong Kwon' - Hwa-Jeong Seo’

ABSTRACT

Ultra-lightweight password CHAM is an algorithm with efficient addition, rotation and XOR operations on resource constrained devices.
CHAM shows high computational performance, especially on IoT platforms. However, lightweight block encryption algorithms used on
the Internet of Things may be vulnerable to side channel analysis. In this paper, we demonstrate the vulnerability to side channel attack
by attempting a first power analysis attack against CHAM. In addition, a safe algorithm was proposed and implemented by applying a
masking technique to safely defend the attack. This implementation implements an efficient and secure CHAM block cipher using the
instruction set of an 8-bit AVR processor.
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Table 1. List of CHAM Ciphers and Their Parameters

Cipher n k i W k/w
CHAM-64/128 64 128 80 16 8
CHAM-128/128 128 128 80 32
CHAM-128/256 128 256 96 32 8
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! l
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1 D
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Fig. 1. CHAM Key Schedule
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Fig. 4. Attack on the Left Side of the Roundkey Key in the
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Fig. b. Attack on the Right Side of the Round Key in the
First Round. It Shows the Highest Correlation Coefficient
Value at (0xA9).
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Input : x, T,

Output: 4
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Fig. 6. Goubin’s Boolean to Arithmetic Masking
Conversion Algorithm
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Fig. 7. Goubin’s Arithmetic to Boolean Masking
Conversion Algorithm
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18.2B = BAT, 185B=B<K1

Fig. 8. KRJ Method Secure Addtion Masking Algorithm
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