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ABSTRACT

JPEG2000 is the upcoming image coding standard that provides better compression rate and image quality compared with JPEG.
Lazy-mode steganography guarantees the safe communication under the two information loss stages in JPEG2000. However, it causes the
severe changes of the code-block noise variance sequence after embedding and that is detectable under the steganalysis using the
Hilbert-Huang transform (HHT) based sequential analysis. In this paper, a JPEG2000 lazy-mode steganography method is presented. The
code blocks which produce the sudden variation of the noise variance after embedding are estimated by calculating low precision
code-block variance (LPV) and low precision code-block noise variance (LPNV). By avoiding those code-blocks from embedding, our
algorithm preserves the sequence and makes stego images secure under the HHT-based steganalytic detection. In addition, it prevents a
severe degradation of image quality by using JPEG2000 quality layer information. On various 2048 images, experiments are performed to
show the effective reduction of the noise variation after message embedding and the stable performance against HHT-based steganalysis.
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3.1.1 Low Precision Code-Block Variance
JPEG20002] lazy-modet= 4] 471 HIE Z2& A9
g 39 BE FHRlel disiA raw ZHE 3ol e
A4 A 24 raw ZYEE MRPAIA T doju}y)
g&ol olrrt 49 HE Zele e HAA Adew
WatA] Ferh 28R )bEE Alel A o)F A9 4
HE F#A& o]&3te] A low precision code-block
variance (LPV)E °] &34 2= 59 &AME ZAAsn
2 Aol wEt HARE AR 5 Aok dAA AY F
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Calculate the maximum number of raw-coded MRPs
(= nm) in a code-block
For each location m, n in a code-block {

// Read a value at (m, n)

val = Code_Block_Value([m, n]

// Set all zeros to nm bits of the value from
right

mask = ~((0x1 << nm) - 1)

val = val & mask

Store the low precision code-block value
}
Calculate a variance of the low presicion

code-block values

@7kA] ¥ AR LPV7E 0% =882 4dd flat

area(2E pixel value’t $U)E 9ustEg o]Hg =l
2o HAXE AYTTHA wo]= Rate] FAE AA F7h
gith mebd, B =RoAE LPV7E dA(505) o449 =

£ 220 gaAe WAAE Agla

3.1.2 Low Precision Code-Block Noise Variance

o]z BAbe] FASH Fhshe Z& EES LPVE 9
=3 4 9lthd low precision code-block noise variance
(LPNV) = -I—?EIFHE'- F uch datE A fake] dAED
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& 22 e e AY -Er‘_ ] Brhs %ol7] wjiolrt.
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w7l B2 e 998 YehiEg, o] R wAAE
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71 9% 24vh #BREM, B =FdAEs JPEG20009]
quality layeringS AH&-3F%ith

71% lazy-mode 2H|7bi=12td]ol| A= quality layering
S o]83 backward embeddingS A|¢tF=dH, M =S
ololo] et (F 9 23 raw 29 H MRPHH =
o HAXE Aste] 93k 3 £E¢ 4 4R
qY 3e Folojol e HAEAA AEshE ZloltH4l
olxg 3t&d MHE 9 LPV, LPNVS &9 3F raw
Z9E MRPO @ojo] Fr7tA A wAAE A9
I B2S AYEEE Iy, I= EF ko2 A W

LS ZoldA g4 A AR 7dE £ Yo
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(32! 6) LPvet LPNVEHS
o & Hluw

1245t0] 5% HIAIR] del W H =

32 HAIX] & A&t

B =M 4FE Aloldl o& AR AdHAY
oluln] A7} Frkeste Y dEE IHEE F Us
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2% % raw 298 MRPI WS e £8, 2e
B85 wolz ¥4 WEES ALBHEE m= B89 &4

2 ZAAste] HHT7IW JPEG2000 XEAEE A2 o3
HA5x FEE . ZE B2 £ME 9 AHE
LPV, LPNV$} quality layering RS o] &3] t}S3 2o
<A 7 X (PWV, Position Weight Value)S #A4tsle] 2
k=g

PWV = « - LPV + (3 -LPNV + ~ - Layer_No

ojg} o] A A NFAER FEE T &4 T
A7k M A 2= £59 raw 299 MRPYH

2 HE 2EY0 HAXNE AY@h olgd 42 uA
Ag AQledd 25 55 wol2 #4F
S 2M HHT 78 2eAdA 2= ¥y ;
A A 4FQ] #A& pseudo ZEE FHEE thE3 2t}
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After Tier-1, 2 coding and rate control in
JPEG2000 compression stages
For each code-block
LPN = Low Precision Variance;
LPNV = Low Precision Noise Variance;
// Avoid the code-block whose LPN is smaller
than &
if (LEN < &) {
continue;
}
For each raw-coded MRP {
PWV = - LPV + 3 - LPNV + 7 - Layer_No
Store an index of the pass and the PWV
}
}
Sort by PWV increasingly
For each ordered pass {
Embed message bits into bit-stream of the
pass

}

33 HAIX| & Hxt

Al Hg dAAY 2 dae 2= £F dolHE
glojE Fo dojdth @A WA AY weh 22 g
2 LPN, LPNVE A4sti JPEG2000 3tiE& B3 2 2=
B2 Yo raw Z9E MRP7} £& #olo] 35S o]
t}& LPV, LPNV$} quality layering ARE o] &3to] HA]
A A A dep e o 3= B89 &4 7HEA
(PWV)E F&th o] ghol webxd A9 Ask A3 2
N2 Z= 8B5S Addsy, T 25 7tHe HE ~
EFolA wWAAE FEIh

4. Mgy

Aoke JPEG2000 28l7bwe1ety] duelFe] 43S 9

ske] NRCS2olA  A|gsh= 202474¢] TIFF o]u| =9}
Kodakdell Al #|F38kh= 24709] o|u A& A}43lc). BE
oA EL 512x512 Az Wty F 32x32 YA I=8
2/0.5bpp/4-e DWT/4 quality layer®] Z7 o2 Jasperd
& o] 83t lazy-modeZ HEF3TH FEEF wo|=2 2
abe Aakslz] 9 MERE ASge 27 a=10, =01,
y=-1002.2 AA3A A% a2 FME)Q Hee 3
7bet7l st 71E wiAA 4k WH(RE, BE)¥# ¥
839tk RE[6]= pseudo-random3t W o g 7zt 3=
= U HESS WAsHE wyeld, BEMlE Surt Alhs
backward embedding %S #83% lazy-mode JPEG2000
2H7beaets]  dhgoltt.  HHTel 71w+ JPEG2000
Lazy-mode 2H7b=1td]o] ojg 28 AdAl2~ 71H[6]
& A oju A9} A I o] Ao MEMIE wo]Z FAto]
Zolopyt gk 74A stolA Aol AF ZAzfo|7] wiol
AgAolx &}, wEty E =FoME walx] A Fol
AW olm A o]z FAF Alf el tigk 3 WA} F o
A imf (Hilbert transformed IMF)¢] #Z(amplitude)o] &
FE gx4g 7HeAo] ¥ Aoz ausiych

WA Ay olujR 9] wo]= WAk AlUA(NV,.) 9}t 2H I
oju x| wol= BAF AMA(NV) Y Ao]E thE9 Mean
Square Error (MSE)E AH&3A #1353 ch

2
=
B
=
3

o2 .= E[INV, (z) - NV, (z)*]

ms

MSE7Z} 00l 7}7+&4% 92 A@d29e 2po)7t gl 2
oy, FF5 A7} AHAER AgAdL A 20 o3 &
Ag 7heAe] ¥ AL LIk <F 2>o ik diAA
21 E(ER: embedding ratio)oll thal #AB o]m|x]¢} AH

e Aesa. e FnAZME o B B
of 4 Hopg ;= BE wolz RAY 3718 seks
of 2L oj3g sk 2eAdAx wel da o
Aaitha & 4 9tk

(E 2> 7 o|o|X|2t AHT O|0|X|e] ZEES =0|= 4t
AlEAS| MSE

ER Averages Variances
RE 896.59 RE 15377619.25

0.1 BE 2379 BE 40140.59
ME 0.19 ME 0.40
RE 1395.777 RE 21211166.59

0.2 BE 26.35 BE 41200.59
ME 083 ME 7.93
RE 1774660 RE 18223508.98

0.3 BE 2941 BE 43724.41
ME 210 ME 37.51

2) http//photogallery.nres.usda.gov ©l A o] 7Hs
3) http//rOk.us/graphics/kodak 4 o] & 7}s
4) http//www.ece.uvic.ca/ mdadams/jasper 73l



(E 3) 7{t o|0|X|et AH|T O|O|X|2| S HE{e| X0|
ER Averages Variances

1st imf | 2nd imf 1st imf 2nd imf

RE | -0.30 0.95 RE 89.11 475.51

0.1 | BE 0.62 0.73 BE | 1859.86 1152.57

ME | -0.05 -0.03 | ME 2.35 6.06

RE | -0.41 0.89 RE | 119.32 308.21

0.2 | BE 0.51 0.68 BE | 1856.56 1190.55

ME | -0.12 -0.01 | ME 552 24.03

RE | -0.41 0.78 RE 84.77 333.21

0.3 | BE 0.51 0.75 BE | 1868.45 1258.35

ME | -0.22 -0.02 | ME 7.84 31.02
3, 2 olujAg] chF 54Oz Qste] oz B
of Aldzo g A HA, F HA imfe] 7 F(amplitude)
& oo wet Z Ao]E Helrh ¥k ofyzt, wAA]
MY ¥ imf A% Ws P F7hse Aol okl o)
2 iz &) HH—r°ﬂ ged F4 ARE AR
AR AW ojulx WEe) WaFe AT H5e ZH3
ojof et 1azy—mode4 HHT 714F 28 Adg A 2E o

AR AR Foll Avete] HHT Aol & o] &3 BAE A=
3t7] ool “P°—F HHT ¥3ts 350z iy o] ~
HAYA2E A F Atk <E Dol E dAA Ao
2 st F o] 54 ¥E o] ¥ste Aolg BAFn
Loz AFA AAd 9EgFS uv|x]7)
ool BER.th ‘E" Aol e A& & F Atk 53, At
¢ FME)S B3 #ibo] REETH 84 ¢ Z7] g &
o WiztEs aFHoR FHvtn & 4 low, HHTE 7w
o7 sk 2HAEL A 20 bdsttta & 4 )k
upAgko g2 30%°] WAIAE AY(ER=03)FS 725 2048
gl tste] st ‘*‘i} A34E (28 Dl v
Bttt 2elA Bol Ak A F(ME)E=
wol2 Rt HMEES —7;]4-§]'°]'7] $lste] LPVSE LPNV

coT =

ézé
]
D

& A nEggdE E7stn, 3F ASE WA
A8led quality layering B THE o] &3to] HWAREZ 4]
@ BES ¥%¢ 338 1% ov, RERTH: $48

A3 ehisic

(3= 7) 30% HIAIX] &elst 287 olojx|e] PSNR

2H7beaetdE 2o wy|

St

JPEG2000 ABIZH=2HI 155

HigIE x|ASIeHE O
AW LB AE Pdt= HAAE AFSlEtL F
S8 AEdch 2EAGA2E o9 WE
o} o] glo] Hol: SBAENAM HAXZ AYH EF,
dolel7t WAE 2 FAgGE o gk

B =RoAE del sol1 & DCT 7|4t JPEG °|
ujAe] HE olo] AU FEUE FFoE AEE
JPEG2000& 71wte 2 3h= AH/7bwmaety) el 2 A deE A
2ol s opmgirh EI JPEG000 E=WllE 7tez
sy o= BAF Ald2g WES Hadste N2 2H
Zheaety] g Agstdon, d3s Fil AR
S Fe] Aesg HAEHAT 43 A w29 &
o] zH7bxwagy] VPR ey, HTo] gAY
Aol osf gAHA ¥ Bk kdstn Hold HeS
7FA AL 9 A% & ATt

JPEG20002 JPEGET 48 A%S 7HAAR ddiF
o7 B 39 F2E 7HA7] dEed JPEG2000S 7
QBAEZ A= A 7beed 9} ofo] g A8 AW
gA 2o At ofd AlFGAe doa & & gtk &
EEolA A guelF Yoz gt AT A7 v
Ao 7|t ¥ A7 Al A% 2EH7beaE
9 gugFo] b FTHY 2HAYYAN 29 FAAE <t
A g AFste Aolth 7] o] WE&A 2 AYA
2(Universal Steganalysis) 71" E[11]el 23 AFAn=S
3kl Akt iﬂlﬂlr-:la}ﬁ] gy EFe Br Axstn
QSIS WHAA oo gt

\:la
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