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The Binomial Sensitivity Factor Hyper-Geometric Distribution Software
Reliability Growth Model for Imperfect Debugging Environment

Seong-Hee Kim' - Joong-Yang Park™ - Jae-Heung Park''!

ABSTRACT

The hyper-geomelric distribulion soltware reliablily growih model (HGDM) usuailv assumes that all the soflware faulls

detected are perfectly removed without introdueing new faults, However, since new foults can be mlroduced during the

tesl-and-clebug phase, the perfect debugging asswmption shouldd he

relaxed In this conlext, Hou, Kuo and Chang [7] developed

a modificd HGDM for inperleet debuggimg environment, assuming thai the learming factor 1s conslant In this paper we extend
the existing imperfect debugging HGDM lor two respecls . mtroducizon of random sensitrvily (aclor and allowance ol vaiiable
learning (actor Then ihe stalistical characterislics of Lhe suggested model are studied and ils applicabons to two rsal data

sctls are demonstraied

1. Introduction

Recently sollware systems have been widely apphec
to the control of many complex and crilical svstems.
Since the breakdown of computer syslem, caused by
soltware faults. may resull in serious damage Lo social

life, we cannot cmphasize too much the importarice of
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achieving a high veliahility in soltware system Solt-
ware reliabilily is defined in slabishcal term as the
probamlity of failure-[ree operaticn ol a solbware
syslem for a specified period of ume 1n a specified
covironment [14]. In order to quantitalively assess
the reliability of a sellware system during the
testing and operational phases, many soltwarc re—
liahility growth models {SRGMs) have been pro-
posed in the literatures. See, [or example, Goel [2],
Ramarmoorthy and Bastini [12] and Shanthikumar
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[20). The SRGMs are usually used to estimate the
number of remaming [aulls, software reliability
and alher sollware qualty assessment measures
This paper considers the hyper-geometric distri-
pution soltware reliability growth model (HGDND,
which was advocaterd by Tohma and Teolkunaga
[25] The HGDM has been shown to be eflicient
{for estimating Lhe number of miial laults resident
in a software system al lhe beginning of the
test-and-debug phase. I has been successfully
applied Lo real data sets. A serics of sindies on the
HGDM has been made recently by Hou, Kue and
Chang [5-8], Jacoby and Tohma [9-10], Minchara
and Tohma [13], Tohma et al [20-24], Park, Kim
and Park [16], Park, Yoo and Lee [17] and Park,
Yoo and Park [18].

To make the existing HGDM more realistic, the
perfect debugging assumplion has need lo he relaxcd.
This 15 hecause debugging aclions dwing the test-
ancd-debug phase are not always performed perfeclly
Due 1o the complexily of the software systems and the
mncomplele understanding  of the software require
ments/specilication/structure, the lesling leam may not
able w remove the [aults periectly. So, Hou, Kuo and
Chang 7] proposed the HGDM wilh mperfect debug-
ging. However, they did not tuke inte accounl ihe
progress 1 testing In Uns paper we propose an es-
lended model based on the hinomial sensibvaly factor
IIGDM eorporating the notion of wmpericet debug-
ping, which will be called the hmomual sensitvity fac—
tor HGDM [or imperfect debugging cnvironment, Then
we will study its characternistics and demonslrate its
apphicalions to real data sets The remaming presenta—
tion 18 orgamzed as follows The hasic concepl and
precise formulation of HGDM and random sensilivity
[actor are brielly reviewed in Section 2. Scction 3 de-
velops and characterizes the bmommal sensitivity faclor
HGDM lor imperfect debugging envuorument. The pa-
rameter estimation problem 18 considered in Secuon 4
Section 5 gives the illustrabive examples and results
The suggesled model is compared (o the imperfect

debuggimg HGDM proposed by Hou, Kuo and Chang

[7]1. And ronclusions are presented in Scetion 6.

2. Review of HGOM

In s section, we concisely revicw the basic con-
copt and tormualabion of HGDM A soltware system 1s
assumed o have s [aults initally when the test-and-
debug phase starts Test operalions performed lor a
given periad, n o dav or a weel, are called a lest
instance. Test mstances are denoled by /. ¢ = 1, 2, -,
# m accordance with the order of applving them The
sensitivity factor w, represcnts how many (aulls are
newly discovered or rediscovered during the applica-
tiont of !, Some of the [aults sensed by ¢, may have
been sensed previcusly by the application of tesl in—
stances ¢, =1, 2, -~ t—1

Lel &, be the number of [aults newly delecled hy ¢,

i
and = 2 AN, The Lllowing asswmplions arc made
=1

on the HGDM

(A1) MNo new faults are mtroduced inte the soltware
gyslem during the dchugging process

(AZ2) Sensiivily lactor w12 the faulls taken randomly
out of e mtal laults,

(A3} Sensiuvity lactor 2o, 1s represcnted as a function
of the mumber of 1imuad (aulls = and the progress

m Llesunge ., 1 e, Wy = mpb..

where 0 < g, < 1, since 0 = w, = m. The term p; 1s
usually relerred to as lhe learning factor. Due 1o
Assumption (Al} the probability thal r, faults are
newly discovered by ¢ on condifion thal C.-1 [aults

has heen discovered up o 4,-1 18 then formulated as

m=—C, Ci—i

)
n !
(w!

where max (0, w,— ) < x. < milew,, m—C,_1),

PN =x|C_ V= (1

Co=10,xy=0and ¢=1,2, -~ Thus condilional ex-

pected value of N, 15 obtained as

BN Co)=(m—C._)p,. 2
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The mean value funcuon. the expected value ol C,.

was oblamed by Jacoby and Tohma [9] as
E(CH)=m[l~ 1_—_[1(1—9;)]. (3

The sensitivity Taclor w, plays a key role in HGDM,
Various plausible determinisiic funciions for e, e-
quivalently #,, have been devised and successfully ap-
plied Lo real data sets [8.13] Recenily Hou, Kuc and
Chang [8] suggested ihe exponennal and logistic
learning [aclors based on the exponential and logistic
learning curves

Suppose thal F, represents the set of faults delecled
by £, The HGDM assumes that | F,] 18 deternumstic,
where | «{ is the cardinality of a sel, but the elements
of F, are randemly chosen from the nitial s laults,

This assumption does not reflect envngh the random
hehavigr of lesung process. If different test items are
exceuted for ¢, different number of faunlts would be

discovered. It 18 therelore more reasonable 1o postulate

that the sensitivity lactor i3 a random vanable. Such

an atlempl was made hy Park, Yoo and Park [18]
They assumed that ¥, is a binomial random

variahle with parameters m and £, that 18, for

w,=10,1, -, m
PO = wy= (1167 0-p)"" W

Thev obtammed the [ollowing equations,

P{C, =¢)
=(g@)[1—f[u—p,)Hfm-p,J] .
i 5= 1=1
P(Ar- =X, | Ci*l)
_ (m*;{:!il]ﬁ{l'(l_i“,) Gy,

an

PN =x,, 1=1,2,,m

» T

.7 B [ 0]

]
w— 2,
e

: [ !ljl(l~!h)}

M CIHE =AM 0l

It 15 not difficult to venfy that E(N,| C—) and
E(C,} for the hinonual sensitivity factor HGDM are
alsc obtamed as Equauons (2) and (3), They further
showed that if the least squares method was
employed, the estimation and prediction vesulls of
the minomial sensitivity factor HGDM are idenlical
with those of the deterministic sensibivity facfor
HGDM. This imphes that the bmomial sensilivity
factor HGDM performs al least as well as the de-
terministic scnsitivity factor HGDM. The maxi-
murn hikelihood (ML) estimation was further sug-
gested as an alternatve to the least squares esti—
mation. We thus employ the hinomial sensitivity

factor mn the rest of this paper.

3. Binomial Sensitivity Factor HGDM for imperfect
Debugging Environment

Most SRGMs including HGDAM assume thal debug-
aing s perfect, that is, a favit 18 completely removed
alter 1l is detected, This imphes that no new Taulrs are
infroduced when a fault is removed. This assumption
significanily contribuies to the simplicity of SRGM-.
The perfect debugping assumption does not usually
hold for most praciical projects. [n order o make
essting SRGMs more realistic, thuis perlect debugging
assumpbion need to be rclaxed It is therefore neces-
sarv o develop SRGMs in wluch the taults detecred by
lesting are not ulwayvs correcled or removed Such 1m-
periect debugging SRGMs are expeeled to estimate re-
lhability assessmenl measurcs more accuralely SRGIs
taking account of imperfect debugging were considered
in several bteratwre 11, 3, 4, 12, 26). The HGDM for 1m-
pertect debugging enviromment was first proposed by
Hou, Kuo and Chang 171, The primary aim of ths pa-
per is to exfend the HGDM with impertect debugging
proposed by Hou, Kue and Chang [7] by inroducing
the binomal sensitivity factor and more general learn-
ing factor. Hou, Kuo and Chang [7] modified Assump-
lion A1) to .

(A1.1)" When the detected faults are removed. 1L is
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possible o miroduce new faulls
(A1.2)" When a [zult is newlv discovered during the

application of £, removal of the fault iz wr—

stantaneous and the following may occur :

(a) the faull is corrected wilh probabihty 1—4, ;

(b) a new [t is miroduced with probabihty &,.

The parameler @, is referred lo the faull nooductuon
rate. Let s, be the expecred number of faulls in-

cluding the initial [aults and all the faults introduced so
el }

far by ¢, 7=1,2, -, i—1. Then m,= m+ =, &N,
=1

and Equation (1) is maodhfied to

- — Loy Loy
" )
M-y
)

where max (0, w,— C,— |} < x,<minlw, m,_—C,_ ).

PN, =x,|C_ )= , 3

Further assumung that the learmnmg factor p, is cot—
stant, 1. e, p,= p lor all . they oblained the mean

value funchon as E(C,) = mp and
i =1
Be)=ml1t 3 11 {1—(1—8;913}] (6)
=2 &=

for ¢=2, -, .

Lel us discuss drawbacks of the above unperfect
debupging HGDM. First, it assumes that the leaming
factor 15 constant. In order to model the hwuman
learning process, the leaming faclor should vary as Lhe
testing proceeds. Second, #,—, the expected number
of lotal fauils, is used m liquauwon (5). Due to As—
sumption (41 2)° the number of tatal faults should be
regarded as a random vanahle Ilenceforth, we will
treat the number of faulls as a random variable and
denote it by M, Since M,_; and C,_; are realized at
the apphcation of #th test instance and the number of
faults sensed hy rh iest mstance depends on only

M,_,, we Ruther assume thal the sensiwuvicy factor

W, is a binomal random variable with parameters

M, and p, on condhtion that M,—; and C,_, are
mven. Thal 15,

ﬂ"f_ﬂ—l

W,

PUW =0, |M_.C ) = ( )p,“’(lﬁ).) Voame

(7)
N, newly detected faults of W, sensed faults are sub—
jected Lo debugemg U O.-f, M,.; and W are given,

the probability thal &, faults arc newly detected 15

PN =, M_y, Ciey, W)

) (1’12’;_;(7,—1)(‘5:1%) | .

M,

)
Let B, be the number of faults inboduced into the
software systern dunng debugging of &, newly de-
tected [aulls, Accorcding to Assumption (A1.2Y. R, 15 a

hinomal random variable wiih parameters &, and 4,

L e,
PR, — 7| Ny = (ZV] gyt @

Let L, be the number ol faults successtully corrected

dunng debugging of &, newly defected faults. Then

gl

1 [
R+ XL,
7=1

1

i=1
Coy= ; N =

I

and

i~1
M_, =m+ ; I,

We Nrst derive the conditional distmbution of N,

given C,_; and M, ,. Mulliplying Equation 7} and ().

PN, =x,, W= | M_,C0_}

-1 — C- 4] —
| RISy

X, W, — A,

(ﬂ'frlx—‘ Chl)!);l’(l _ ]), ) Mo, —Co =

C,_; ft, =1, Eoy—w —x
PN PRRETS a0

\
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where 0<%, < M, —Cy and #, € w, < C_1t+x,

Therelore. by summmg (10) over w,.

P(Jr“'rr =x, ‘ ﬂj;*]- C(—l)
_ (M,—J_C‘-—l

X,

)p?'u—p,x""*a' o

This is a bmomial distribubon  with parameters
(M,_1—C,_) and p,. Multinlying Equaions (9) and
{11},

P(Rn =T, *‘\rr =X, | Mi*l! C!"l)

(Myfl-cf—l)! *
T =) T, Gy )1 10

(1= 8] T (=) T (1)

Since N, =R+ L,

P(R: = ¥ I—'a: !.‘ ! II‘I;—‘.\: C:’ij

(11-1;7[ — C,k]) ! ¥
PTIT, = Crorm 1)1 218

S L= a0 L= py T T g

Thus K. is bincmually distributed with parameters
M,_,—C,_y and p 0., And L, is binomially dis-
tifhuted with parameters M,—;— C,—; and $,{1~8,)
These dislribubion results enable us to have the mean
value function, Since #,—C,= (M,_,— C,-1)—L,,
E(M—C)

= E(M,_,— Cy)— ELE(L, | M,_1, C,=))]

= E(M-‘—lF C!*L) - E[ (Iwr*l - Cx—I )}t’.(l - 6';)]

=E(M,_,—C_}{1—2(1—¢3}. {14)

The solution 1o ihe difference equation (14) is
EM, —Cl=m H1 {1—p(1—80 (15)
Pt

for ¢=1,2, . Smee C,= C,_1+N,

E(ij = E(C!—l)-l-E[E(Ni | ﬂ‘f!,l, C!*]J]

= E({:‘z—l) +E[ (:M;ﬂ - CHIJP;‘]
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= E{C, )+ m ;1:[; {1=pu1—Es)it,
=1
=F{(C,_)+b+m ’1:[] L—pll =800, (06

The solution to the dilference cquation (16) is obtaned
as E(C))= mp, and

E(C)=m|pi+ 20 ;Hl {1—p(l =801 (D
ey’ o

for i=2, -, 0. Alsa E(N,) 15 obtained from Doua-

ton (16} as
=1

By =p,m L 020 - 003 {18y

In general, p, tends lo ncrease as the testmg pro-

ceeds while 8, tends to decrease in the overall view:-

poinls We thus suppose thal p, ncreases in ¢ and &,

decreases m 7. Then

i =1
Jim E{C, Y= Hm. m[pl -+ ?_é - ]Hj 1—p{1— 3:4)}}
e fpas-c) )= e

a8

:oi=l
,h},&m[l+ }g ’1;[1 1—pmi— 6’1)}]

I

hm m[ ):,; {1—m(1— 01)}1711
e =

— m
nl—8)
and

lim £(M,— C) = lim s T1 {1~ 2,(1— 8,0}

< lim s fﬂ‘ {1—p01—8)}

{—

ii

lim m(1 = py (1= 801
=0.
Therefare,

i

g = L
}n_r;.ﬂ B }u}}c BC) 1)

This implies that all the faults will be ullimately
detected and removed. Since h_ncnq E(M,) is hounded
above, the suggested imperfect debugging HGDM
belongs to the funle failures catesory model in

classificatiom scheme by Musa and Olkumoto [15].
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4, Parameter Estimation

Suppose that the software system has been tested
up to wih test instance f,. Lel ¢, be the observed
values of C, and x,= ¢,—c,—y for /=1.2, . Inor-
der to evaluate the gquality of the software system
under tesung, we need to estimate s and the pa-
rameters associated with p, and #, (rom the dala.

The parameters have been estimated the least
squares (LS) method mn the previous researches on the
HGDM. However. specific criena of the LS method
can be further classified nto two tvpes The first tvpe

15 the mimmization of
_EJ [e.—E(COT, (19)

which was [irst considered by [23]. This criterion was
also employed in Hou, Kuo and Chang [7,8] and
Jacoby and Tohma [9]. A varant of this critenon is the
mummization of E_H_:,[x, —E{(N)* The second tvpe

15 the minimization of

[z, — E(NIC T 120

i

1

which was suggested by Tohma et al [25] Ths 1
equivaleni to the mintmzation of

é]l[c.—E(c(\can @

Al the appheation of ¢, c,-, 15 alrcady ohserved.
Therefore the mununization of (20} or (21) is more
approprigle than the muounuzation of (18)

We ghould note that Var(C,) and Var(C, | C,_)).
for i=1,2 -, are nol conslant. In this case lhe
welghted least squares (WLS) method 15 to be used,
Recently Park, Yoo and Lee [17) suggesled the WLS
methed for estimating parameters of the HGDM. They
also proposed the MI. method Towever, the WLS
method and ML method are not applicable to the model

suggested In Section 3 This is because Var(C,) and
the joinl disiribulion of N.'s are not available We thus

use (he LS method munimizing (Z0) in Section 5.

5. Numerical Examples

In this section, numerical examples are given o il-
lustrate how to apply the suggesled model to real data
sats, We assume that the leammg factor and the [ault
mtroduction rare are increasing and decreasmg logistic
funclions respeetively  Tlus 13 hecause the logistic
curve teflects the human learnmg process very well.

They are respectively wrilien as

and

where 2> 0 and &> 0

To checl Lhe valdity of lhe sugpested model, it is
tlested un Lwo soltware falure dala sets. The first dala
set i3 the test-and-debug data set of a soloware
svstem [11]. Since the test data is reported per weel,
a test instance 18 o week of obscrvation. It is Lhe
collection of the cumulative number of discovered
faulls for the #1 test instances The cummulative number
of discovered faults up to the test instance #g is 461
The second data sel 15 [rom Tohma et al [21] The
number of the cumulative falures is 481 dunng 111
test mslances The cunulalive test time is reported in
days

The LS estimates of parameters m Lhe Imperfect
debugging HGDM propused by Huo, Kuo and Chang
[7] and the model suggested in this paper are given in
<Table 1-2>, The paramcter p n <Table 1> 15 the
constanl leamung [actor in the [aull delecbon process.
The eshimates were obtained by usimg Lhe nonlinear
least sguares procedure of SAS system. Based on the
valuz of the MSE, wc can say that the firsL data set
favors the mmperfect debugging HGDM of Huo, Kuo
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and Chang [7] while the second data set does our
mordel, Since MSE values [or the two models are not
significantly dilferent, we can conclude that the
suggested made! fits as well as the madel by Huo, Kua
and Chang [7] In order to show [iiness of the model,
LS estimates of E(C,} (denoted by LSCD and ¢, are

plotted m (Fig. 1) and (Fig. 2) respectively.

{Table 1> LS estmates of the imperfect debugging
HGDM of Hue, Kuo and Chang

! LS estimartes
Paramelar ¢

LS estunates

(first dara set) (second data set)
e 3665000 361 1629
D 00299 0.0295
o (0,215 37019
8 -3 (503 526021
S5E 16451070 4363 9422
MSE 213650 360182

{Table 2> LS esumates of the binomial sensitvity fac-
tor HGOM with for imperfect debugging en-

vironment
Parameter LS estinates LS estimates
(first dala sel) tsecond dala set)
m 3705225 3609813
a 0.0044 00263
] 35073 28831
@ 01760 , 27049
8 -2.0365 | 52,6521
550 1544 5345 | 36546546
| MSE 215439 | 24780 |

8. Conclusions

in this paper, we proposed a generalized model
based on the binomial sensitivity lactor HGDM by
relaxing ihe assumption thal the defected faults in a
program can be perfecily removed We also consider
the situation where there is learmng impheily both m
the fault detection and removal process. Estimation
problem was siudied and its practical application has
been illustrated empirically, The suggesied model pro-
vides reasonable it to real data sets. Fulure research
will be duecled 1o the development of the contmuous—

time HGDM for mmperfect debuggmg environment.

(F1ig 1) Plots of ¢, and LS sstimates of E(C,)
{for the first data set)

{F1g. 2) Plots of ¢, and LS estimates of E(C))
(for the second daia set)
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