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Design of Intelligent Intrusion Detection System Based on
Distributed Intrusion Detecting Agents : DABIDS

Jong-Sung Lee' - Soo-Hoan Chae'!

ABSTRACT

Rapid expansion of network and increment of computer system access cause computer security to be an important
issue. Hence, the researches in intrusion detection system(IDS) are active to reduce the risk from hackers. Considering
IDS, we propose a new IDS model(DABIDS : Distributed Agent Based Intelligent intrusion Detection System) based on
distributed intrusion detecting agents. The DABIDS dynamically collects intrusion behavior knowledge from each agents
when some doubtable behaviors of users are detected and make new agents codes using intrusion scenario data base,
and broadcast the detector codes to the distributed intrusion detecting agent of all node. This will improve intrusion
detection capabilities of detecting agents. The DABIDS can efficiently solve the problem to reduce the overhead for
training detecting agent for intrusion behavior patterns.
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