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A Role-Based Access Control Security Model
for a Distributed Hypertext System

Cheolyun Jeong' - Hyunghyo Lee'' - Bongnam Noh''!

ABSTRACT

Almost all of the applications in World Wide Web and multimedia environments are based on hypertext par-
adigm. The increasing, widespread use of such paradigm requires a security-enforcement mechanisms such as
authentication and access control to guarantee the secure accesses to information. The characteristics of hypertext
systems such as absence of schema, unstructuredness of information etc., need a more complex security require-
ments for the distributed hypertext systems. In this paper, we review the charactericstics and security mechanisms
of hypertext system and then describe problems in applying access control mechanisms to that system. Also, we
introduce an operation-domain concept for a security model, and propose a new access conltrol security model for
the distributed hyptertext systems associated with role-based access control mechanism which is widely adopted

in commercial environments.
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}3 & i3 2

Algorithm check _register(rh, rr, n, 0)
[ 8% 882 29 9 Fof QPR TS
/] A% 2o P SMIBO] A¥E H2
270 5EaF 4l
// oo smi € SMIB
if Ph=smi.YQAZAE IDand rr=smi. VHS Y
and #=smi.*=E and 0=smi. g4}
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then returnaccess_granted ;
else returnaccess_denied ;
fi

4.7 " 2Hof

DHTS M9 FRAZ 87 T A29 Ui
A Pyl ¥ a7 944 A2goezn
H Aed 2877 A

g ro] WA k= nd ARF AN e £YF
o, P32 G nof) AFE == o' U A2
AR AL E AR ¢nYF L OEH Ao

Algorithm check _access_permission(rsc, n’, 0)
begin
[l rsc: g A
/#8310 8] = nel]l AHE AY
Y SR
/o xEnof 44¢ AL

do current_D in DOMAIN(0)
/[ == n3}t n'o] Y3 RAP(R) Wl
Zgso A&
if LT()) € current_D.IRL then
return access _granted ;
/| == n3t n'o] L RAPR)Y X8
Hol 3A ¥ 3¢
else if LT()) € current_D.ERL then
/1 98 A3 gt A2 4/#71 A
if > Role_by_node(n") then
return access _granted ;
else
return access _denied ;
[/ n'7t TH& Al EWio] &4 7§
else if LT(!) € current _D.ISL then
return(check _register(s, r, #’, 0))
/] BEB2A g 97 29
SMIBRARW o 5&4 &<)

end

£ B9 1 48 adM & F UK A
doqge] F2aTo A oAde 4w A
240l 2do] F{E}t AQA 2] Juo o
® HIarA o] A4 A2FU R4aP Y £
ezt A8 g AS ATAWE R, Q94
ke EJrrl HZOE RAP 3 HAE AL
de Q87 A wet WY ¥ 41§ 23
o}

PHEE2 FE Y FHolPU2E Y2 TE A Y
N2 #elste gAY PR v Mg 9449
o Ayt TP UE AR HAY¥e 3L ¥
8 2 33 8s AYE A AA FoE g
7o) AYMA B9 rscot (5, 7, n, Y o, == no]
AAE n' =9 FuPY ® 3 ¢2AEL 9§
o o

Algorithm process_info__of _node(»’, 0)
begin
[l rsc: 4B 2
/[ n: 84 ARPN FE £YFA ==
[In:8321 48] = nof HE =
[/ t: x5 n9] =oAQerg]
[lo:d9ax 2w
if check _access_permission(rsc, n’, 0) ==
access_granted then
t’=DOT_by_node(n);
rse=(s, 7, n’, t);
ifo==vthen// HH A%
/| =En'9 Jug AHg Ao B
BYAZ Muj2=§ 3 AF
else // 53 A4
/] AF8A A = n'e] HH4H

Aol 2F A F
fi
else // access_denied
return .
fi
end
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(Table 4.1) Compare of security model
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MY | RE Y28 (AW /2N)| BE F2aF
A2U8 | 2AUEE | FYUT | A0lEE A2d
2eyy | soaaR | sowen | soves
2 uany |z g Ay
BUEF | Asew AR | ol dgARel o
(== R 93) |& A5 Xl
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g
] Pregen
gasjen 2
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daAua | SN
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e BATFE F93t7] S8 =9 P39 7/
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37] Qo 54 4Rk AP APF /U
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4L AN 3% 0% MPEFoln YviE ¥
#71 278

5.d &
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2dg Ay
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Hoe g 2L HE =5 W P39 JYY
RAPSo 2 FAdc) AgE A4txdde] 9 87)g
H2A & A4 Hgude FHoZ AA, A&
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