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Technique for PIN Entry Using an Accelerometer Sensor and
a Vibration Sensor on Smartphone
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ABSTRACT

There have been previous researches about user authentication by analyzing the user’s gait or behavior or action using the
accelerometer sensor of smartphone, but there was a lack of user convenience to apply PIN entry. In this paper, we propose the
technique for PIN entry without a touch on smartphone, the technique uses an accelerometer sensor and a vibration sensor built in the
smartphone to enter the PIN. We conducted a usability experiment using the proposed technique and confirmed that the usability can
be increased according to users become accustomed to this technique and that the users can enter PIN with 129 seconds and a
probabhility of 100% on average. Also we conducted a security experiment and confirmed that an attack success rate is 0% when an
attacker attacked the user using the recording attack and that it is more secure than the previous PIN entry technique. As a result,
we was able to confirm that this technique can be used sufficiently.
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Algorithm 1. Pseudo code for use example

: Tilt Left
Vibration occurrence
if a number of Vibration ==
Revert to the front
¢ Tilt Left
Vibration occurrence
if a number of Vibration ==
Revert to the front
 Tilt Left

Vibration occurrence
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if a number of Vibration ==
Revert to the front
. Tilt Right

Vibration occurrence
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15 if a number of Vibration == 3
16 : Revert to the front
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Table 1. Probability that Numbers can be Attacked

# i Time - Possible candidates Pic;iilﬁii)ty
1 06 s 1ls 1 100%
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4 24's 44 s 3,4,5 6,7 20%
5 30 s 55's 1,23 4567 14%
6 24 s 44 s 3,4,5 67 20%
7 18 s 33 s 56,7 8 26%
8 12's 22's 7,8 50%
9 06 s 11s 9,0 50%
0 01s 07 s 9,0 50%
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Table 4. Results of Usability Experiment Using Proposed Method (Time unit: second)

1st 2nd 3rd 4th 5th 6th Tth 8th
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Aver. Success rate : 83% / Elapsed time : 156 s
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Method After One Week

1st 2nd 3rd 20
Subject 1 11.3 10.4 10.5 18
Subject 2 12.3 12.2 12.3
Elapsed 15
Subject 3 12.0 116 12.0 "
Ime 14
Subject 4 14.4 13.3 124
12
Subject 5 14.3 129 13.2
10
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—Sub. 6 ==Sub.7 —=Sub.8 —AVERAGE
Subject 8 16.6 16.3 15.8
; Fig. 8. An Overall Results of Usability Experiment Using
Average Succeess rate © 100% / Elapsed time @ 13 s Proposed Method
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