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A Study on Image Acquisition and Usage Trace Analysis of Stick-PC
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ABSTRACT

Stick-PC is small and portable, So it can be used like a desktop if you connect it to a display device such as a monitor or TV
anytime and anywhere. Accordingly, Stick-PC can related to various crimes, and various evidence may remain. Stick-PC uses the
same Windows version of the operating system as the regular Desktop, the artifacts to be analyzed are the same. However, unlike the
Desktop, it can be used as a meaningful information for forensic investigation if it is possible to identify the actual user and trace the
usage by finding the traces of peripheral devices before analyzing the system due to the mobility. In this paper, We presents a
method of collecting images using Bootable OS, which is one of the image collection methods of Stick-PC. In addition, we show how
to analyze the trace of peripheral connection and network connection trace such as Display, Bluetooth through the registry and event

log, and suggest the application method from the forensic point of view through experimental scenario.
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Fig. 1. Monitor Instance ID and Container ID Information
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Table 2. Registry Keys and Information of Monitor

Registry Key Information

HKEY_LOCAL_MACHINE\SYSTE
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M\ControlSet001\Enum\DISPLAY\M
odelName\Device
Instance\DeviceParameters\EDID
HKEY_LOCAL_MACHINE\SYSTE
M\ControlSetO01\Enum\DISPLAY\M
odelName\Devicelnstance\Properties

ModelName,
Container ID

Serial Number

First Connection Time,
Last Connection Time
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Table 3. Registry Keys and Information of Bluetooth

Registry Key Information
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Table 5. Registry Keys and Information of Network

Registry Key Information

HKEY_LOCAL_MACHINE\SOFTW
ARE\Microsoft\Windows
NT\CurrentVersion\NetworkCards
HKEY_LOCAL_MACHINE\SYSTE
M\CurrentControlSet\Services\Tcpip\
Parameters\Interface\{GUID}

HKEY_LOCAL_MACHINE\SOFTW

NIC Information,
Interface GUID

IP address, Gateway
address, Domain name

Wireless Network Name,

ARE\Microsoft\Windows First Connection Time
NT\CurrentVersion\NetworkList\Prof . .
s Last Connection Time
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Table 6. Sepecification of Stick-PC

Model Name STCKIA32WFC
Serial Number GEFC524005D2
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Table 7. Information of Stick PC's Image File

File Name Image
Size 219 GB
Hash cad79d4279h26d4eeca3c74dbeb5ed0f8
5o 2 49 yaFHoels Q18] flete] AHE o

WAGA HALENE 23] Table 29 ARlA A2
A txzdels] Aug Fsdth 5 Vi 92 £42
A9 & sglen] ool i A Table 59t e

wep ANE 2 79 RUEs A
P ol ;40 g 4
o, g w%e AR

-PC(Stick-PC)E 12 3} = ApAS Bholdt
om EE 9 M HEs x3ety A4 ZUHE A
St old At iz gelo] Zhe sttt

(o]
my
riu
¥a
ogk
ok
R~
Jor

i
Sl
=2
>

Ir

ol
z,
2

o ©

rUZ:r

-PC(Stick-PC)¢] BIOSoIA Al&at=
}o] Bootable USBE ©]-&3F o]n] %
ojm| A 2] A F HLE T

o
4 ﬁ% =
ol

o
2

o oy o
N,
tjo
o, ol
03‘;,’4
ol
2
fd

e o
o
™
1o
4 3
iy
oX,

t
LSO}

Lo
— —(N
o
>
[>
{m
L)
2
>~

)

o

>

=

o

e

ol
i)

>

)

o 2 o g rE
ro & oo

o

=

N

o

1=}

9

>,
ol
ol
R
ful
=
Ac)
Bl
o,
offt
ox
o
N,
T
wm
g
o
=
go]
@]
o,

X N i

>~
2z
)

S oA N s AN
o

Foo oA P o
Y
[
|m

[N
to,
)

(=,
|m
it
I
2
>

iz -
O o L oJe N e

a
et
re
S

of Oy
> N

9
i
>,

o
(o
fl
}_‘ -
iuj
N
o
el
2
1>
BN
S~
>
>
St
o
o
i)

-
ox,

S R
o
K
"o

%0,
tjo
W o
o

o >4
°-|>i ook,
T
kst
= [Mr
2L jz
> >
Iy
<
_: m)
=
= Ol

N X
ftl
[ L

ol

g
iE 2
tlo r.%
4
e N,
o N
9,

1o
o
% o
BN
o N
- -

-
ox
_0|L
rle
A
-
il
2
By
o
2
Og(:",
i

References

[1] Intel [internet], http://www.intel.co.kr/content/www/kr/ko/c
ompute-stick/intel-compute-stick. html.

[2] Yonghak Shin, Junyoung Cheon and Jongsung Kim, “Study
on Recovery Techniques for the Deleted or Damaged Event
Log (EVTX) Files,” Journal of the Korea Institute of
Information Security & Cryptology, Vol.26, No.2, pp.387-396,
2016.

Table 8. Device Lists and Information Connected to the Display Unit

Model Name Serial Number First Connection Time Last Connection Time
AOC 2450 DENBSHA000284 2017-03-29 16:35:24 (+09:00) 2017-03-29 16:37:37 (+09:00)
AOC 2477 AAKF39A001670 2017-03-29 16:43:43 (+09:00) 2017-03-29 16:46:46 (+09:00)

SAMSUNG S23B350 S23B350 2017-03-29 16:02:49 (+09:00) 2017-03-29 16:04:25 (+09:00)
SAMSUNG S23C340 S23C340 2017-03-29 16:19:56 (+09:00) 2017-03-29 16:20:43 (+09:00)
SAMSUNG S24C340L S24C340 2017-03-29 16:14:01 (+09:00) 2017-03-29 16:16:01 (+09:00)
SAMSUNG T24D390 T24D390 2017-03-29 16:25:22 (+09:00) 2017-03-29 16:30:06 (+09:00)

LG 24EABS 2017-03-29 17:00:13 (+09:00) 2017-03-29 17:03:05 (+09:00)




314 FEMEISS=2Al/EFEH H S8 AAH HMed M7=(2017. 7)

[3] Sang Jin Oh and Kyu Ho kim, “A Study on The Procedure
Analysis Vulnerability for Security Incidents using The
Registry Parsing,” Conference Workshop of The Institute of
Electronics Engineers of Korea, pp.287-290, 2016.

[4] Harlan Carvey, “The Windows Registry as a forensic
resource,” Digital Investigation, Vol.2, Issue 3, pp.201-205,
2005.

[5] Forensic Toolkit (FTK) [internet], http://accessdata.com/solu
tions/digital-forensics/forensic-toolkit—ftk.

[6] EnCase Forensic [internet], https://www.guidancesoftware.co
m/encase-forensic?cmpid=nav_r.

[7] Ubuntu(Linux OS) [internet], https://www.ubuntu.com/down
load.

[8] kali-km_Security Study [Internet], kali-km.tistory.com/entry
/Windows-Event-Log—2- - —F 2 -°|HlE-Z 71,

of & &
e-mail : ykjocn@naver.com
20154 73 e skt 1748 S (3hA))
20159 ~d A e AR Rk
Yunsss 979

4ok : Digital Forensic,

Reverse Engineering

HF &
o S

e-mail : bangkert89@naver.com

20151 B st KR 58I (S}

20179 ot JEBE S sk
AR5 AT

1ok : Digital Forensic, Reverse

o

Engineering

HH & ©
LI

e-mail : hyunwoob.24@gmail.com

0159 Asltjshn ArpAzkE skl F D

20179 e distn R B3 ok
EEEEL DR

#4] F-oF : Digital Forensic, Reverse

Engineering

a4+ &
e-mail : dwjung77@korea.ac.kr
2011 et Ab 7 G A (EHAh
01d~d A uHigtal FRu sl
ARE S A4
4] F-of : Digital Forensic, Information

Security, Big Data Analysis

of & Zl
e-mail : sangjin@korea.ac.kr
1987 e estar S eka(atA))
1980 s TjekaL 43k ah(AAp)
19049 s ojekaL 43k (ap)
) 19891 d ~1999d ETRI A4 d+4
1999 ~ &

A zHviey AHR oY wae
20083 ~d A R oAEEANATAE AE G

4] F-oF : Digital Forensic, Steganography, Hash Function





