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TCP Session Recovery Technique for High Availability
in Smart On-Devices
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ABSTRACT

With the development of smart on-devices and communication technology, demand for non-stop services is increasing. Therefore,
the high availability for continuously providing services in the event of system failure has been spotlighted. Meanwhile, because most
internet-based services are provided by using TCP, an efficient TCP session recovery technique for providing non-stop services is
required. However, the existing TCP session recovery techniques are inefficient because it has a high recovery cost or does not
support failover operation, To solve these problems, in this paper, we propose a TCP session recovery technique for high availability
in smart on-devices. For this, we first recover the TCP session without re-establish the TCP session by correcting a sequence
number and a acknowledgment number. Second, we synchronize the TCP session recovery data between the master and the server,
and then we operate the failover operation when master server fails. Finally, we provide the non-stop service to peer by using the
virtual IP number and the transmission of GARP (Gratuitous ARP) packet.
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Failover algorithm

Synchronize phase (session manager)
Input ip: struct tcphdr tep
1 curr_mode = get_mode()

struct ip, tep -

2 setup_sync_server(curr_mode)
3 while synchronize_phase is running
4 if curr_mode is master

5 setup_netfilter()

6 connection = get_connection(ip, tcp)

7 if from_peer(ip)

8 tep_filter_peer(connection, tcp)

9 deliver(ip, tcp)

10 else

11 switch tep_filter(connection, tcp)

12 case DELIVER: deliver(ip, tcp)
13 case DROP: drop(ip, tcp)

14 case RESET: reset(connection)

15 case RECOVER: recover(connection)
16 if chk_first_connection(connection)

17 send_full_state(connection)

18 else if chk_tcp_connection(connection)
19 send_state(connection)

20 else if curr_mode is backup

21 has_fin = recv_state()

22 if has_fin is true(1)

23 connection = find_recv_connection()
24 teardown_connection(connection)

25 close_sync_server()
26 teardown_netfilter()

Mode change phase (session manager)
Input old_mode : mode information before failover operation
1 while mode_change_phase is running

2 new_mode = get_mode()

3 if new_mode is master and old_mode is backup

4 send_garp()

5 restart_sync_server(new_mode)

6 else if new_mode is backup and old_mode is master
7 restart_sync_server(new_mode)

Application restart phase (application manager)
Input config : configuration for service
1 curr_mode = get_mode()
2 conf = get_configuration(config)
while application_restart_phase is running
if curr_mode is master

wait_session_manager()

3

4

5

6 service_setup(conf)
7 service_handle_event()

8 else if curr_mode is backup
9 stop_service()

10 do_waiting()

11 teardown_service()

Fig. 6. Failover Algorithm of Proposed TCP Session
Recovery Technique
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-> receive TCP session recovery data
[FM] Current : BACKUP
[FM] Current : BACKUP
[FM] Current : BACKUP
[FM] Current : BACKUP
[FM] Current : BACKUP
[FM]
[FM]
[FM]
[FM]

running_peer: @

sl aEale]

FM
FM

peer_port: 5555

FM
FM [FM] Current : MASTER
this is peer

this is master

FM] Current : BACKUP
FM] Current : BACKUP
FM] Current : BACKUP
FM] Current : BACKUP
-> receive TCP session recovery data

[FM] MASTER -»> BACKUP

urrent : BACKUP “ || root@tegra-ubuntu: /# tcpr-chat “ | root@tegra-ubuntu:~# switchover 4

application_is_server: @
peer_host: 192.168.0.93

internal host: 192.168.0.91

external host: 192.168.0.200
application port: 8888

---- before switchover ----

---> Generating Error for switching
. Current running mode is [ 1 ]
root@tegra-ubuntu:~# D

[
[FM] Current : MASTER running_peer: @
[FM] Current : MASTER
[packet_count = 1]
==== from application (TCPR DELIVER) ====
-> chk_send_termination status
-> chk_first_connection
-> chk_tcp_connection
-> chk_abnormal_termination
[packet_count = 2]
==== from peer ====
-> chk_send_termination_status
-> chk_first_connection
-> chk_tcp_connection
-> tep session is connected
-> send TCP session recovery data
-> packet_count init to @
[FM] Current : MASTER

peer_port: 5555

[FM] Current : BACKUP
[FM] BACKUP -> MASTER

this is new_master

[FM] Current : BACKUP

[FM] Current : BACKUP |
[FM] Current : BACKUP -
[FM] Current : BACKUP E E

FM] Current : MASTER “ || root@tegra-ubuntu: /t tepr-chat * || root@tegra-ubuntu:~# tcpr-chat i

application_is_server: @
peer_host: 192.168.0.93

internal host: 192.168.0.92
external_host: 192.168.0.200
application port: 8888

[Session Manager] connected to the Peer BGP
---- after switchover ----

running_peer: 1
application_is_server: @
peer_host: 192.168.0.93
peer_port: 5555

external host: 192.168.0.200
this is peer

this is master

---- before switchover ----
---- after switchover ----
this is new master

Fig. 7. Experimental Result of TCP Session Recovery by Using the Proposed Technique
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-> chk_abnormal_termination
-> teardown_connection(c) in handle_packet
[packeticount =1]
from application (TCPR_DELIVER) ====
-» chk_send_termination_status
-> chk_first_connection
-> chk_tep_connection
-> chk_abnormal_termination
[packet_count = 2]
from peer ====
-> chk_send_termination_status
-> find "done_reading" & "done_writing" packet
-> send TCP session recovery data
[packet_count = 3]
==== from application (TCPR_DELIVER) ====
-> chk_send_termination_status
-> chk_first_connection
-> chk_tcp_connection
-> chk_abnormal_termination
-> teardown_connection(c) in handle_packet
[packet_count = 1]
from application (TCPR_DELIVER

“ || root@tegra-ubuntu:/build dualos tkl/
application.sh

...Completed socket creation
...Waiting 5 seconds

+ Break Benchmark Section
...Completed socket closing
...Waiting 5 seconds

+ Recovery Benchmark section
...Completed socket recovering
...Waiting 5 seconds

+ Average Recovery Time :

+ Close all sockets

09.000705

+ Open Benchmark socket (CONNECTIONS :

ksyncd-tcpr/test/benchmark# ./

256)

-+

- +

Every 1.@s: netstat -n | grep 192.168.8.93: | grep... Wed Dec 21 15:34:35 2016 “ ||root@tegra-ubuntu:/build_dualos_tk1/
peer.sh

tcp [4 0 192.168.0.91:42859 192.168.0.93:5555 ESTABLISHED
tcp [4 0 192.168.0.91:38345 192.168.0.93:5555 ESTABLISHED
tep [ 0 192.168.0.91:39725 192.168.0.93:5555 ESTABLISHED
tep [} 0 192.168.0.91:46741 192.168.0.93:5555 ESTABLISHED
tep 0 © 192.168.0.91:42529 192.168.0.93:5555 ESTABLISHED
tcp Q 0 192.168.0.91:40039 192.168.0.93:5555 ESTABLISHED
tecp 0 0 192.168.0.91:41771 192.168.0.93:5555 ESTABLISHED
tcp [ 0 192.168.0.91:45793 192.168.0.93:5555 ESTABLISHED
tcp [ 0 192.168.0.91:46211 192.168.0.93:5555 ESTABLISHED
tcp [ 0 192.168.0.91:46409 192.168.0.93:5555 ESTABLISHED |
tcp [4 0 192.168.0.91:40339 192.168.0.93:5555 ESTABLISHED
tcp [4 0 192.168.0.91:32827 192.168.0.93:5555 ESTABLISHED
tep [ 0 192.168.0.91:37135 192.168.0.93:5555 ESTABLISHED
tep [} 0 192.168.0.91:37415 192.168.0.93:5555 ESTABLISHED
tep 0 © 192.168.0.91:39971 192.168.0.93:5555 ESTABLISHED |_
tcp Q 0 192.168.0.91:39795 192.168.0.93:5555 ESTABLISHED
tecp 0 0 192.168.0.91:45493 192.168.0.93:5555 ESTABLISHED
tcp [ 0 192.168.0.91:42741 192.168.0.93:5555 ESTABLISHED
tcp [ 0 192.168.0.91:34007 192.168.0.93:5555 ESTABLISHED
tcp [ 0 192.168.0.91:38201 192.168.0.93:5555 ESTABLISHED
tcp [4 0 192.168.0.91:46459 192.168.0.93:5555 ESTABLISHEE =

ksyncd-tcpr/test/benchmark# ./

Fig. 8. Benchmark Result of Proposed TCP Session Recovery Technique
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