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A Method of Detecting Real-Time Elevation of Privilege Security
Module Using User Credentials
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ABSTRACT

In a Linux system, a user with malicious intent can acquire administrator privileges through attack types that execute shells, and
can leak important user information and install backdoor program. In order to solve this problem, the existing method is to analyze the
causes of the elevation of privilege, fix the problems, and then patch the system. Recently, a method of detecting an illegal elevated
tasks in which information inconsistency occurs through user credentials in real time has been studied. However, since this credential
method uses uid and gid, illegal elevated tasks having the root credentials may not be detected. In this paper, we propose a security
module that stores shell commands and paths executed with regular privileges in a table and compares them with every file accesses
(open, close, read, write) that are executed to solve the case which cannot detect illegal elevated tasks have same credential.
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Fig. 2. ROP(Return Oriented Programing) Attack
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o] AgS ‘iAWYz Fold Axfolr, z+ A F

File Edit View Search Terminal Help
[userAg@localhost Desktop]s id

uid=502(userA) gid=502(userA) groups=502(userA) ¢
ontext=unconfined u:unconfined r:unconfined t:s@-
$0:¢0.c1023

[userA@localhost Desktop]s ||

()

' userA@localhost:/home/userA/Desktop _ O x |
File Edit View Search Terminal Help
[userA@localhost Desktop]$ su (~]
Password:

(B)  |[root@localhost Desktop]# id

uid=0(root) gid=0(root) groups=0(root) context=u
nconfined u:unconfined r:unconfined t:s@-s0:c0.c|_
1023 1
[root@localhost Desktop]# []

Fig. 3. Privilege Results Using “d” Command Normal
State-(A) User, (B) Root

r

userA@localhost:/home .
File Edit View Search Terminal Help

[root@localhost home]# ./attack A

sh-4.1# id

uid=8(root) gid=6(rooct) groups=8(root) context=unconfined u:unconfined |
r:unconfined t:s8-50:¢0.c1623 3
sh-4.1# []

>

Fig. 4. Anomaly State-changed Root Authority by
Attacker(attack__A)
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userA@localhost:/home - ox
File Edit View Search Terminal Help

[root@localhost homel# ./attack B

sh-4.1# id

uid=6(root) gid=8(root) groups=6(root) context=unconfined u:unconfined

r:unconfined t:s@-s0:c0.c1023
sh-4.1# []

>

[ &3 |

Fig. 5. Anomaly State-changed Root Authority by
Attacker(attack__B)
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userA@localhost:/home/userA - 0x
File Edik View Search Terminal Help
userh 8913 2444 0 00:41 pts/2 00:00:00 bash [~
root 8932 8913 3 00:41 pts/2 00:00:00 su
root 8934 1 0 00:41 7 00:00:00 /usr/libexec/fprintd
root 8940 8932 0 00:42 pts/2 00:00:00 bash
root 8953 8940 2 00:42 pts/2 00:00:00 ps -ef 3
[root@localhost user]# [ 9
(A)
userA@localhost:/home = [= £3
File Edit View Search Terminal Help
userA 1 13280 13278 © 00:30 pts/@  ©0:00:00 bash [~]
root 13298 13280 0O ©0:30 pts/0 00:00:00 ./attack A
root 13299 13298 © 00:30 pts/0@ 00:00:00 /bin/sh
root 13300 13299 © 00:30 pts/0@ 00:00:00 ps -ef 3
sh-4.1# []
(B)

Fig. 6. (A) “su” Task Structure List, (B) “attack__A" Task
Structure List
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Log in
Create New Task
userA Shell[2071]
Memory Task Path
Informati
on /bin/bash
Credenti uid gid groups
als 502 502 502
Next run Prev run
2
Create New Task
su[2081]
Memory Task Path
Informati
on /bin/su
Credenti uid gid groups
als 0 0 0
Mext run I Prev run
2
Create New Task
root Shell[2091]
Memory Task Path
Informati
on /binsbash
Credenti uid gid groups
als 0 0 0

Fig. 7. “su” Command Flow
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Log in ‘ |

Log in

|

I

Create New Task Create New Task
userA Shell[2071] userA Shell[2071]
Memory Task Path Memory Task Path
Informati Informati
on /bin/bash on /bin/bash
Credenti uid gid groups Credenti uid gid groups
als 502 502 502 als 502 502 502
Next run Prev run Next run Prev run
Create New Task Create New Task
Attack A[2081] Attack B[2081]
Memory Task Path Memory Task Path
i Informati
on Attack_A(A type) on Attack_B(B type)
Credenti uid gid groups Credenti uid gid groups
als 0 0 0, 502 als 0 0 0
Next run Prev run Next run

‘[ Prev run

Create New Task

root_Shell[2091]

Create New Task
root Shell[2091]

Memory Task Path Memory

Task Path

Informati Informati
on /binssh on

/bin/sh

Credenti | uid gid | groups Credenti

uid gid groups

als o 0 0, 502 als

0 0 0

Q)]

Fig 8. (A) A Type Attack Create Task,
Create Task
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Table 1. Credentials Info and Task Path Table

Credentials Info(Threshold)
Type = : Task Path
uid gid groups
fixed fixed fixed init
/bin/sh
/bin/bash
- /bin/csh
Value <500 <500 <500 s —
/bin/ksh
/bin/zsh
/bin/tcsh
all all all /bin/su

500

ro
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Table 2. System Call

System Call Detail
- Run Task.
execve() - Executing tasks through shell command
and code
open() - Requests for access to resources.
read() - Loads resources into information.
write() - Write for information.

setgroups() — System calls for module evasion.

Fig. 95 Aot 43 #8x g9 52 922 A A
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Table 3. A Type Attack Program TEST Result

Task : Request Service

Attack Result Values Detect
Test Case - -
Program | uid | gid |groups| task | Result
. A -
Hooking(1) Casel *isfioot attack_ A | 0 0 |0, 502 | attack_A |success
I No
et userA
Case2 | —>userB | attack_A | 0 0 |0, 502 | attack_A |success
->>root
Yesl
user
) if Case3 | —>>root | attack_ A | 0 | 0 [0, 502 |attack_A |success
Verify(2) Credentials
‘match ->root

compare to
Table1?

Table 4. B Type Attack Program TEST Result

If Task path Attack Result Values Detect

No Test Case

(0;;:%}:-1:0 Program | yid | gid |groups| task | Result
Casel useri attack B | 0 0 0 |attack_B |success
—->root
l userA
{ Attack ‘ ‘ Normal Case2 | —>userB | attack B| 0 | 0 0 |attack_B |success
->>root
Fig. 9. Module Process Flow userA
Case3 | ~>>root | attack_B 0 0 attack_B |success
—>root
4 yE #n
Table 33 Table 4] Wbt A3 F Table 4= A%
41 BX A Zn ol BF T4 s AL SloE §AHASE HolF
A A A7 AR FPHEA ARE G Itk o] AFES B3 B =Tl AATHY e
71 98 A A 34 A9 A A4S T4 BE o435y BEE Table 19 FJ¥ W83 valste] FgAFozA 7]
APS Fdsint. ARede Aes BEAeE Fdste & AellM FAZE 27 SRR R BAs it
Ank AREAL A¥) B AS FA APste] FA ot
do] A tF ZRA 23 A HA oS syt 42 N8 30 got
A g g5 g4 & 9g 49 342 o5 2o At BES AAoR AEES BAS] "o Al
2~EA o g Japrt A EEA] Al2E B IS sl
CPU  : Intel Core i5 wEe] ALE e B7hs wlEa AaE A HEEe
OS  : Cent OS 63 o EAshs A stdel zsk7] 918 open(), close() 1
Kernel : 2.6.32-279 2]al read()®] A 2R SES ARESI AL, ofd whE A3} Al
7+ b 7102 At} Fig. 102 user Adto|A EE
Aulk Alg-2= user A(uid:502, gid:502: groups:502), user o] AAE Ae)ot AAF A e AE|o] A]xA®E B3} HA
B(uid:508, gid:508, groups508)2 813tk A% w42 A7 E Z3olil, Fig. 112 root AgelA Wgol el e
S8 groups7t EEAstE ¥4 #¥E, BY 42 A4 o AAHA e el A9 et HAE Aitelr) np
SR #YA AT T FIS AT "AE Aeto 2 Fig. 12+ Attacks 53 rootAsHs 53¢ A
Ag B2E Casex U Zth olwf FAe og AgH ol mEol HAH Jejet AR A e el AlxH
T >>Tor wU|sla, ARAR] Addee 7o 3t HAE Adoltt, RES AAsA 2 At AA
2 #7185k & A5 44 10034 wHE skl P ASHA
Table 59 Zo] userddtoll Al ZEo] AR 2 e
Case 1 userA —>> root o A 1415msece] i, KEo] HAE el A= 1477msec
Case 2 userA —> userB —>> root 7} A# 62msec] Apol7b AT 18] 3L root $Hol A
Case 3 userB —>> root —> root BEO AAHR 2L AEdAE 1654mseco] T, BEO] A
AE el A= 1736msec’t A8 87msece] Abo|7F EA S}
Table 32 A¥ +7 Zga3ola, Table 4& BY ¥4 Ak wpAH o2 Attack S S3) rootd S G55 A El oA

o O™
Z2aNs o] &3k Ay Aot} REo] AR e Ao = 1637mseco] L, EEo] 3



AR gejol A= 1726msec’t A8 89msece] #}o]7} wHAY s}
Aok A" & FHgGoRN BEo 4w el F
THOZ T9msec?] =o]7F WASTE 71E A5 Open,
Close?H& AF&&F L, Hi 40msec’t ZA#HuH1] ¥ =&
Open, Read, CloseE AM&31517] wjito] 71& =89 31}
/O7F £ =19 34 /O B} ALS Rl%7) v mafa
& =i Husds W A2deE: $AS 3 AR

=
2 G Azge] WAE Gl vuge & 4 gtk

USER

~+—Module Loaded ~—#— Module Unloaded

Number of Times

Fig. 10. User Module Unloaded/Loaded

ROOT

—+— Module Loaded —#—Module Unloaded

2.0sec

19sec

T 18sec
-~
i 1l tleadliat
L. o L
15sec
»“6& \QQ@‘ \‘3‘\‘& ’&\@* *‘\e’ ﬁ\@“ ‘;_}\& @,\\«* o @‘\@W .,;/‘\((@ &ﬁP&m

Number of Times

Fig. 11. Root Module Unloaded/Loaded

Attack

—+—Module Loaded —#—Module Unloaded

2.0sec

19sec

:j HMW WLAWM-M | md.' LW{ hm I

1.6sec

Time (sec)

1.5sec

Number of Times
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Table 5. Compare Loaded and Unloaded Module

Toise User Root Attack

(msec) (msec) (msec)

Module Unloaded 1415 1649 1637
Module Laded 1477 1736 1726
Difference 62 87 89
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