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Address Auto—Resolution Network System for Neutralizing
ARP-Based Attacks
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ABSTRACT

Address resolution protocol (ARP) is used for binding a logical address to a physical address in many network technologies. However,
since ARP is an stateless protocol, it always abused for performing ARP-based attacks. Researchers presented many technologies to
improve ARP protocol, but most of them require a high implementation cost or scarify the network performance for improving security of
ARP protocol. In this paper, we present an address auto-resoultion (AAR) network system to neutralize the ARP-based attacks. The AAR
turns off the communication function of ARP messages(e.g. request and reply), but does not disable the ARP table. In our system, the
MAC address of destination was designed to be derived from destination IP address so that the ARP table can be managed statically

without prior knowledge (e.g., IP and MAC address pairs). In general, the AAR is safe from the ARP-based attacks since it disables the
ARP messages and saves network traffics due to so.
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Fig. 1. Example of Man-in-the-Middle Attack Using ARP Spoofing
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Static ARP Cache Table D(IP, seed): MAC addr. derive function IP | MAC addr.
IP-1 | D(IP-1, seed) seed: issued by network administrator 1P-2 | D(IP-2, seed)
|P-3 | D(IP-3, seed) IP-3 | D(IP-3, seed)
P-4 | D(IP4, seed) Gateway [ip-4 | D(P4, seed)
IP-5 | D(IP5, seed) IP-1 IP-5 | D(IP-5, seed)

] H
=I5 =8
IP- IP-
Internet
IP-3 IP-5 Backbone

IP-1 | D(IP-1, seed) IP-1 | D(IP-1, seed)

IP-2 | D(IP-2, seed) IP-2 | D(IP-2, seed)

|P-4 | D(IP-4, seed) IP-3 | D(IP-3, seed)

IP-5 | D(IP-5, seed) IP-4 | D(IP-4, seed) ARP message Q

Fig. 2. Architecture of ARP-Disabled Network System
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Table 1. Example of Static ARP Table

IP 524 =a

(reverse hexadecimal) W S
192.168.0.1 (0100A8C0)* 39:00:90:7e:9¢c:ce
192.168.0.2 (0200A8C0) 43:68:02:21:60:3
192.168.0.3 (0300A8C0) ¢6:35:53:e6:7f:cf
192.168.0.254 (FEOOASCO) fe:81:66:13:¢1:23

* Subnet gateway
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Algorithm 1. Setup Procedure

Input 2 IP ;.. s mask(subnet mask), K,
NIC (network inter face (’ard) ARP,

table

© TurnOff (ARP);

1

2

3: // modifying my NIC's MAC addr
41 MAC, ., < HIP, . | K

5: Set MAC(NIC MAC,,,,);
6
7
8
9

o dear All (ARPmble );

: // adding IP and MAC pairs to ARP table
10: (S,t) < CalSubNet Range (IP > mask);
110 For i=1 to t
12: ARP,, += (Sll, H(Sl] | K));
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Table 2. Specification of Gateway

Description
Router TP-Link AC1750 (ver.2)
0S OpenWRT (15.05,Chaos Calmer)
kernel ver.3.18.20
toolkit ip, ifconfig, arp
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Table 3. Specification of Client Devices

Description
CPU Intel Core i7-4770
Memory 32 GB
oS Ubuntu 14.04
kernel ver.3.18.0-20-generic
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