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Study on DNN Based Android Malware Detection Method for
Mobile Environment

- Seungjoo Kim™

Jinhyun Yu'" -

ABSTRACT

Smartphone malware has increased because Smartphone users has increased and smartphones are widely used in everyday life.
Since 2012, Android has been the most mobile operating system. Owing to the open nature of Android, countless malware are in
Android markets that seriously threaten Android security. Most of Android malware detection program does not detect malware to
which bypass techniques apply and also does not detect unknown malware. In this paper, we propose lightweight method for detection
of Android malware using static analysis and deep learning techniques. For experiments we crawl 7,000 apps from the Google Play
Store and collect 6,120 malwares. The result show that proposed method can achieve 93.05% detection accuracy. Also, proposed
method can detect about unknown malware families with good performance. On smartphones, the method requires 10 seconds for an
analysis on average.

Keywords : Smartphone, Android, Malware Detection, Deep Learning
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Table 1. Classification Accuracies with 3-fold Cross Validation
Malicious apps Benign apps o
Data set == — o = Recall(%) Precision(%) Accuracy(%)
1 2,058 42 2,061 39 93.00 93.14 98.07
2 2.055 45 2,068 42 97.86 97.99 97.93
3 2.060 40 2.063 37 93.09 93.24 98.17
Overall 6,173 127 6,182 118 97.98 98.12 98.05
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Table 2. Top Malware Families in DREBIN Dataset

Id |Family # Id | Family #
A | Fakelnstaller 925 K | Adrd 91
B DroidKungFu 667 L DroidDream 81
C Plankton 625 M | LinuxLotoor 70
D | Opfake 613 N | GoldDream 69
E GingerMaster 339 0O MobhileTx 69
F BaseBridge 330 P FakeRun 61
G Iconosys 152 Q SendPay 59
H Kmin 147 R Gappusin 58
I FakeDoc 132 S Imlog 43
J Geinimi 92 T |SMSreg 41
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Fig. 9. Detection of Unknown Families
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