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A Research of Anomaly Detection Method in MS Office Document
Sung Hye Cho' - Sang Jin Lee"

ABSTRACT

Microsoft Office is an office suite of applications developed by Microsoft. Recently users with malicious intent customize Office
files as a container of the Malware because MS Office is most commonly used word processing program. To attack target system,
many of malicious office files using a variety of skills and techniques like macro function, hiding shell code inside unused area, etc.
And, people usually use two techniques to detect these kinds of malware. These are Signature-based detection and Sandbox. However,
there is some limits to what it can afford because of the increasing complexity of malwares. Therefore, this paper propose methods to
detect malicious MS office files in Computer forensics’ way. We checked Macros and potential problem area with structural analysis

of the MS Office file for this purpose.
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MS Word(, doc)

MS Power Point(, ppt)

MS Excel(, x1s)

J ‘WordDocument
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J \0x005SummaryInformation

J \0x005 DocumentSummary
Information

] \0x001CompOb;j

J 0x005SummaryInformation

J 0x005DocumentSummaryInformation
LNK + 8 Hex

MBD + 8 Hex

L] 0x0001Compobj

VBA

= Macros Storage

VBA
] _VBA PROJECT
J dir
|_h| Module <Name>
L] _SRP_ <Number>
] PROJECTIK
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] PROJECT
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Jltem
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J Current User

J PowerPoint Document
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J \0x005SummaryInformation

J \0x005 DocumentSummary
Information

VBA Storage
. VBA PROJECT
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JModule<N>
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J Encrypted Summary
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J dir
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| _SRP_ <Number>
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] PROJECT
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I Digital Signature
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Table 1. Potentially Malicious Code Insertion Possibility Area in MS Office Document (Unit :

LS8 AAE H6T M2z (2017, 2)

#, Allow Repetition)

Category Details MS Word MS Excel MS PowerPoint
Macros A Macros Code Conducting Some Malicious Acts 266 183 17
Data Record Area Abnormal Structure of BIFF Record - 89 -
OLE Object Area Malicious Embedded OLE Object 151 52 213
Unused Area Extra Data Hided in Unused Area 98 (6 62
Stream & Storage Undefined Stream and Storage Area 32 144 79
Etc. Possibility of Additional Data is Out of Range 3 2 2
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Table 2. Autorun Macro Function in MS Office Files
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Table 3. Major VBA Method used in Abnormal Behavior

Category Function Details
Common AutoOpen
Document_Open
MS Word Op: When you Open
DocumentOpen Document
MS Excel Workbook_Open
Auto_Close
AutoCLose
Common
AutoExec When you Close
AutoExit Document
Document_Close
MS Word
DocumentBeforeClose
DocumentChange When you Edit
document
Common AutoNew
Document_New When you Make
New Document
NewDocument
S AbgEtE A AW A ] V)5S Asow T
% PHT 5 9o, 83 §4 o5 Table 25 2tk
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Shell#} 722 VBA WAEE tithee] o mjaz g A A}
= MS S92 %4 mdo] =& (Droopper)
URLDownloadToFileA$} 2-&

L ESSL

3 o} A Ao A Z=a)3l= Workbook
2E® UFe BIFF FZeA A7l HAHHE o] &3]
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1 on, Types YelE 2bytes T3 39 #lz=9
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Keywords Details
Environ Return the Value of an Operating
System Environment Variable
Open Enable File I/O

Write, Put, Output, Print #

Write Data on Files
(With Open VBA Method)

Binary

Read / Write Binary Files
(With Open VBA Method)

FileCopy CopyFile

Copy Files

Kill

Remove File frin Disk

CreateTextFile ADODB.Stream
WriteText, SaveToFile

Create Files and Insert Specific
Strings to Stream

Shell, vbNormal
vbNormalFoucs vbHide
vbMinimizedFocusvbMaximized
FocusvbNormalNoFocusvbMini
mizedNoFocus
WSecript.Shell Run

Run Executable Files
or System Command

Execute
D)
PowerShell Windows System Command
Application.Visible, . L.
ShowWindow, SW_HIDE Hide Application
Mkdir Create Directory
CreateObject Create an OLE Object

Shell. Application

Execute Application
(With CreateObject VBA Method)

Lib

Execute Code from DLL

CreateThread VitualAlloc

Insert Code to Other Process

URLDownloadToFileA

Msxml2 XMLHTTP
Microsoft. XMLHTTP Download Files from Internet
MSXMLZ.ServerXMLHTTP
User-Agent
New-Object Download Files from

System.Net.WebClient
DownloadFile

Internet with Window
Power Shell Command

RegOpenKeyExA,
RegOpenKeyEx, RegCloseKey
RegQueryValueExA
RegQueryValueExRegRead

Read / Write Registry Key

r'SYSTEM\ControlSet001\Servic
es\Disk\Enum’, VIRTUAL,
VMWARE, BOX

Search for Bypass Virtual
Machine Behavior Detection

GetVolumelnformationA,
GetVolumelnformation,
1824245000,
rHKEY_LOCAL MACHINE\SO
FTWARE\Microsoft\Windows
NT\CurrentVersion\Productld’,
T6487-337-8429955-22614, andy,
sample, r'C:\exec\exec.exe’
popupkiller

ShieDILdll,
SandboxieControlWndClass

r'C\file.exe’, currentuser,

Search for Bypass Sandbox based
Behavior Detection
(Check Process/DLL/System
User)
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Fig. 5. Detection Process of Anomaly MS Office Document



53 TEST.ds - MOMD(Microsoft Office Malware Detection) vL.0

@

d0 cf 11 e0 al bl 1a el 00 00 00 00 00 00 00 00 &

@0 00 00 00 00 00 00 00 3e 00 03 00 fe

1 09 00

@5 00 00 00 00 00 00 00 00 00 00 00 03 00 00 00
f6 03 00 00 00 00 00 00 00 10 00 00 48 03 00 00 6.

04 00 00 00 fe ff £f ff 00 00 00 00 d6 03 00 00

74 01 00 00 f5 01 00 00 f7 02 00 00 6b 03 00 G0 t...o.

7§ 03 00 00 cd 03 00 00 76 02 00 00 ff 03 00 00
FE A8 LE B (1 FE B FE FF EF BF £F (F 8 16 1F
86 06 £4 F1 FF B FF FF F FF 0F 6F 66 6 1F
P68 06 (4 F1 FE BF FE FF EF BF £F €F 08 16 1F
F6 6 06 (4 F1 FF B FF FF 6 BF £F 6F €6 16 {F
FEAE 06 06 1 FF BF FF FE AT BF 0F 6F 68 1F fF
P60 0F 04 FF (8 B FE FF 6 £F £F (F 66 16 1F
866 06 £4 01 FF B FF FF T BF 0F 6F 08 6 1F
(640 06 (4 (4 FF £ FF FF £F £F £F £F £F
P66 06 04 F1 FF B FF FF 6 BF 6F 6F 66 16 1F

Ln1 Coll 5135 KB (525824 Byles) Current Offset: 0, Bit Value : 11010000

Fig. 6. Abnormal MS Office Files Detection Tool
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Table 4. Comparison Between the AV(Anti-Virus) Tool
and the Suggested Method ( #/300)

MS Word MS Excel MS Powerpoint
Abnor- | Nor- | Abnor- | Nor- | Abnor- | Nor
mal mal mal mal mal —-mal
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