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User Authentication Using Accelerometer Sensor in
Wrist-Type Wearable Device

Kim Yong Kwang' - Moon Jong Sub™

ABSTRACT

This paper proposes a method of user authentication through the patterns of arm movement with a wrist-type wearable device.
Using the accelerometer sensor which is built in the device, the 3-axis accelerometer data are collected. Then, the collected data are
integrated and the periodic cycle are extracted. In the cycle, the features of frequency are generated with the accelerometer. With the
frequency features, 2D Gaussian mixture are modelled. For authenticating an user, the data(the accelerometer) of the user at some
point are tested with confidence interval of the Gaussian distribution. The model showed a valuable results for the user authentication
with an example, which is average 92% accuracy with 95% confidence interval.
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Table 1. Physical Information

Height Weight Arm length
User A 181cm 80kg 80cm
User B 175cm T2kg T4em
User C 174cm T0kg 76cm
User D 183cm 82kg 8lcm
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Table 2. Feature

featurel (X1, Y1)

feature2 (X1, Y1), (X2, Y2)

feature3 (X1, Y1), (X2, Y2), (X3, Y3)

feature4 (X2, Y2), (X3 Y3)

Probability
N e s o o

o

Probability

Magnitude

Magnitude

Feature 1

20

Fig. 10. Feature 1

Feature 2
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Fig. 11. Feature 2
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Table 3. User Authentication Result

" " featurel feature2 feature3 feature4
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