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The Recovery Method for MySQL InnoDB Using
Feature of IBD Structure

Jeewon Jang' - Doowon Jeoung' - Sang Jin Lee™

ABSTRACT

MySQL database is the second place in the market share of the current database. Especially InnoDB storage engine has been used
in the default storage engine from the version of MySQL5.5. And many companies are using the MySQL database with InnoDB
storage engine. Study on the structural features and the log of the InnoDB storage engine in the field of digital forensics has been
steadily underway, but for how to restore on a record-by-record basis for the deleted data, has not been studied. In the process of
digital forensic investigation, database administrators damaged evidence for the purpose of destruction of evidence. For this reason, it
is important in the process of forensic investigation to recover deleted record in database. In this paper, We proposed the method of
recovering deleted data on a record-by-record in database by analyzing the structure of MySQL InnoDB storage engine. And we
prove this method by tools. This method can be prevented by database anti forensic, and used to recover deleted data when incident
which is related with MySQL InnoDB database is occurred.

Keywords : Database Forensic, The Database Recovery in Record, Digital Forensic, InnoDB Storage Engine, MySQL,
MySQL Forensic
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Table 4. Table Schema Information
Case Number Column Name Data Type
idx int(10)
class_idx int(10
CASE 1 user,l.dx ?nt(lo)
book_idx int(10)
book_contents_idx int(10)
title varchar(1024)
idx int(10)
CASE 2 begin t%mestamp
end timestamp
data longtext
SHA256 varchar(64)
PackageName varchar(255)
CASE 3 AppName t?nytext
Category tinytext
Developer tinytext
AppvVersionCode tinytext
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Table 5. InnoDB Recovery Result

Case Number of Number of Recovery
Number deleted record | recovered record rate
CASE 1 100 46 46%
CASE 2 100 47 47%
CASE 3 100 43 43%

Average rate 45%
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