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A Study on the Remove Use-After-Free Security Weakness

Yong Koo Park' - Jin Young Choi"

ABSTRACT

Use-After-Free security problem is rapidly growing in popularity, especially for attacking web browser, operating system kernel,
local software. This security weakness is difficult to detect by conventional methods. And if local system or software has this
security weakness, it cause internal security problem. In this paper, we study ways to remove this security weakness in software

development by summarize the cause of the Use-After-Free security weakness and suggest ways to remove them.
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Table 1. Classification of Analysis about UAF Attack or Detection
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Type 1

Object *ptr = (Object *)malloc(sizeof(Object));
ptr->method();

free(ptr); // ptr is dangling pointer
HeapSpray(); // Overwrite heap memory

ptr->method();

Type 2

Object #ptrl = (Object *)malloc(sizeof(Object));
ptr2 = ptrl;

ptrl->method();

free(ptrl); // ptrl, ptr2 are dangling pointer
HeapSpray(); // Overwrite heap memory
ptr2->method();

Fig. 2. UAF Security Weakness
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Algorithm (a). Add Object

def addObj(ptr) :
levellNode = createLevellNode()
level2Node = createLevel2Node()
level2Node.addInfo() # insert memory address
levellNode.addInfo() # insert pointer address
levellNode.addChild = level2Node
rootNode.addChild(level1Node)

Algorithm (b). Share Object

def shareObj(1Ptr, rPtr) : # 1Ptr = rPtr
if(nodeTree.level2NodeFind(IPtr)) :
nodeTree.deleteLevel2Node(Iptr)
levellNode = nodeTree findLevellNode(rPtr)
level2Node = createTreeNode2(1Ptr)
levellNode.addChild(level2Node)

Algorithm (c). free Object

def freeObj(ptr) :
levellNode = nodeTree.findLevellNode(ptr)
for pointer in levellNode.childList :
pointer = Nullification # ptr = NULL
nodeTree.deleteLevellNode(levellNode)

Fig. 5. Algorithm for Dangling Pointer Nullification
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int cmp(void) {
return *p_global >= MIN && #*p_global <= Max;
}

void index_user(int *p) {

int *p_global_save;

p_global_save = p_global;

p_global = p;

if(cmp() >= 0) {
printf(“The secret is less than 50\n");
p_global = p_global_save;
return ;

}

int main(int argc, char *argv[]) {

int *p_index, *p_pass;

if(arge = 2) {
printf(“Mode Easy = 1, Mode Hard ! = 1\n");
return 0;

}

p_global = (int *)malloc(sizeof(int));

*p_global = SECRET_PASS;

if(atoi(argv[1]) == MODE_EASY) {
p_index = (int *)malloc(sizeof(int));
printf(“Give a number 0 ~ 100\n");
scanf(“%d”, p_index);
index_user(p_index);
free(p_index);

}

else
printf(“Good Luck\n");

p_pass = (int *)malloc(sizeof(int));

printf(“Give the secret\n”);

scanf(“%d”, p_pass);

if(xp_pass == *p_global)
printf(“Congrats'\n”)

else
printf(“Sorry..\n");

return 0;

Fig. 6. UAF Security Problem Example (CVE-2011-4130)
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(a) Allocate Memory
p_global = (int *)malloc(sizeof(int));
addObj(&p_global);

(b) Share Pointer
p_global_save = p_global
shareObj(&p_global_save, &p_global);

(c) Deallocate Memory

free(p_index);
freeObj(&p_index);

Fig. 7. Apply UAF Security Weakness Remove Method
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Fig. 8. Apply Before and After Remove Method
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