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ABSTRACT

As the prevalence of removable device, critical intelligences are often stored in the removable device. For that reason, in seizure

and search, the removable device became a important evidence of while it could be has a salient key for prove a crime. When we

acquired a removable device for proof, we image it by a imaging device or software with a write protection. However, these are

high-priced exclusive equipments and sometimes it could be out of order. In addition, we found that some secure USB and inbuilt

vaccine USB are failed to connect to the imaging device. Therefore, in this paper, we provide a suitable digital evidence collection

procedure for real.
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Fig. 1. TTA - Digital Evidence Acquisition Process
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Table 1. Images of Specific USB Generated Hash Value Changes

MD5
Test 1 Test 2 Test 3

SeeuDpive | E3DCCES3D0500 | BSAG2AB121752dL | ede15834328582
Y | bd7c6ef1h90£3d3 | 406dad3ddeddebae | 79ccfSc3chedcl 1
Suferzone | 765RDEOATOAIED | T65abeddTOALED | T65acbeddTOA1eD
ACTLONC | R6f18faf3433aba | ch86f18faf3433aba | ebSBF18faf3433aba
Turbo | 660fa73a034c06b | BRAISELABE55EAA0 | cc67120123685a27
Vaccine | d90edS7ad92aedbt | bddcce57963¢121 | fedd0ct710504ch
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Fig. 3. Experiment Procedure
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Table 3. Result of removable device with Hardware Device experiment

Device HW Hash (MD5)
FALCON add278a233985a8h440e55293f6acaSh (CD-ROM)
SecuDrive TD3 No Supported
WriteBlocker No Supported
FALCON a2c0fac213c16¢329ed9c867belda332 (CD-ROM)
SaferZone TD3 No Supported
WriteBlocker No Supported
FALCON No Supported
TurboVaccine TD3 No Supported
WriteBlocker No Supported

Jo] B8t e “7]““] AR = Al AE BT
“USB Device, Not Supported”2h= F-9F a7 Q1245 &
= A& A3t Table 32 3f=glo] 7]k oju]A] Z)
9 27| AAAE o] &38le] olu|x] wUdL AAF Afolt)

222 Windows XP, 7 #7494 Windows #A|AE

olul A sl sligte] FAHE AL & 5 Qor @A
2EIE BN HE A Adgel wFHE AL
& 5 gtk webd 27BAGR S sese] sue] o
g ANE AeT 5 g A% dAdsEDY] 442 B
1A el PCOlA AAEkE oluA el TA4S

Y7)1E WA A AR JAFHA S AR LAZE oS AT F A Gt
ol-g3to] oM A HYES AP Aol A APEs 3 uwgla $=ARge] Hol USB & #Wal USBE SAEZ
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o] WriteProtect #AA~EF7|E AMgEstE 45 AAE 5 ool A gd B Fasto]opyt gt
Table 4. Secure, Vaccine USB Hash Value test result
0S Device WriteProtect | Certification Hash (MD5)
ede5158e84328582794ccf8c3chc9cll
SecuDrive 0x01 On
ede5158e84328582794ccf8c3chc9cll
) 765adbe9d7041e0eb86f18faf3433abha
Windows 7 SaferZone 0x01 On
765adbe9d7041e0eb86f18faf3433abha
) fblda213582537baab06b58025b4be67
TurboVaccine 0x01 - ——
fb1da213582537baab06b58025b4be67
) edeb158e84328582794ccf8c3chbc9cll
SecuDrive 0x01 On
edeb158e84328582794ccf8c3cbc9cll
) 765adbe9d7041e0eb86f18faf3433aba
Windows XP SaferZone 0x01 On
765adbe9d7041e0eb86f18faf3433aba
) fb1da213582537baab06b58025b4be67
TurboVaccine 0x01 - ——
fb1da213582537baab06b58025b4be67
) d8b28db4h0ab2fc6ccYeb0ab7c833a2e
SecuDrive 0x00 On
62e0bcd82bch6ed03019dd352b33663e
) 765adbe9d7041e0eb86f18faf3433abha
Windows 7 SaferZone 0x00 On
765adbe9d7041e0eb86f18faf3433abha
) ac698832f51bae910acab60057530e778
TurboVaccine 0x00 -
f£38fa0494e05dd601d995d6578eel5b
) 96dbad39733¢76¢53737c455ee290de8
SecuDrive 0x00 On
763b8990188a45b505f86fae0438feda
) 765adbe9d7041e0eb86f18faf3433aba
Windows XP SaferZone 0x00 On
765adbe9d7041e0eb86f18faf3433aba
. 63012£f745f9b3a5bf89f69dbc2cHe2d
TurboVaccine 0x00 -
adf3152bb9a401a77c57260ecd947938
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