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ABSTRACT

Many companies have struggled to manage Web vulnerabilities and security incidents have also frequently happened. The current
inspection methods are mainly based on the OWASP vulnerabilities. In practice, however, it is very difficult to cope with frequent
changes of Web applications. In this paper, we first investigate the existing quantification of Web application vulnerabilities and
verification process. Then we propose an improved inspection framework which is focused on removing essential and realistic
vulnerabilities and active verification process.
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Fig. 1. Web security state transition diagram
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Table 3. Summary of Web vulnerability score study in overseas
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Fig. 2. Existing organizational structure of the Web vulnerability inspection flow
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Table 6. Procedure descriptions of the proposed active Web vulnerability inspection flow
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