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A Study on Development of Evaluation Indicators for the Human
Competency and Management In Managed Security Service (MSS)

Yang Sung Ho' - Lee Sang Jin™

ABSTRACT

Currently many central administrative agencies, municipalities and public and private institutions operate Managed security services
to cope with cyber security incidents. These entities exert efforts in operating efficiencies rather than introduction of services as they
used to. Accordingly, quite a few policies, directions and guidelines have been established for stable operation of Managed security
services. Still, Managed security is operated by individuals, whose competencies influence the quality of Managed security services to
a great extent. In this respect, the present article examines Managed security technology and methods and describes evaluation
methods and examples relevant to human competencies, so as to seek for some potential courses for further development as well as

more efficient approaches to human resource management in terms of institutional Managed security services.

Keywords : Managed Security Service, Human Cometency, Human Cometency Evaluation
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Table 2. Competency evaluation ltems
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Table 3. Characteristics of respondents
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Table 9. Technology of Managed Security Service (MSS)
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Table 10. Events analysis time and detection difficulty
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Table 11. Events analysis time according to the Table 12. Events difficulty according to the
Software engineer rating Software engineer rating
A | 7152 ol8 | 24 | 257(1.388) | 51.52 A | 715AF o8k | 24| 257(0972) | 51.48
i 237142 | 26| 248(1.112) | 52.21 i ZH71€4 | 26| 2.64(0.755) | 50.92
Z:i SH7IEA | 24 | 218(1.247) | 42.83 | 4152 .386 *:4, R 24| 2.58(0.891) | 46.67 | 4.243 374
;& ag7lEA | 12| 1.90(1.022) | 36.54 ;& 17712 12 | 2.33(0.710) | 37.17
E | 55714 | 7 | 203(0.716) | 44.21 E | SH7sA 7 | 2.2000.476) | 35.07
715AL o8 | 24 | 2.69(1.138) | 54.58 7154k o8t | 24 | 2.76(0.829) | 55.06
Zw7lE2F | 26 | 269(1.121) | 54.88 Z771s2 26 | 2.77(0.790) | 55.42
SH71€2 | 24 | 1.90(0575) | 3617 |10.135| .038* R 24 | 2.2000.423) | 34.44 | 20.354 | .000***
ag7lEA | 12| 2.08(1.052) | 38.04 17712 12 | 2.67(0515) | 55.50
E571=2 | 7 | 218(0.238) | 47.64 E771s2 7 | 1.86(0.197) | 1657
715AL o1} | 24 | 211(1.254) | 53.56 7154k o8t | 24 | 2.42(0.897) | 65.54
Zw7lE2 | 26 | 1.95(0.878) | 54.71 s 26 | 1.86(0.619) | 50.94
SH71EA | 24 | 1.31(0471) | 3654 | 9.310 054 R 24 | 1.25(0.442) | 30.00 | 31.890 | .000***
ag7lEA | 12| 1.81(1.527) | 41.46 17712 12 | 1.89(0.903) | 50.54
E571€2 | 7 | 143(0535) | 41.21 5712 7 | 1.00(0.000) | 21.00

715 A olst | 24 | 2.33(1.345) | 54.21 71%AF oldt | 24 | 250(0.978) | 62.23

ZR71e2 | 26 | 1.73(0533) | 44.98 ZR71=2 | 26 | 1.96(0.445) | 49.25

7124 | 24 | 1.83(0.816) | 45.75 | 3.377 A97

FTu7lex | 24| 1.63(0.824) | 3692 | 15977 | .003**
ag7lExt | 12| 1.75(1.138) | 39.08 &

ag7lex | 12| 1.75(0.866) | 41.00

E371sA | 7 | 229(1.604) | 4764 Sd71e4 7 | 143(0535) | 31.29

71%AF ol38f | 24 | 2.44(1.203) | 53.63 716 AF olst | 24 | 2.56(0.707) | 59.81

[ Z | (MO rle Nl T (MO | M & 2R ox 12

Zw71E4 | 26 | 21000.723) | 50.56 Z971E4 | 26| 2.26(0584) | 53.98

7124 | 24 | 1.94(1.075) | 4071 | 4452 348

FHE71EA | 24| 20100.960) | 36.81 | 23.636 | 000
ag7lERt | 12 | 2.14(1425) | 4367 &

ag7lEx | 12| 2.28(0.863) | 46.21

(M2 oo M [y T 2| (Mo e T | M & Oy oo | M &2 [ ox 12

3714 | 7 | L710483) | 38.36 Sd71e4 7 | 1.19(0.378) | 1343

* p<.05 ** p<01, ¥ p<.001
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236, 4 o1, S, 17 I TR A g gu 00 o Aol 430l ojeigel slom, 4w
PSS 3~ddd, 46 ol 2234, 1229, I Wy s e g e gge A 4 gE BE wese
E—*—*‘/\]Z}O] g}"o: Zﬂ—gi L]'EP/&H:]' %Xﬂ%"j‘ju ] WP% E_E}_@_T/]—% 9};4?-5] %Zﬂ{;} 5|: 817] qu%oﬂ q}iﬁ%‘“‘i‘@l
& ol A Table 149F 2o B2 oWl Eo] tjs} (multi-variate analysis)= A A8t th o] 3 WA o]
el @ Apel7h e, B ofHlEe] st 3~4d A BA A (bivariate correlation analysis)S A3+
HA7E 43 o]} AR FHHoR QA FHE dolk i, oo wheh FEHWMEQ o|MER EAAY FA o
| R A dolmrh v o R §) F ol ol frolg FHdAE Ad WFET ARG v
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Table 13. Events analysis time according to the career

Table 14. Events difficulty according to the career

= 5 = 5
v e | Ea| 2| i N b 3] ® | as
1w | 8 | 33501145 | 7044 9| 1d vw | 8 | 325(0563) | 7488
T 1o [ 20 | 287129 | 5975 i 129 | 20 | 277(0803) | 5878
A 239 | 16 | 230249 | 800 | 18513 | oo A [ 289 | 16| 2540819 | 4603 | 18152 | 001
;& 3-4d | 14 | 2140916) | 4579 :i]] 349 | 14 | 2190659 | 379
E | 4d ol | 35 | 181(1.074) | 3439 E | 49 o1 | 35 | 23700852) | 379
of | 1d wjgk| 8 | 341(153%) | 66.06 of | 1d wwk | 8 | 350(08%) | 7681
g 129 | 20 | 2.880741) | 6365 ;i 129 | 20 | 273(0555) | 5650
= | 23d | 16 | 2410221 | 4550 | 19.447 | 0017 = | 233 | 16 | 27700844) | 5584 | 25369 | .000%**
;& 3-4d | 14 | 218(0558) | 4546 :1]1 349 | 14 | 209060D) | 27.14
E | 4d ol | 35 | 1.9000723) | 3443 E | 49 o4 | 35 | 2.2900.446) | 3866
;i 1 e |8 | 2381302 | 5950 ;3 1 wjwt 2750345) | 7944
o[ 12d |20 | 263(.08) | 6968 S| l2d |20 | 2280782) | 6228
A | 2-3d | 16 | 1540851) | 41.88 | 29519 | .000"* 3 2-3d 16 | 15000.730) | 37.75 | 28972 | .000***
;1 3-4d 14 | 1.74(1.056) 4799 ;]] 3-44d 14 | 1.38(0.804) | 32.96
e | 4d ol | 35 | 1.250538) | 3341 e | 49 ol | 35 | 157(0689) | 40.70
‘;L] Id w8 | 300(1.195) | 70.69 g 1d e |8 | 30000535 | 77.88
| 129 | 20 | 245(1.099) | 59.83 4| 129 | 20 | 23000801) | 5745
fg 2-3d | 16 | 156(0512) | 3931 | 17.682 | .001* ﬁ 2-3d | 16 | 1.83(0619) | 4600 | 21.373 | .000%**
o | 34d | 14 | 207(138) | 4482 of | 34d | 14| 1640745 | 3789
29 49 o4 | 35 | 16000736) | 3864 iﬁl 44 o4 | 35 | 166(0802) | 3807
j] 14w |8 | 275(1123) | 5881 ;1] 1 ow |8 | 2790248 | 7550
sl 129 | 20 | 2570077 | 59.88 | 129 | 20 | 26200744) | 6358
;i 2-3d | 16 | 233(1.211) | 5159 | 14200 | 007" Q 2-3d | 16 | 235(1.057) | 47.22 | 32684 | 000%**
ol | 34d | 14 | 164(115D) | 3093 o | 349 | 14 | 1520844) | 2293
?;1 49 o] | 35 | 183(0707) | 41.27 g 44 ol | 35 | 20100545 | 4054
= p<01, ** p<.001 = p<01, ¥ p<.001
a) AR Ao uiste] fodt FABAE Holx ggkon, AT
WA WMo ARTAS A AT Table 159 7 8919 AZEY] FHEI} AAFHEL KT F(-)9f G
o ol TEASH EA 2 AW ojio] (He| BulEo HAE el 5, AZEd Y] SHe] 545 agx
B2 =olalx okotry E&WMZol o|WlE BAA|7H ol BAG o]l LHHNEFE oHE ATl HA 285
E dolEi % 2o ABE(E=80, p<ODE vehy gr 3 THHLE 7 delkE w2 glem vt <14
nEgAse] 94 %S dehls wisR ne gy GF0 ¥ <5 A0
o AL @4 5 ok ATEAGA SHES oldW F45
Table 15. Bivariate correlation analysis
FE a7 A4F o SWEsE | #A 3d | B4 AR ol
Sk 1
A% -191 1
8] 171 056 1
SW 57 573+ 063 272+ 1
#4449 442+ -.040 305" A11% 1
EA A7 -.039 -.058 -187 227 - 509** 1
ol -183 -108 -189 - 384 - 509% 820% 1
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Table 24. Daily analysis events of K Institutions
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