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A Study for Task Detection Acquiring Abnormal Permission in Linux
Kim Won-iL" - Yoo Sang-Hyun" - Kwak Ju-Hyun™ - Lee Chang-Hoon™™"

ABSTRACT

The Purpose of local system attacks is to acquire administrator's(root) privilege shell through the execution of the malicious program or
change the flow of the program. This acquiring shell through attack is still valid approach method and it is difficult to cope with
improving each of vulnerability because the attacker can select various forms of attack. Linux allocate a set of credentials when login, in
order to manage user permissions. Credentials were issued and managed by the kernel directly, and also the kernel ensures that any
change cannot be occurred outside of kernel. But, user's credentials that acquired root privilege through system attacks occurs a
phenomenon that does not remain consistent. In this paper we propose a security module to detect a security threats that may cause to
users and tasks by analysis user task execution and inconsistency credentials.

Keywords : Credentials, Security Module, Privilege Escalation, IDPS
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= userA@localhost:/home - o x
File Edit View Search Terminal Help

[userA@localhost home]s id [~
uid=502(userA) gid=582(userA) groups=502(userA) context
=unconfined u:unconfined_r:unconfined t:50-50:c@.c1023
[userA@localhost home]$ ./check id

uid [ 562 ], gid [ 562 ]
euid[ 562 1, egid[ 582 ]

group cnt: 1

groups: [ 502 ]

[usera@localhost homels ]

Fig. 1. Example of Credentials
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Bl userA@localhost:/home - o x
File Edit View Search Terminal Help
[usera@localhost homel$ su (~]
Password:

[root@localhost home]# id

uid=8(root) gid=0(root) groups=8(root) context=unconfin
ed_u:unconfined_r:unconfined_t:s@-s0:c0.c1023
[root@localhost homel# ./check_id

uid [ 8 ] ,gid [ © ]
euid[ © ] , egid][ o ]
group cnt: 1
groups: [ 8 ]
[root@localhost homel# [

(A) Credentials for root with “su” command

userA@localhost:/home

File Edit View Search Terminal Help

[userA@localhost homels$ ./attack -
sh-4.1# id

uid=0(root) gid=@(root) groups=@(root),582(userA) conte
xt=unconfined_u:unconfined_r:unconfined_t:s@-s0:c0.cl02
3

sh-4.1# ./check_id

uid [ @ ] ,gid [ @ ]
euid[ © ] , egid[ © ]
group cnt: 1

groups: [ 582 ]

sh-4.1% i

(B) Credentials for root with ROP Attack
Fig. 2. Difference of Credentials
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| login | | login |
Authentication¢ Authentication¢

Create New Credentials
and Shell for “userA”

Create New Credentials
and Shell for “userA”

userA’s Shell [2078] userA’s Shell [2078]

uid gid groups uid gid groups
502 502 502 502 502 502

“su” ‘L T “exit” RequestServ/ce¢

Create New Credentials “root” privilege
and Shell for “root” with change Credentials

“Execute Shell ¢

root’s Shell [2082
[ ! Shell for “root” and copy

Current User's Credentials

uid gid groups
0 0 0

root’s Shell [2082]

uid gid groups
0 0 502,0

(A) (B)

Fig. 3. (A) “su” Command Flow
(B) Abnormal Credential Acquiring Flow
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Task : Request Service

l change credentials

Security Module : Hooking (1)

inconsistency consistency

(2)

no First hot
Checked $

exist
yes

| add doubt list
[

¥

Write log-file | (3)

A

) I )
v

| Processing Service |
T
2

| Check permission

|
A 4

| return result-Object |- ............. [

| DAC/LSM

Fig. 4. The entire Module Process Flow

* casel : userl > root

* case? : userl >> root

* case3 @ userl > user2 >> root
* cased : userl >> root > root

* caseb - userl >> root > root > root

SAE A9 AP FAH 2P T ar
* CPU : Intel Core i5 3.0GHz

+ OS : Cent OS 6.3

* Kernel : 2.6.32-279
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51 ds gt

AA tF@E gl A8 39S open(),

—F 00
close() /‘]/\E i%% o] &3ty HtE Fysta o]d up
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=—+—Attacker
Ssec —f—User
Root
dsec

I0sec — T T T
2 2 2 2 2 2 2 2 2 2
& & &S S S S S S E
S e &
(A) Module unloaded
1Zsec
b d e Attacker
10sec
—f—User
Bsec
Root
Gsec
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(B) Module loaded
Fig. 5. Performance of Experiment
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o =io] AAIZE groups?] HE EIAE o] &3 BA|:=
setgroupsOE &8 73} 7FsAdo] EAlgt 1Yy w4 A
oA & F= o] AATHo| WMAHE o|F HYAA AAF

AYPRAGE “strace”’[16]2 FH 8 A}, execve( |Zho 2
open() 23], close() 23] T9 FAAF A2 E Ay F A
A setgroupsO7F T2 A& 18 4 AriFig. 6] &, &
AL E3Egk Al 93] g5 3 setgroupsOE 3 BE
S 3eted, AltE EEol FAsh execve()t LA
WNES ié% olgalloF 3 & F vk WA setgroups)E

El root@localhost:/home/paper/fhaha - o x

File Edit View Search Terminal Help
[root@localhost hahal# strace ./setgroups (]

execve("./setgroups”, ["./setgroups"], [/* 4
brki{a) = 0x
mmap (NULL, 4836, PROT READ|PROT WRITE, MAP_P
[eLe]¢]

access("/etc/1d.so.preload", R OK) = -1
open("/etc/1d.so.cache", O RDONLY) =3

fstat(3, {st mode=S IFREG|@644, st size=8895
mmap (NULL, 88950, PROT READ, MAP PRIVATE, 3,
close(3) =0
open("/1ib64/1ibc.s0.6", O RDONLY) =3

read(3, "\1??ELF\2\1\1\3\9“3\0\@\9\@\9\@\3\9
= 832 b
laaonmap(ﬂxi’fgci'!tlﬁﬁlf@fﬂa, 88950) =0 |=
setgroups(@, []) =0

exit group(@)
[root@localhost hahal# i [

Fig. 6. Trace of setgroups() System Call Using “strace” Command
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Table 1. Detecting Results
casel case2 case3 cased case5
(€)uid 0 0 0 0 0
(e)gid 0 0 0 0
groups 0 500,0 505,0 0 0
counter 1 1 1 1 1
detect N/A o o] (o] ]
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