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An Efficient Agent Framework for Host-based Vulnerability
Assessment System in Virtualization Environment
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ABSTRACT

In this paper, we propose an efficient agent framework for host-based vulnerability assessment system by analyzing the operational
concept of traditional vulnerability assessment framework and proposed vulnerability assessment agent framework in virtualization
environment. A proposed agent framework have concept by using the features of virtualization technology, it copy and execute checking
agent in targeted virtual machines. In order to embody a propose agent framework, we design function block of checking agent and
describe a vulnerability checking scenario of proposed agent framework. Also we develop pilot system for vulnerability checking scenario.
We improve the shortcomings of the traditional vulnerability assessment system, such as unnecessary system load of the agent,
inefficiency due to duplication agent installation. Moreover, the proposed agent framework is maximizing the scalability of the system

because there is no agent installation when adding a targeted system.
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Fig. 4. Architecture of proposed host-based Vulnerability Assessment Agent
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Fig. 5. Pilot system for checking linux vulnerability

Table 4. Major code in Program Manager

// 1. AZELFAA A 29l
jobHandle = VixVM_LoginlnGuest(vmHandle,
“jsyang”, // userName
“password”, // password
0,
NULL, // callbackProc
NULL); // clientData
err = VixJob Wait(jobHandle, VIX PROPERTY NONE);
if (VIX OK != err) {
goto abort;}
Vix_ReleaseHandle(jobHandle);
/2. 3 RES AZEXAAA G EAL
jobHandle = VixVM_CopyFileFromHostToGuest(vmHandle,
“D:\\test\\script\\checking01 linux.sh”, // src name
“/home/jsyang/Public/checking01 linux.sh”, // dest name
0, // options
VIX_INVALID HANDLE, // propertyListHandle
NULL, // callbackProc
NULL); // clientData
err = VixJob_Wait(jobHandle, VIX PROPERTY NONE);
if (VIX OK != err){
goto abort;}
Vix_ReleaseHandle(jobHandle);
// 3. A BRES AZEIGAAANA 43
jobHandle = VixVM_RunProgramInGuest(vmHandle,
“/home/jsyang/Public/”,
“checking01 linux.sh”,
0, // options,
VIX_INVALID HANDLE, // propertyListHandle,

NULL, // callbackProc,
NULL); // clientData
err = VixJob_Wait(jobHandle, VIX PROPERTY NONE);
if (VIX OK != err) {
printf(“VIX Error on run program in guest:”);
printf(Vix_GetErrorText(err, NULL));
goto abort;}
else {
printf(“Ran program in guest\n”);
H
/4 BB AHE Z2ELIAAZ BA}
jobHandle = VixVM_CopyFileFromGuestToHost(vmHandle,
“/home/jsyang/Public/result.txt”,
“D:\\test\\results\\result.txt”, // dest name
0, // options
VIX INVALID HANDLE, // propertyListHandle
NULL, // callbackProc
NULL); // clientData
err = VixJob_Wait(jobHandle, VIX PROPERTY_ NONE);
if (VIX OK != err) {
goto abort;
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