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Analysis Scheme on Backup Files of Samsung Smartphone available
in Forensic

Gyuwon Lee" - Hyunuk Hwang™ - Kibom Kim™ - Taejoo Chang™"

ABSTRACT

As various features of the smartphone have been used, a lot of information have been stored in the smartphone, including the user's
personal information. However, a frequent update of the operating system and applications may cause a loss of data and a risk of missing
important personal data. Thus, the importance of data backup is significantly increasing. Many users employ the backup feature to store
their data securely. However, in the point of forensic view these backup files are considered as important objects for investigation when
issued hiding of smartphone or intentional deletion on data of smartphone. Therefore, in this paper we propose a scheme that analyze
structure and restore data for Kies backup files of Samsung smartphone which has the highest share of the smartphone in the world. As
the experimental results, the suggested scheme shows that the varous types of files are analyzed and extracted from those backup files

compared to other tools.
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Table 1. Path of backup file
0s Path
Windows | C:\Documents and Settings\{UserName)\My

XP Documents\samsung\Kies\Backup\ModelName

C:\Users\{ UserName \Documents'\samsung'\Kie
s\Backup\ModelName

Windows
Vista/7




Signature (8 bytes) |Device Information (0S, IMEI,
> File headar
Model number) (96 bytes) | Language (14 bytes)
Metadata information of item 1 (38 bytes)
Area of metadata
information
Mstadata information of item N (38 bytes)
Data of item 1 (Variable)
Area of data
Deta of itam N (Variabls)

Fig. 1. Structure of Kies backup file

Signature (16 bytes)

Starting offset of data area (8 bytes)

Size of data area (8 bytes)

Number of content
files (4 bytes)

Type of data
(2 bytes)

Fig. 2. Structure of metadata information
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Fig. 3. Data structure of item

Size of data(8 bytes)

Data(Variable)

Table 2. Signature information of Item

Item Signature Ete
o B8]75A8C-864C45()698500CC888%EE2E Phone
DC DD F4 76 76 31 41 EF & B0 D8 Al 56 AB ED FF Account
S Planner ED 25 8D DE FF 89 4C 43 86 FA BC AE 9 93 19 5E Schedule
Personal 31 DC 09 40 8E 01 4C B4 91 C4 16 68 01 F8 3F 17 To do
information Messages 04 9B A2 D7 EA 67 4A 23 BA E4 FD 93 10 1F D9 E0
5 Memo IOQFJFLIEDCEEO%AOAQCCFGDdHFCFGO%
Mini diary lAlEF.334EFCE-125F9C57E7323EOBDCAB
Call log 553C6E:3‘1E2&'14A8DBE%B4CCE1A99303
Music &i@CUSFlCUCC-Q(]OGBESdlUB??Q?.DIB:ﬂ
Gt Photos 48 05 6F 23 10 86 4F 53 BB 46 46 8D 64 79 A8 10
Videos CCIQEAGATDF‘Z?:IOIBSCSQEBBGI%TGE?
Miscellaneous content files 69 67 FD 04 11 27 4D 24 91 24 6A C4 §C 5D DE 1A
Aceount Preferences and ringtones 0B FF FE B4 6D 4B 46 8D 83 32 50 87 7A BE 56 75
information and Network settings and bookmarks | 42 F4 12 B8 AC A4 49 F1 8E 92 88 23 E3 18 03 4D
settings Email account information C7 7C 44 B8 7F AD 4A 74 87 31 DC A0 C3 27 B§ FF
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Table 3. Signature information of file type on item

[tem File Type Signature Etc
Contacts VCF 42 45 47 49 4E 3A 56 43 41 52 4 vCard 2.1
S, Planties ves ;3 45 47 49 4E 3A 56 43 41 4C 45 4E 44 41 vCalendar 1.0
Messages PK 50 4B 03 4
S Memo PK 50 4B 03 04
Mini diary PK 50 4B 03 04
Call log PK 50 4B 03 M4
Music MP3, etc 49 44 33, etc ete(M4A,...)
Photos JPG, etc FF D8 FF El 4B D& 45 78 69 66 00 etc(PNG,...)
Videos MP4 00 00 00 I8 66 74 79 70 69 73 6F 6D
Miscellaneous content files PK, etc 50 418 03 (M, etc etc(MP3,...)
Preferences and ringtones PK 50 48 03 04
Network settings and bookmarks PK 50 4B 03 ™
Email account information PK 50 4B 03 4
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Fig. 4. Restoration procedure on Kies backup file
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Fig. 5. Information classification
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Fig. 6& W4l &5 F AgAo) oigh vjeldlols) AnE
Ebdic), Al 24 3 (Signature) ‘0xBS 17 5A 8C 86 4C 45 06
9B 50 0C C8 88 28 EE 2E':= 9HAE o|n|s}a, dolg o
He A2 @ TA(Starting offset of data)e ‘0x04 EA'e|t}.
Hlolel gl 27](Size of data area)t= ‘0x02 3C ES'= 10
AeE st 146664 vlolEo|t), ez e 4
(Number of content files)s= 001, ©o|E] 9] EFI(Tvpe of
data)Z ‘0x00 02'%2 2l o]eje] ARE ofv|sic}

Fig. 72 A=txel gt dloj8 AR E vepdc, A1y
#|(Signature) ‘'0xB8 17 5A 8C 86 4C 45 06 9B 50 0C C8
88 28 EE 2E'= A& 9vldln, dlo|8 e EF)(Type of

Item Signature

Starting offset of data area Size of data area

0070h:
0080h: |
0090h:| 02
00AGh:

DOBOh: |
00COh: 02 00

Number of content files  Type of data

Fig. 6. Metadata information of contact

oM B8 7t5T &4 ANEE ¥y oY 24 71 353

Signature Type of data

2. 2,414 3 .6

04EOh: 00 00 00 00400 00 00 00 00 00 Bi

04FOh: EESE 02

00
0500h: 8E 3C 02 00/ 00 00 00 00 24 00 00 00
oo
00

6 00 00 00

3

00 00 00 00
0510h: BET3C 02 00 00 00 00 00 24 00 00 00 00 00 00
0520h: 4200!500410049“1!908& 5
4

0530h: 41[00 52 00 44 00 0D 00 OA 00 56 00

6 00 43 00
S 00 52 00

Size of data data
Fig. 7. Data of contact

Size of data area

Item Signature Starting offset of data area

0070h: 6 0 1E 00 00 00 # BF-2 . 3 DR 46
0080h: 00 00 00 00 00 00 45 21
0090h: DB 01 00 00 00 00 37 00 00 00 00 00 00 00 00 00
00AOh: 00 00 00 00 00 00 o oo 00 oo ootoo 00 00 0o 00
00BOh: 00 00 00 00 00 00/ 00 00 00 00 00|00 0O 00 00 00

oocon: 00 00 00 00 00 Of 00 00 00 00 OO|DO 00 00 00 00

Number of content files
Fig. 8. Metadata information of photo

Type of data

Signature Type of data

2 3.3 5 6 7 B

04EQh: ou 00 00 00400 00 00 oo 00 00 48)05 6F 23

04F0h: 48 3 E4HS NG 00 00 36 00 00 no
0500h: 9F os na 01 ne no oaco 74 1B 00 00 00 00 0O 00
0510h: SF 05TDB 01 00 00 00 00 74 1B 00 00 37 00 00 00
0520n:| 89 SO{4E 47 0D O 1A OA 00 00 00 OD 49 48 44 52
0530n: 00 00/03 10 00 00 04 68 08 06 00 00 00 95 2F 32

Size of data data
Fig. 9. Data of photo

data)& '0x00 022 Zel= o]9]e] ARE ovsiu o]
2] 27](Size of data)i= ‘0x02 3C S8E'® 10731452 $Akshd
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data)& ‘Ox00 00’2 Fgl= ARG ou|ste, do]E 2
27](Size of data)= ‘0x01 DB 05 9F= 1055 &ta)
31,131,039 vjo]Eo|th o€ (Data)i= PNG #H¥& 4
et

Fig. 10& wig] 3% 2 oju|d #|Hel] oig vletdolH
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2ol = 5392 4(Number of content files) 00]iL, dlo]g]
o] EF)(Type of data)& ‘'0x00 022 Fgl= o|ge] AWE
9| u] gt}

ltem Signature Starting offset of data area Size of data area

\ l L

[ p3l2 3 ¢ 5 &li2 8 5 2 C
0070n: 61 OOLIE 00 00 00 GALHC 44 4R 74 8% 31
0080h: EA 04 00 00 00 00 00 00 1E 0S
0090h: 00 00 00 00 00 00 00 00 00 00 02 00 00 00 00 00
00aOh: 00 00 00 00 00 00 od' 0o 00 00 00700 00 00 00 00
00BOR: 00 00 00 00 00 00 GO 00 00 00 00|00 00 00 00 00
00CoR: 00 00 00 00 00 00 H0 00 0D 00 00|00 00 00 00 00

Number of content files  Type of data

Fig. 10. Metadata information of email account

Fig. 11& o|vld AAd g dojd HARE viehdr
A 14 # (Signature) ‘0xC7 7C 44 B8 7F AD 4A 74 87 31
DC A0 C3 27 B6 FF'& olvld AL 91ﬂ13}1, i) € 2]
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o)m sk, dlo]Ele] =7](Size of data) ‘0x04 C8'E 107
F2 @48 1224 violEolt}, dloJE|(Data)e PK ¢l
& vepdith

Signature

Type of data

Size of data data
Fig. 11. Data of email account
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X-DIRTY:0
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END:VCARD

Fig. 12. Contacts
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Fig. 13. Photos
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Fig. 14. Email account
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Table 4. The comparison of Kies backup file extraction

[tem Armomurha Andreas Suggest
Contacts 0 0 0
S Planner : 0
Messages > = O
S Memo - - 0
Mini diary 0
Call log 0
Music = 0 (0]
Photos ~ O 0
Videos - 0] 0
Miscellaneous ) o o
content files
Preferences and B R 0
ringtones
Network settings B 0
and bookmarks
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