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An Effective Method for Comparing Control Flow Graphs through
Edge Extension

Hyun-il Lim"

ABSTRACT

In this paper, we present an effective method for comparing control flow graphs which represent static structures of binary programs.
To compare control flow graphs, we measure similarities by comparing instructions and syntactic information contained in basic blocks. In
addition, we also consider similarities of edges, which represent control flows between basic blocks, by edge extension. Based on the
comparison results of basic blocks and edges., we match most similar basic blocks in two control flow graphs, and then calculate the
similarity between control flow graphs. We evaluate the proposed edge extension method in real world Java programs with respect to
structural similarities of their control flow graphs. To compare the performance of the proposed method, we also performed experiments
with a previous structural comparison for control flow graphs. From the experimental results, the proposed method is evaluated to have
enough distinction ahility between control flow graphs which have different structural characteristics. Although the method takes more
time than previous method, it is evaluated to be more resilient than previous method in comparing control flow graphs which have similar
structural characteristics. Control flow graph can be effectively used in program analvsis and understanding, and the proposed method is
expected to be applied to various areas, such as code optimization, detection of similar code, and detection of code plagiarism.
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Fig. 1. An example of comparing basic blocks A and B
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Table 1. Matching basic blocks of two control flow graphs by
considering similarities

A B C D E
W 0.8 0.3 03 04 01
X 06 0.6 0.7 05 05
¥ 0.4 0.9 05 0.8 03
Z 0.5 0.7 0.6 0.3 0.9
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Table 2. The information of control flow graphs of benchmark programs
Control flow graphs
Brogris dab‘;;g] . . # of edges # of basic blocks

Avg, min max Avg. min max
Apache Derbyv 1,436 140 120.0 40 449 9.5 B2
Meckoi SQL DB 617 40 1315 41 590 1126 503
SmallSQL DB 164 17 1276 4] 412 135.3 40 506
Sum 2217 197 1223 40 590 91.0 40 506
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Table 3. Experimental results of comparisons between CFGs of

different programs
Edge extension L‘?Jr?p?nu:gi
Avg. similarity 11.1% 0.8%
Min. similarity 0.0% 0.0%
Max similarity 100.0% 89.4%
# of comparisons 19,306 19,306
Time (sec) 6,155s 9598
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Fig. 2. Similarity distribution ratios for CFGs with different
structures
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Table 4. Experimental results of comparisons between CFGs
with similar structures(Smokescreen and ZKM)
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Fig. 3. Similarity distribution ratios for CFGs with similar
structures (Smokescreen)
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Fig. 4. Similarity distribution ratios for CFGs with similar
structures (ZKM)
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