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A Study on Countermeasures against Messenger Phishing using
ARIT Technique

Sung Kyu Cho' - Jun Moon Seog™

ABSTRACT

With the rapid development of IT technologies, many people talk to each other in real time on-line using messenger or use the
messenger to share files for work. However, using this convenience, phishing crimes occur: e.g. demanding money, and if a criminal uses
a bypassing technique like proxy in order to hide the IP address the criminal has used to log on, it is in fact, difficult to find the
criminal’s real TP address. This paper will propose a plan to measure against messenger phishing that may occur in advance by collecting
the IP address with which a user has used in a dual channel mode and the real TP address obtained by ARIT Agent using ARIT

technique, going through a separate identification process and deciding whether the user has accessed in a normal method.
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Fig. 1. General messenger access structure
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Fig. 2. Checking accessor location
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Regex regex = new
Regex(@"(\d{1,2H1\d\dI2[0-4]\dI25[0-5]\.(\d{ 1,2} [ 1\d\dI2[0-4]\
dI25[0-5D\.(\d{1,2}11\d\dI2[0-41\dI25[0-5D\. (\d (1, 2H1\d\dI2[0-4T\
dI25[0-5D%");

foreach (System.Net.IPAddress ip in
System.Net.Dns.GetHostEntry(System.Net.Dns.GetHostName( )
).AddressList)

{

if (regex.IsMatch(ip. ToString()))

{

return ip. ToString();

Fig. 3. IP address extracting algorithm
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Fig. 6. Messenger access using a proxy server

Fig. 5. Application Architecture
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Fig. 7. DB breakdown of the results of connections to which
ARIT is not applied
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ARIT is applied
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44 1P 9% 7| u|m

AaAe] A4 A ufgoz 7]&Ed e} e diE
A<l IP 954 7|3l Backscatter, Link-testing traceback
o] 54 % 33} ARIT 7|79 v E &3 ARIT 7|¥
o] S4Ad dis] AHREE g}

Table 19] 7]&3% ZAA¥, ARIT 7|H& o]4& A% 7
Eo] W2 g 03] BUaF A9 A4 & 5+ o,

FTAR FiE R Azl A PFAE B&FHo2 ¢
£ F Y= AL A2 o

T3 @A HEHeg ALLEHI Qe voEL HAlA
BE AHEAA A4 A AEAME B 98 22
ololt]2 FAl AL A thFHE €9 7%, Ws Sdiwe
ol olF Mol 77, 543 FHE E771 dig] 3
g A4S A3 AR A4 4 Aasr] 715 F% Adsta
ek AT o9} £ vlo|EZ Y AX 7T T4
A7 Apalel #H4 IPFAE Y] 9 F3E AEde
AL gA38A %‘-EPEE’:. ]-i‘*"il Hlo|EE Fo wAlAoA
W4 A3 7% g & =M AAsE 7

A Yshe=



A F2

Backscatter

Table 1. Comparison of IP traceback techniaues[9, 10]

$# Spoofing® A& 2H5-E7} Drop¥ 7%, ICMP unreachable |71 & 79| ¥
2 | 2z o=z wuA =vl, ICMP unreachable WAlA= Ao WHsA EAAA HEHAA
A (Backscatter) €1tk o] # thit2 IP 9%& Shinkhole VIEHAZ ARt tiit2 MEHAC]
A 2 AUAAE Fohdfied €4 F U

ARIT 7I1¥E OIS HINH WA CHSYoto| st 47 229

o gL

- Sinkhole 2H¥E & 7bs @ FEE Ui EE Husor §
- $EA EGYE MH2 AR d3E AL ¢ S

o it

Hop-by-Hop ©$12 ZFatE 7|'Yolr}. Link Testing 7142 A EA81 e Z2EFE
S8t THE F glen 7z #SEoA P2E FAE §F wjFle] oW Az {A=EU
=4 AR o yF FRE 54 FHA2EEH TF dAAA T4 AAE ARGt

Link-testing traceback
- BE Az A da

o

- FA ARl xgEE BE AHY AAHISP)Y ¥ 98
< 9FHo] Bus AF7A FFHo] clojAot #

oz qr 4o

- ofle] A2 o Al H3le] 2Ud 299 PFAE ¢ 7 UE
- B iR HEQR EQYL FUHA BF

< ISP ¥ =, 7 o] & Fo] Ha= 484

- ddo] BojAE FHAY IP F4E HRY F U

TES ¥ He¥dd F o a&Fez EYAQ A
F4 ¥ djgo] 7hsdte A Folh

5d B

HAAE o] 4% HY Fol LAY AL, AHSA HS
B IP F2UE FEIAY do|HEE T AHEA FFH
o H8d IP F2UE FE3E PHo2E A2 P
FA2E 9F4dx: 2UAE FE F U BT EL B
& IP F28 45733 2UAE 2ed dE {9 P F&
2 gU€E et 87 dEd BHAE AAE o
£ ARl

AR 2 =EolAM AgE ARIT 712 2 Ad ¥y
2 AR A A& P F28 £007] A8 3714
& |83 %= Real IP F4F F&3 Aol HA4E F &
oAz A4S FAste o] §AENA A vAAE dF
o2, 4] F9 HE A B¥AE + A 7
& A= Ao 7453

dngEd

[11 Kyu-Sung Ahn, Jin-Ku Chey, “The proposal of access
blocking methods in messenger”, Paper Collection of the
Korea Information Science Society, Vol.37, No.l, pp.94-96,
2010.

[2] JuHyun Kim, YoungJae Maeng, DaeHun Nyang, KyungHee
Lee, "Cognitive Approach to Anti-Phishing and Anti-
Pharming”, The Korea Institute of Information Security and

Cryptology, Vol.19, No.l, pp.113-124, 2009.

[3] TaeWon Kim, Messenger phishing occured 3.7 times a
day[Internet], http://ktw.orkr/contents/bbs/board.php? bo_
table=AOA&wr_id=492.

[4] Geum-wuk Seo, “Messenger Structure Design using WCE”",
Micro Software, pp.320-326, 2007.

[5] Shin-Beom Kang, Sang-Jin Lee, Jongin Lim, "A Study on
the Criminal Threat and Privacy Protection with a Proxy
Service”, Vol.22, No.2, pp.317-326, 2012.

[6] Ji-won Gang, “IP Back-tracking Model using improved BPbT
Technique”, Doctoral Dissertation in Kyonggi University,
2012.

[7] Yoeung-Jun Yoon, Kyoung-Hwan Pyo, Seung-Soo Sin,
Kun-Hee Han, “Desing of Messenger for Secure
Communication between Users”, Spring Symposium Paper
Collection of the Korea Academia-Industrial Cooperation
Society, Vol.1, pp.81-84, 2010.

[8] Bo-go Jung, Gwang-soo Rhee, “A Design and Implementation
of Secure Instant Messenger”, Journal of the Information
Processing Society of Korea, Vol.8, pp.213-220, 2001.

[9] Byung-yun Park, “Even Correlation Analysis with Traceback
for Network Security”, Doctoral Dissertation in Kongju
University, 2010.

[10] Tae-soo Kim, “A Study on Design Analysis System for
Analyzing DDoS Attack and IP Traceback on All-IP
Network”, Masteral Dissertation in Hanshin University, 2010.

KIPS Tr. Comp. and Comm. Sys.



230 BEMESZ=ER/EFE H S48 ANAHY H2H H535(2013. 5)

=N 7
e-mail : flashbit@naver.com
1998'd A FHFe Fehah(3tA)
2002 AUt HFe (A A
20061 ~8 Al AR 755 33

e A

e-mail : mjun@ssu.ac.kr

1981 A& e ahEA}
19863 University of Maryland H2FHA AL
1989 University of Maryland %4k}

uba} 3} 7 (Ph. D.)
Al Eok: HESA Kk AN 19894 Morgan State University
gz} QF Adrgtal zag

1919 ~3 A gddistn FFe ey Jas
VAEF: ARRT, Aol AR IAY, Gt





