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An Android Birthmark based on API k-gram
Heewan Park’

ABSTRACT

A software birthmark means inherent characteristics that can be used to identify a program. Because the software birthmark is difficult
to remove by simple program transformation, it can be used to detect code theft. In this paper, we propose a birthmark technique based
on APl k-gram of Android applications. Android SDK provides various libraries that help programmers to develop application easily. In
(x'dm‘tﬁuSeAndmidSDK.WehavetouseAPIn‘neﬂmdcalls.’l‘heAPIcalJinsmlcﬁmsarehardmbereplacedormv&soﬂmycau
be a inherent characteristics of an application. To show the effectiveness of the proposed birthmark, we compared it with previous
birthmarks and evaluated it with open source applications. From the experiments, we verified that the credibility and resilience of our
birthmark is higher than previous birthmarks.
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3.1 APl k-gram
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Definition 1. API k-gram(C)
API k-gram(C) = {(<API;, API,, ... APLiy1>
|1 <i < nk+l)

: invoke-direct android/content/ContentValues/<init>()V

: invoke-static java/lang/System/current TimeMillis()]

: invoke-static java/lang/Long/valueOf( J)Ljava/lang/Long;

: invoke-virtual java/lang/String/length()I

. invoke-virtual android/content/Intent/getData()Landroid/
net/Uri:

Fig. 1. An example of APl method call
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¢ invoke-direct android/content/ContentValues/<init>()V
. invoke-static java/lang/System/current TimeMillis()]
. invoke-static java/lang/Long/valueOf(])Ljava/lang/Long:

- invoke-static java/lang/System/current TimeMillis()]
¢ invoke-static java/lang/Long/valueOf(J)Ljava/lang/Long;
: invoke-virtual java/lang/String/length()1

¢ invoke-static java/lang/Long/valueOf(])Ljava/lang/Long;
invoke-virtual java/lang/String/length()I

¢ invoke-virtual android/content/Intent/getData()Landroid/
net/Uri:
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Fig. 2. An example of APl 3-gram of Fig. 1.
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Definition 2. Similarity(A,B)

Similarity [API k-gram(A)| (1| API k-gram(B)|)
(A.B) min( | API k-gram(A)|,|API k-gram(B)|)
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Fig. 3. APl k-gram birthmark system
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Table 1. The credibility evaluation result of different classes

FALE W9 Tamada k-gram API k-gram
[0.0, 0.2) 161 46 351
(02, 0.4) 251 185 99
[0.4, 0.6) 44 221 14
[06, 0.8) 8 13 1
[0.8, 1.0) 0

1.0 1
vl 234
e | ® | #
Ha 0.26 0.38 0.14
#EHA 0.12 0.13 0.10
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Table 2. The resilience evaluation result of same classes
after Proguard obfuscation

FALE 9] Tamada k-gram API k-gram
[0.0, 0.2) 0 0 0
[0.2, 0.4) 0 0 0
[0.4, 06) 3 0 0
[06, 0.8) 12 1 0
[08, 1.0) 5 13 5]
1.0 11 17 26
A 31 31 31
B3t 0.83 0.98 099
FFHa 0.16 0.05 0.03
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