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An Efficient Secure Routing Protocol Based on
Token Escrow Tree for Wireless Ad Hoc Networks

Lee Jae Sik" - Kim Sung Chun"

ABSTRACT

Routing protocol in ad hoc mobile networking has been an active research area in recent years. However, the environments of ad hoc
network tend to have vulnerable points from attacks, because ad hoc mobile network is a kind of wireless network without centralized
authentication or fixed network infrastructure such as base stations, Also, existing routing protocols that are effective in a wired network
become inapplicable in ad hoc mobile networks. To address these issues, several secure routing protocols have been proposed: SAODV and
SRPTES. Even though our protocols are intensified security of networks than existing protocols, they can not deal fluidly with frequent
changing of wireless environment. Moreover, demerits in energy efficiency are detected because they concentrated only safety routing. In
this paper, we propose an energy efficient secure routing protocol for various ad hoc mobile environment. First of all, we provide that the
nodes distribute security information to reliable nodes for secure routing. The nodes constitute tree-structured with around nodes for token
escrow, this action will protect invasion of malicious node through hiding security information. Next, we propose multi-path routing based
security level for protection from dropping attack of malicious node, then networks will prevent data from unexpected packet loss. As a
result, this algorithm enhances packet delivery ratio in network environment which has some malicious nodes, and a life time of entire
network is extended through consuming energy evenly,
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Fig. 1. Message Handshake for Constructing TES
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Fig. 4. Complete Token Escrow Tree

cg Eagc £F Tree? Zol(Depth)& 2& A& 3}e]
Eg] TAd dig FEg A GuE Foluzt st o
A wake] RE Fo] dhEll Tree7t ¢4E F 2 AW
w2 298 93] Tree?l Root 4= Child k=0 A 3T
Treed] Leaf =29 7|58 4&Fo] Tree 74 =5 EF
7} Leaf =29 /+& LA ¥t} o]& T8 Treeodl 4
BE 258 (4 Dol veld #3E& FAM Leaf =E9
Mol whel Apale] wol AWE Token ©92 Vi &
23 Tokend Tree 72§ e} 77}9] Leaf =E=F°0A 3t
U4 Agel €k (4 1A Le TreeE T3 Leaf
w29 % ne Token(Tk)& Y7l A8 Yoo ¥FelA
9k Threshold Secret Sharing 71'#el whg} LE.t} #ofsic},
7tzbo] o]zl Token(Tki)2 TTL(Time to Live) @&
A3 Qlew, 7t =28 7t RUHPE T o] fl
A9 TTL #& %7181 o|& F3l Token 74 @79 3
48 Ax 2oE 7 Utk

L
Tk=Y,Tk;(mod n) (1
i=1

2) Az 44L& 9% Hash Function #-&

Az 44 dAAME 71Ee SRPTES 71¥3 4%
e #4 dnFL ALk dolH F4U& snA
dh= wE7} Tree T2& F3te] AH4le] Tokend 25 W
o} flefe] Seed WS MAF F T =i RREQE AF
a7 €k o] ul Seed & 34 FE T WIE A
TACS RREQel @7 A+ ®rh. RREQE & T
EYEES A2 kES vlRAVMAR Treed weh Al

Tokens ®oit §FA7Z A9 Seed 7t& #4138t RREQ
of F7ate] A48 A Aot olgd FY& AX BEHA w
Eof =3¢ RREQE Fig. 5914 & # six%el, g 4=
o % xc89 TAC AR AFE TAC A &
T334 ®ch RREQ7F A48 ¥ 247 k=t #9 3
o] wi} RREPE 42 x==2 A4ebA ¥k RREPE ¥
& 22 xEE dlolH AL AFIEA G wiFlel] #
A9 Seedtel YEL BN AL € FIH ==F
YA 2z nfA7FX R A ] SeedhE obF-d W
glo] dlo]E el Frisle] AEFol olFA HHA
=7A =35 doje 7l Seed @l AU A
5 a1, RREQE &3] Ag¥ TAC 491z dojg #Hzl& &
8 Aegl Seed AL F 714 ARE AAEA €l

Fig. 5. Comparre between Seed Chain and TAC Chain

olF 244 wEt Fig 5% o] dolg ARE F3
AYH Seed AL A4 B4E Bo) ABATIL AP A
sle] W&o RREQE %4l A2¥ TAC A9l g} ge
A ojdg AvRo) uef Seed A21e) W Zst TAC A
o9 gto] Bk sy A2E EW dolE AAL of
74 92 Wz glo) A4HoR AYsAty BUE &
ola, wef uldo] ths vehdud F7 Azl ot
9 xEsl EAE £ JoE Bee WY 5 gdonz Y
A2 AgeA 27 dENL A6 e wEit E
Adchs Ax WANE B4, F9 s s 2UHY
dhol ote)AQl wEE Fohd F YT Bk,

3.2 Multipath Routing Protocol

7|Ee] F4 o= & Y EFAAH AMEEY AODVE
#e 7lHES 7} A& Hd ARg HYsia 94
Azg 4Aste AFo] Uk A ol AR AL
oto]#el wE7} AAH xE9 AXY 3L Aot
olf] AL 7EsAY Dropping 34& Fdg= 4+ H
olg] #jZ1e] Apo| ABHOR o|Fo|XA| Yol AHIFH
B oA 242 E Aol st A7l A7 ol & WAE
7] gate] B =FoME oF A2E F3 dol" #3lol
A4 ow A$HA S AF A9 J2E Q93 A
oz dolg Ao AA NS AP Folx Z
e oA g Hog E&How ALEsaat sl

1) Tree Security Level 2%
HOMY S A t}FE ARE AAE /FS F 74 #



24 = = WEKINAM 22 S T2 Token Escrow E2| 7|8tel SEXQ2 2IfE ZE2EE 150

o Az Hel YWE 7juto g Fr) olE AN 4 »=
EEL A9 Het #WE Ao} Fr} B =FolA
£ uF A2E AEy] 9% Het #'8-S Token Escrow
Treeo] Leaf =9 7|42 4AT AL AU} § BL
o]l LERNE QES We LTl 4o Lo L CRHE
O1F& W xENT HoF #Wo] o ¥A AAd Fig
62 Ye7t B2 A9 Treeo] B¢ #Hwo] HjHoz A
o] w7} o] B Trees| HSF Myt A AAEH
£

——

Fig. 6. Setting Security Level depend on Node Numbers

2) Security Level 7|4+ Multipath Routing

0s 2425 4457 A8 RREQ7F A%€ o) 22 =
Ef XA xE, Seed #% W3S TAC 7 59 718 A
Bol| F7t= 219 B #ue # A5 EAA =
=ojA= A WA RREQ7F =3¢ & nlz &3 42€ %
8 RREPE &3 94i 944 AtEst g2 22§ 54l
E28kE 7149 RREQ7F =3tske AL 7|gic, o
A2E B¢ RREQ7} =3¢ ¥ H4A = 3A &
i 2 A 7HA ] 7]Eol o3 ¥FHE ZE2E F3 RREP
& dAFsh "k

O F 5942 223 Hd 3=

@ & 79 @70 Bt P 3 nL F=

@ Bt ks 3¢ /M = M BAE

AR

ol¥ Z4zte] FRE AWEy A3 & =EAME OF
of #4& F T d2E Adstnz @ d9H w
Hilat §F 58 SAlol e @ F2E Fohuiz] sty
(4 2)9} 22 AtE T3 H2E 9o,

E(SL) 1

aer) Fax Hopoouri | @

P =argmax,. [(1—a) x

(4] 2)94 R RREQ7} ¥ ARe »= HAFS o
Ehla ESLDE i 429 74 wto i@ Bt s
of 7p gEe] el S(SL)E AR w=d g 8
ob elde] BF Watolct, wob #wle] Yidal ole} %
T Gz 1§ olfs ARE olFE =5 F 2
kEgo] B do] €53 w1 dAAEA o] e
SE7F EASE A & HAAQ AR et dd A
< EAT A wEV} e AE sy $1§ol
th. % Hopeount:® ZA2E AU §F 4 281 as §

ok Heh Hdel sbEAE ZAAIHY] ¥ WFEA 0
<a<le ¥9E /M af #el 19 B¥E & 47
M AL Hd AZE ©°] H, af #o] 02 Y U
(4 3)3 o] FAsY ol 42 Mt o] =
< Z29 QW Z2E AAsE 740 €tk

P = argmax.eg[——ﬂsw 3)

a(SL,)

Al 7l A2E B8 A2 xto =&3§ RREPE A2
o] o3 Mz uludgo] €k Z}zke] RREPY] @371
244 o gj¥ Anrl FYF 25 4 RREP7 AF
e F FF A o3 HHA AR WEREHA @Eokts
oot shel 7HE &2 HdD A2 A A HF2E F3H
Holg] #zL A4k wef Ad ARE T =3}%
RREPS} B¢t @lwle mjgt vzl F 229 RREP7} &
AA s Afols F 79 B HUE 25 nd Y=
& &9 dold RS AFFch EF A ARE T =
Zg RREPS 3% xtof digh AR HE o & 7
T 22 k2 (4 32 T8 AMdE 2 dde] M =
S xEE Q24 JRE dolg HAL A5e)

agla ote]AHQl wx=eof o Heo|g Dropping 34&
WAB7] sl A Aol A FelE HHA o g
olg] #zle] MEHA BE A S Fig. THY FHX =t
A 7l A2 25§ B3 delg #3E ¥x] Efes A
< %= o8] v]A]#] DERRE H&gch DERR YA A&
AFWE 22 wEE A4lo] dolg HAE A4dd 4=
Hoh wokyo] § @A & ZFRE Fod Holg AANL
AEstn 7]Ee] dolg #H7le A+ F2E |

—(2) 22
..... @) 2z

Malicious
° L=

= DERR

"0-0---..
3 Data
I Packet

L
,..--—-MO"’
e

0 o]

Fig. 7. Request Repeat Process of DERR and Data Packet

KIPS Tr. Comp. and Comm. Sys.



160 EEM2IF3=2Xl/HFE

4. NE3|0|Md

47| A= GloMoSim 2.03

H S AL H2A M4=(2013. 4)

A& OB & o] &3te] & =

HolA AgEle 71Me] A% "rE £k F4 ds F
HES A AlE# o4& GloMoSim Ver 2032 AODV4

=

o A3

41 85 go} 22

& 7]wter ARgEgla, At He 2

228 T4

Table 1. Mobile Ad-Hoc Networks Environment
for Simulation

MAC Protocol Mac / 802.11
Traffic Pattern CBR
Size of data packet 70 Bytes
Interface queue type Drop-Tail, Priority Queue
Initial Energy 10 ]
Mobility Model Random Waypoint
a Value 0, 05, 1

Table 2, Simulation Field Environment

Simulation Area 1500m X 1500m
Number of Nodes 50, 100, 150, -~ , 400
Simulation Time 100 seconds
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