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An Improved Side Channel Attack Using Event Information of Subtraction

Jong-Yeon Park' - Dong-Guk Han' - Okyeon Yi"™" - Jung-Nyeo Kim™""

ABSTRACT

RSA-CRT is a widely used algorithm that provides high performance implementation of the RSA-signature algorithm. Many previous
studies on each operation step have been published to verify the physical leakages of RSA-CRT when used in smart devices, This paper
proposes SAED (subtraction algorithm analysis on equidistant data), which extracts sensitive information using the event information of
the subtraction operation in a reduction algorithm. SAED is an attack method that uses algorithm-dependent power signal changes. An
adversary can extract a key using differential power analysis (DPA) of the subtraction operation. This paper indicates the theoretical
rationality of SAED, and shows that its results are better than those of other methods, According to our experiments, only 236 power
traces are sufficient to acquire one block of data, We verify that this method is more efficient than those proposed in previously published
studies.

Keywords : RSA-CRT, Side Channel Attack, Equidistant Message Power Analysis, CPA(Correlation Power Analysis)
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Table 1. Computation of v,

Uis Xo Xi X2 Xz Xi

Uip 0 255 | B4 | 253 -1 mod 256
vis 1 0 255 | 23 - 1) mod 256
Ui 2 1 0 255 ( 2 -Umod 256

252 | (255 - D)mod 256

i

vz || 255 | 254

Table 1& & ulolEQ] r& F3317] A& v F4%
He FAHoz HAFy, wief ro] stAl FFo| dHd,
v PsolEE rikel YehE FItelA 9 CPARY S
B3l #ol ¥ = & Folth Table 2& v,;9 FBSoE
A4F @ he FAHOE BoFE,

Table 2. v,rbased 8 bit Hamming weight = hy;

h,.'_,' Xo X X2 X3 e X

hio 0 8 7 7 HWfv,0)
hiy 1 0 8 7 HWilv, 1)
h_ 1 1 0 8 HW( U.,I:’)
hizss 8 7 7 6 HW( U,Z’i’))

F oA vlolERE A FUT 4 TN # hyE
FYsA ol gt AT 9 HEY AL d2A F
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& Fsts A& d2d Fol #¥ & FHsok I

x - i(256) modp=r - i(256)* (2)

(&, i(256)'< p oW, k= H39 vlo|ENE BF &4
t} & Eo k7} 0ol FTAAE FH3}S] vlo]EE E4d
= Zeltl) =, ulo]lE 997 ARHE r& BT A&
HlolE g2 FozM EAo {}“?‘sﬂﬂﬂr 8HE ¢Aitol
Aol deole &8¢ o 1AL d2A FE HY HES
g grez zHA HW A9 uo|ER 7 AREH.
%3 Equation (2)& r>i(256)7F A ydchs zslelA 4
AHEE, (2567 BHEEA gow r<u256)Q) t7h E
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A8k, Equation (3)ol Sl8) ¥R 24 p7h A4 7P,
4714 2= kedA wtolE7kA FAATE R rgkeld p, g

= RSAZ e Fe] F 7o vW4s gholth
p = GCD(xy - Fy - ((256), pq) (3)
p=GCDx - r, pg) (4)
gkek FAATL r& A4 Wk 74P, Equation (4)
o] HdFAFE Astsld P 445 pg FE Ao] 75E
o, vy &4 pE FFowl RSAL HY AFE A A
4 9lth. &, CRT9 r=xmodpite] 2% ti= AL RSAY
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3.1 SAED2} MRED&4 ¥Tz|Feo| xlo|X

el 1@ MRED(w W4 byte)

INPUT : 53,5, t708] §3+4 ol 9¢ 48 g G,

OUTPUT : ro] vH# wle]E g

Step I For j from 0 to 256
Step 1.1 set h=1HW(i
Step 1.2 r=riC, , h)
Step 1.3 If j=0 then key=0, rin=r;

Otherwise;  If rve<r; then, ri=jre=r
Step 2 Return r,

- Jmod256[i=1,2,-+ ¢}

22| F 20 SAED(w HA byte)
INPUT : sp, s8] S342 Hiof o3 a4 A% ¢
OUTPUT : Yz ro| v# dlo]E the| H=
Step 1 For j from 0 to 255

Step 11 set n={li - jImod256]j=1,2, - ¢t}

Step 1.2 r=r(C, |, ny)

Step 1.3 If j=0 then  kev=0, rin=r;

Otherwise: if rum<r; then, ri=j,rwy=r;

Step 2 Return r,
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ojEjel °]E3dte] el AYS BAsE 2o o7 o
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tdlolE Y EAH, Penoise

(Pyp : QAYE AY, Pows
A2} 0|2, Penst © A )

A AHEA L F dolHE F339 B4sn
&, Equation (5)% 29| Puy o 574 oJE3}v, dutxo
2 Py = AP ES} vlE et FrHdidn deA ok
31t ol F Y 7S FYY Al FUYF Ao
EAgG & o 7bsd 4 dygeld, gL w&ddy
YL FUY Ailo] WA = BHE Oi%ﬂﬂr[]ﬁl

shAgt WAdHoE & il T4 AL SPAR
4 71e 438 odd wekd fele Equation (6)
3 2e HY 2dg 7Yoo 2 SPA7} ojd CPARYE #
43

Protar=Peot Provatnoiset Poonst (6)

rrJ : }‘]'%i BL*&E')“ -"I'%é} ﬁ@h P:ma}.mu'se : ﬁiﬂ 5:‘0}3-,
an'r : 751 g}:)

A dEe dYe mopol 49 e Fr owE

AR 7juke] HMH AN F(Event Occurrence based Power
signal)9} dlo]El e} Aite] oEg MHE T§E AA o
2 aga 45 goR dAEda e #yeid o
& Ato] AT o= dlojEo] &g HY & 2
g A4E2 A JeEr] wffolr)

33 SAEDEMO|E

FaEF 3 A i du
INPUT :
positive integers x = O, xnXods,  p=(py, -,
n=r=1, p#0.
OUTPUT : the quotient g = (gur,~qn.qo)s and remainder
r=(ry, - rrp)s such that x=gp+r, 0<r<p
Step 1 For j  from 0 to (n-t) do : g < 0
Step 2 while(x* pb™") do the following :
Gnt * Qe td, X — x - Pb""
Step 3 For i from n down to (t+1) do the following
Step 31 If x=p, then set ¢ ;1<h-1;
Otherwise set g, «— | (xbex; /p,) |
Step 3.2 While (g ¢-1(pbtpe- 1) > xb5+x; ibtx; »)
do ! grr1egir -1
Step 33 x < x-qpr b

Di.pe)y With

Step 34 1f x < 0 then set x— x+ph'*!
and Gir1egi -1
Step 4. r — x

Step 5. Return (g,r)
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= oAlE step33e] A Aabolrt x — x-gphE
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(r-i+pxg=x -i (7)

S (r-i)+p+tlg-1)*xp=x-i

% g7t A3 Jdoka & F & olfe §449 ¥
& Hol dFE FA @7 wiolch Kol w3 ufe
HAAHS B oS3 #Zt) Equation (7)2 Equation (1)&
3 UnAz A2g £2eln, He S vlelE FH oA <]
%ol golA g-I= H3AFAE wol ddE HoEr (r-
ipe Yo sjgsie, H3 deA] AelelA yeRE=
W 4 peh Zelol & (r-)+p<p7t A @l gt
weba] Fo] upH) s E r7b REHE §, iv £
A dg 985 0F FUEER, A4S A% 5349 ¥
g7F rinh 7o ) dubEQl RSA-CRTY e FollA
A re] A7) 5126 E, 10240 ES o] F& AMEHEE F
39l HlolE FAoAM e H& WS S 53 FE
g 2eke A4S ¢ F Uk oJAE FAE A
£4 51y 271§ doAMEE Heel HolE FA94 9 &
= 54 8% 3444 ngdgn & F Ak

(r-i(256)Y) + qxp = x - ((256) (&)
& (r-i{(2596)+p+g-1) x p = x - i(256)*

s}l vlolEQl A4 H& WeAF)7] S8l B I
F7b AAT, 49 ol ’-3— FAY gt dad fyd57)
ZolEt}, A A9 vlolEE A & wo F& WA
71 #Hgo] AAHQ FEAA AAHER FUHoF I
Equation (8)& Equation ()& 4§ vlolE F77# 4
g Zolct, B3 vex] Relo] & r-i(256)+p<p7t A
glojo} &0, r<i(256)7t WEEE 714 @7t TR FAE
t}. & Sof, 512HE r& 22 o K& ¥sAT7] fE
38 F& PRAR Adsd, HF e RYFE HE
AN 4 AE A4S vo|EE Fera Hgsd 29
o Syvtozw £ WHAIIAY, 49 HolES B 2
ol AFE uis} go| AFEAPL 7HsE2E FAE &
o] H49 Bar} gick. Wb SAEDEHNA & q= &
Fea 28 Ud F Aok

2o| mAALA x « x-g.pb A #Ee F qpb
BEL A4 gol7] wEel, vixEh wAClAe] x-

Gph'te x-cE 9wdA B8 sbesich "esid,
r=xmodp¥i4tel daElF 39 r& Aikels viAe dAg}
step339] x «— x-qipb™'® BHEIVSEI, g9 ipt7h
AAHOIBR rey-c 2 GESHA RE 7wk
r=xmodp@4te] vpA|uke A= cof] o3 WA olilo|ny B
woAe £ Ex7) 5l d4bolch

AT 4 &+ 0
INPUT : positive integers u and ¢, each having n+l base
b digits, with u=c
OUTPUT : u - ¢ radix 256 representation.
Step I BR=10
Step 1.1 For | from 0 to n do the following
Step 1.2 ri = (g - ¢+ BR) mod 256
Step 1.3 Iflu, - ¢ + BR) = 0 then BR=0;
otherwise BR= -1

step 2 Return((ry,rpye,r1.r0))

r=u-cg& 487 Yo 44 dueFs d4uey ¢
28 F 49 2om18], SAEDE dlUsIelE At flel rat
< dFsfor ot

Sl F 49 step22A (u; -¢+BR)=0% A-¢¢, 1%

A e ZA%o] wWakA saEo] YeRe 3249 dYud
o wed. gebd 7 gkol ols) Hae) Fol7t was]
g#ol FARE CPA¥AS & 4 Utk 282 343
ol oJalA =9 r ghol wekd BRol wAsE S %
QoA e B3e TR 2 £ Aow, FAAE 78
sopy 4 9lr},

347 U2 53| 98t HEHel B
FAA7} 2 @ bl ¥ rgn F4, 2 A

del7]) 9% volEuNsl B Qe ey -colth O

291 2 @) BR WA Aol BUAE BelRT

A 1)

(Borrow(BR)3} Carry(CR)®] &4 HAA 54)

a b ¢ DAE WA g-c=b9 ¥ £F AN
Borrowgke] w45, OAE 54 a=b+cdl FEF EF
Aol A Carry7h 24 223 1 45 AU,

%4) a-c=b9 i % A2kl 4] Borrow7} WA grha
7HAdsa Askel = Axtolz} Folm Yurye A
goo ao—cn=bgm0d2:jﬁ—-] A4kg Az 22k Borrow7}
A gomR a<ceol™ ararh - 2068t ¥ F gtk 2

o)ui gyt26=bptqel 22 B4 At HCarry7t 2
$-_lt'+ Ado7 grEberqolA Carry7t 24 7HA3AL
2 ay256=bg+qp®1th. ay - by*256=co°l 3L, <2560 22 a -
byt256<2560Itt, &, - b0tk & ag- hyAAtel A
Borrow”} A5k €k

Ael 1€ n = u-colA 2= BRY Al ritcru



Aoz wht ¥ WAF7] @h(Carry,CR)0| LAst= Ao
HHol e FUg 3o Mg FF & £ ddE AE 9
olgch SRRk FAAE & ¢ F @] Wi AAl o]
g sige] Wt wAsheA A&3] dFshs Aol 27
siek. webA, 2= A%sA BRO 24E 45T F A
%oEd 82 WA Aogtn dFHe= AR, 3 df
g 7l gE Adsd FEHU 7]ES TE Aotk

P(Carry Occurence) =
P(256<ri+¢)=(256 - ri<e)=ri/256 (9)

Equation (9)= 33 W4 o 9 24" ¢ o disid
Carry?} 2AE F&& A Rt e T34} 43
g ool grolmz dE A ghknown value]"]“l, 0%-¢
255Atel o] e ztE REE ¢ go] UiF FES Assd
g2 dE B9 FAHAY FF 7 00l P(Carry
Occurrence)=0 °olt}t. 33 r; 7} AAFEF dite] CanyE
V4 7beAdel AFE AWHeR & 4 3t Equation (9)
& o|&sto] B4 98 wEW Equation (1003 Zeo] +
Aol 7h53 .

Ay = {jmod256/256, - 1 mod256/256,
J - 2mod256/256,++,1/256,0/256, -} (10)

r(A,B) = rlxA, yB)
(where, A,B are random variables, x,y€Z) (11)

AX206 = n;
={jmod256, - 1mod256,/ - 2mod256,++,1,0,++}  (12)

Equation (10)2 #7442 54 Equation (11)o] 2}
HEH o2 Equation (12)8} #& ez thest A2 £
Ak o] AL ¥ F 2 steplle] CPAE % 57 &
AE FAskE Wiy X8 & 91‘4 gkek 3R

7 #3ahe rgko)l Yo BREAS 9 7 uoh o %
& HE2 FESY) Wil FoiHoz o e AUAT
g e Aotk

5?"4"" olgigt &8 A4 A5 o7F 05EH 255410
& XE(Uniform Distribution)g wZ wjo] 7psslez ¢
o] Axnpe] £EE Folgof gl

i

2

35 M2 95t Aol MA gl =7

el Aol wetN B0l 2 FFE W] gl 4
F ol 21& 93| ZAsty, olgg zdo] A4 £xe}
B4 7440 ok 8L ujaex] Bels) mopo} g},

.4_4_3_ 1 - e 00] =4 ¢ Hc c7F 0o)g}H risu; -

Aol A BROI WAl sl A or=r) aeng FA 88

“*P% c7b 00] efvihi= 718 7HRA F2ain, o7} 00]
g 9o 22 T4 Pyg F4 ¢+ gk

9 DIME HEE BES UE RSA-CRT 2XHLEEAMSH YY 67

4+
ol [ ST P e b e e A e Ay P Pt A e o o ]
Wl
m 3
c gt B¢
Fig. 1. Distribution of ¢/Least significant Byte of ¢)
ZA 2 - AFe FFEEE gEd Fig 12 999 F
o] H4 id‘?}‘l‘i Fesla] Artol 38| wlolE g9l

Aol 284 ¢ & sixel 44 g
= @5 E,Ji ¢ 4tk YHoz Hael vl
0ol Uiehe go] b3 wthn 47 ¥ 4 dou, 4%
A% poh 9919) 49 BHeZ Hol e, pol Hek
Hpol £ 0o] oftmE A4t A7 0o viehd BB o
g 4o %gnT 57 4vh A 27 100 s SAED

wHoR 7|5 A R FEo| /25602t B F gloy,
Equation (9)7} & 7}s8}tt.

36 SAED 24 AlgaolM

Equation (12)¢] &7+ gt F gl o&) £4 7153 <&

ol 7] flaiM AA r AL A HEL o] Lo Y
gkt

Table 32 Z7] H& xo tidto r=xmodp AHa}o]
39 HlolE = 135, =120 2 Fii, BRe| & 33}-'.-:* |
o 23R ¥ ASE 514 <€ 2 Yk Ao
t} o]e} o] ﬁ’éﬂ 9t ool tisted, SAEDEY <ae)
9 dnEF 29 stepl29 pGn)s AAgch BoL 3
39] HlolEe] §314 myeln, A HA 7] TR g
T @ Ajelo

z m[‘u

Table 3. Borrow occurrence of n=w - cmod256

ry 135 134 - 0| 25| | 136| 135
& 120 120 [ -~ | 120 | 120 | - | 120 120
BR| N| N| | N ¥ | e Y| N
mg | 135 134 - 0 | 255 - | 136 135

Fig. 2= pGn)e Aotk 714 & ABAFE Hol

< o] 13598 & F gl Et £ rgx 135,#_7 =4
o8 H& AwAF7E vehdo ol2d E4e Mz ge
7l FH j, jol st F3 g AF n, 9 ny= 00] ol
FAJAE A AES 317 e LAFE= Ao
ot o ZAE 7] FHO FH Alo|o] ATEES A4t B
A Fig. 37 #o] 329 zej=z gL

KIPS Tran Comp Comm Sys



88 TEXCIFD=BA/HFE H B4 AILH 2T M2=(2013, 2)

5'0 1&0 1;0 200 2:50
I ==
Fig. 2. Correlation coefficient of n, with borrow occurrence

Fig. 2& 4% 7] dxe] F3b gholl distod 25670 7]
AoAFE B ohd, Fig 39AME 256709 7] FRel o
26708 71 Fre] FUEE BAFH 7hed H& AL
717} 4AE 27] AT 18 vehgH, dE 719 3
Hd) 097670] 4744 Jehdtt Fig. 2& Fig. 39 547
Aegsle] A& 239 dvixolt), o|A& RE HZE
7oA 718 uito] APEUE wolk v=A HEHE
Aol

g —Ho —n

‘g&‘;’_} ;\'§5!«‘

Fig. 3. Correlation coefficient between key candidates

4, SAED d8d®

41 HEEZ

Table 4, Experimental environment of SAED analysis

Agry & Digital oscilloscope Lecroy
Ay B4 HE MSP430 / Arm7
(Embedded Simulator) ETRI Sacrf
Sampli : MSP430 : 250MS/sec
BINDINE 1Al Arm : 1GS/sec
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Fig. 4. MSP430 result: Maximum correlation coefficient of
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Fig. 5. MSP430 result: SAED on subtraction operation,
correlation coefficient of 256 key candidates
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Fig. 6. MSP result: Zoom-in of Figure 5
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Table 5. MSP result: Performance comparison, MRED vs. SAED

1* byte 2™ byte 3 byte
SAED (MSP) 256 256 256
MRED (MSP) over 2800 over 3000 over 1800

Table 6. ARM result: Performance comparison, MRED vs. SAED

1* byte 2™ byte 3" byte
SAED (ARM) 256 256 256
MRED (ARM) over 1100 over 800 over 1300
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