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ABSTRACT

These days digital data have become essential for digital investigation because most of the crime was occurred by using the digital
devices. However, digital data is very easier to falsify or delete. If digital data was deleted, it is necessary to recover the deleted data for
obtain digital evidence. Even though file carving is the most important thing to gather. digital evidence in digital forensic investigation,
most of popular carving tools don't contemplate methods of selection or restoration for digital forensic investigation. The goal of this
research is suggested files which can obtain useful information for digital forensic investigation and proposed new record file carving

technique to be able to recover data effectively than before it.
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Table 4. Record file carving
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25 7H]1 PC1(Windows 7) 71l PC2(Windwos 7) 709l PC3(Windows 2003)
9 o4l s oe 0d a9 Has o9 By o4 H3a= @9
744 71y 7h8 714 7H 714 7 71} 7H 719 7H 714
Index.dat (History) 837 6472 592 3812 465 4238
EVTX (Event) N/A 72 N/A 80 N/A 0
EVT (Event) N/A 0 N/A 0 N/A 0
Change Log N/A 0 N/A 0 N/A 0
MFT Entry N/A 78562 N/A 96547 N/A 10873
Directory Entry N/A 0 N/A 0 N/A 0
Network Packet N/A 270 N/A 412 N/A 26
SQLite (Record) N/A 9 N/A 0 N/A 7
g Al=g
22 7131 PCA(Windows XP) 71]1 PC5(Windows XP) ¥4 PCl(Windows 7)
5 g #Hi= o9 5 &4 Has &9 0 o9 gae o9
7H 7% 7H 7% 7H 714 744 71% 7H 714 748 714
Index.dat (History) 766 5726 45 45 560 3062
EVTX (Event) N/A 0 N/A 0 N/A 4
EVT (Event) N/A 21 N/A 7 N/A 15
Change Log N/A 8 N/A 5 N/A 12
MFT Entry N/A 0 N/A 0 N/A 58454
Directory Entry N/A 146 N/A 132 N/A 0
Network Packet N/A 45 N/A 72 N/A 130
SQLite (Record) N/A 0 N/A 0 N/A 0
o4k A2
2= &4 PC2(Windows 7) F& PC3(Windows XP) Z& PC4A(Windows XP)
0 &4 #a= ohg) T o E SRR B &g d3i= &9
7H8 714 b8 714 718 714 7 714 7t 714 7 71%
Index.dat (History) 812 6521 1077 7811 994 5605
EVTX (Event) N/A 32 N/A 0 N/A 0
EVT (Event) N/A 0 N/A 19 N/A 8
Change Log N/A 0 N/A 2 N/A 0
MFT Entry N/A 74572 N/A 0 N/A 0
Directory Entry N/A 0 N/A 7 N/A 59
Network Packet N/A 34 N/A 23 N/A 26
SQLite (Record) N/A 0 N/A 0 N/A 0

d] oj4kel Recorver My Filese Table 49 3= ¢
9 #g 718 71HE HE4E F dE #YE F Indexdat
99 E3ukg z¢s3, MFT Entry, Change Log, MFT

Entry% 2¢ 02 A2d #a9 B3 Q98 e
wjebA Table 49 9 @9l 719 7]WL olgsel 27 I
9 Al Indexdat H9 27 ZAsgt ZAY AT & &



CIXE Zay

BolA et das ogl B39 7Y 71HE olgsE 3
F A2y FIES FEHOE EFY £ ok

2= 99 3¢ 71y 71HE B BY 57 A 5
g3 A 79 PCle w4 o9 71 riwach o 8ef &
2 6472719] Index.dat HZEE 5T 4 YAk EVIX
t ¢ 12719 o|HEE B39, MFT Entry: 7856271
9] EntryE 7% + Utk Network Packet2 270718
E7351, SQLites 971& s #Y 5+ ZHE
#81 Index.dat Y3 MFT Entry7} 713 @] B3
T 2AE 898 + Aok T FUEL A9 A 4
A, AN FE 2 HY 715 T o] AHEA PF 2
278 dolHE BA4de=d vl$ FE£8 Aok A<l
PC29 7% w4 99 714 7B of 69) B 381271
9] Indexdat Hdg B8 F AA EVTXY 4 8070
o o|HEE BT 4 g%, MFT Entrye 96547708 &
T8 4 A2k Network Packet-2 412718 E738tgict 7
Q1 PC4st 7HQ1 PCSE @ollA 49d 719 PCI A
PC2¢tE o2 FAT Y AN2de ALE437] 9fd
MFT Entry7} obd 1467]<] Directory Entry7} &5 %1t}
E Windows XPE& Al&3le EVTX7} ¢bd EVT7F &+
|23, 47 210k 79 olEZ EF =ik FE&
PCle] 7 $olt Windows 7& AR&sta glo] 41719
EVTXE B1& + Q) dAgt XPolA Alg3dts EVT
E 1570 578 4+ Ak T PCe B4 HA2EF
Bdg EAG 23 fd A2 @4 Windows 70| A
A =] ALEE I AT o] M| Windows XP7F A€ A
€ $AE F AUk YHA PCe HY BF dHE Table
49} 2t} o9} o] HAE vy FY s 7|YL o] &3}
H Ogd Al2" gde 8oz B3 5 Qo £%
d3z= 714 71¥& 53 B¢ Indexdat® EVTX, HE
A3 AR 59 HRZ=EL AxTsn JHE AT
dhte] Bdg EFegn, st sy E7d fdse
WEFA, Tcpdump, Wireshark, 52 E=FE o]&3lo] £4
& 4 AACH11I12][13).

o|g} o] & =M Ak ;A FAle] F84F T
4g E73E ALEA BYol e 5 F gAd 788
AEES 5¥ + 3, da= 99 1 UL 53
71€9] #d o9 71 7Yooz EFE £ QY do
HE 57¥ & g

5.d &

£ =22 XU 2AE Y7 dlolg 23 Jgoz 27}
A ke AAEATE AA, T Al FE&3 HUL
Adaych. B4, 399 o] AZd YI=g B1se
dze a9 Y 71 7S AANAY 78 A ALg
2 oM 5T 5 AND ALY W9 == Al2d
AHE 71E 58 5T F Ak, 7129 A1 =N

ZAOIAM E85e I S35 RIS HIE mE 7t 718 101

ET7E 5 U9 dF 9490 "o HAAY =74d 3
o HolHE H5E + AN Avt dz= o8 #d
7H8 718& 3 579 dlolgd e AT 7|E
9 Y =753 s8AE FAAG

gog o B2 FRY 52 AdME AEE U
g 2 R A7 Bash. EY HI=R THHA @
< Fdo] diE AdE 7 71EE AFEA 71E A
719 B3 5 Qe delHE 358 5 e ¥
g g3t

= g |
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