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Design of Uni—directional Optical Communication Structure Satisfying
Defense-In-Depth Characteristics against Cyber Attack

Jeong Kwang II" - Lee Joon Ku™ - Park Geun Ok’

ABSTRACT

Instrumentation and control system in nuclear power plant performs protecting, controling and monitoring safety operation of Nuclear
Power Plant. As cyber attack to the control equipment of instrumentation and control system can cause reactor shutdown and radiation
release, it is required to design the instrumentation and control system considering cyber security in accordance with regulatory guides
and industrial standards. In this paper, we proposed a design method of uni—directional communication structure which is required in the
design of defense-in—depth model according to regulatory guides and industrial standards and we implemented a communication board with
the proposed method. This communication board was tested in various test environments and test items and we concluded it can provide
uni-directional communication structure required to design of defense-in-depth model against cyber attack by analyzing the results. The
proposed method and implemented communication board were applied in the design of SMART (system-integrated modular advanced
reactor) I&C (instrumentation and control) systems.

Keywords : Cyber Security, Cyber Attack, Defense-In-Depth, Uni-Directional Communication, Instrumentation and Control

System, Nuclear Power Plant
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]
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Note 1) Data from lower level can be permitted through influence analysis for cyber security

and via IDS/IPS security device

Note 2) Data from lower level can be permitted via IDS/IPS security device

Fig. 2. Example of Defense-in-depth model for cyber security in 1&C system of NPP
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Fig. 3. Design structure of CMB supporting uni-directional communication mode
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Table 2. CMB Conformance analysis of communication

independence
Conformance 0 &
One-to-one Yes Supporting one-to-one and
connection one-to-many connection
Communication Yos Uni-directional Broadcasting
isolation communication
I.Electr.lcal Yes Optical cable as a link media
isolation
. - No handshaking for address
Har}(jlstléﬁnf & Yes resolution and link establishment
D - Independent operation of CMB
Data integrity Yes CRC 32 and pre—defined
countermeasures
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