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A Study on the Next Generation Identification System of Mobile-Based
using Anonymous Authentication Scheme
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ABSTRACT

The cases of identification forgery and counterfeiting are increasing under the current identification system, which was established

based on social conditions and administrative environments over 20 years ago. This leads to an increase of various criminal acts including

illegal loan using fake ID and a number of damages caused out of good intentions that result in interference with the operations of public

organizations. In addition, according to the advancement of information society, privacy protection has emerged as an important issue.

However, ID card exposes individuals' personal information, such as names, resident registration numbers, photos, addresses and

fingerprints, and thus the incidents associated with illegal use of personal information are increasing continuously. Accordingly, this study

aimed at examining the issues of ID card forgery/ counterfeiting and privacy protection and at proposing a next-generation identification

system to supplement such weaknesses. The top priority has been set as prevention of forgery/ counterfeiting and privacy protection in

order to ensure the most important function of national identification system, which is user identification.
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Fig. 2. Social security law violations and arrests Status
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Table 1. The next generation identification system of the
issuance process

* STEP 1 (AH&A—->257]#) : ID, PW, PIN
+ STEP 2 ((&7]%) : ASN < 512bits
% ASN(Anonymous Serial Number) : A EH &
- STEP 3 (237]%) : USER_INFO = (EI || SI)
# El(Essential Information) @ 4%, FUe=WE, T4, AL,

dPs, FRANFAH T IF Zéi
# Sl(Selective Information) : 4, AfAke] 24 54
e AE

- STEP 4 (ZF7]%#) : Hpw = HPW)
- STEP 5 (Z&7]%#) :
E-ID=Eypw{USER_INFO || ASN || ID}
% E-ID(Electronic-Identification) : ZpAlt] -Q1&-Q14=thdl
AR &5

Table 2. The certification of the issuance process

- STEP 1 (AH&-A) : ID, PW
« STEP 2 (AH&A—->2F7|#) © EgapullD, PW}
« STEP 3 (Z#7]®) : Dgapr{ID, PW)
« STEP 4 (AH&A) : Upg, Upy
+ STEP 5 (AH&A) :
CSR = Exgy(Upy, USER_INFO)
 STEP 6 (AH&A—>2F7]#) © Erapu{CSR, KEY}
+ STEP 7 (%F71%#) : Dra pu{CSR, KEY}
- STEP 8 (4gF71#—>A571#) :
REQ=Eca ru{CSR, KEY}
- STEP 9 (4% 71%#) : DearriREQ), DkeyiCSRY,
USER_CER:ECA PU{CApu, Upu, USER_INFO}
+ STEP 10 (9371323 713) ¢
Era pr{ USER_CER}
+ STEP 11 (‘&F7|#—>A14A) ¢
Dra-pr{USER_CER}
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Table 3. The next generation identification system of the
enroliment process

Table 4. The next generation identification system of the
update process

- STEP 1 (A& : ID, PW, USER-CERT, PIN
- STEP 2 (2u}9) :
NEW=Ega_pu{ID,PIN}, NSIG=Ey_pr{H(NEW)}
- STEP 3 (Zvld—>EF7|#) :
Era pu{NEW, NSIG, USER_CER}
- STEP 4 (2F71%) :
Dra rriNEW, NSIG, USER_CER}
+ STEP 5 (&F71#—->AF7| ) :
Eca pu{NSIG, USER_CER}
- STEP 6 (1%7]1#) : Deapr{NSIG, USER_CER}
+ STEP 7 (4571 #—>2F7|#) : H==DypuiNSIG}
- STEP 8 (ZF71#) : Drar:(NEW)
- STEP 9 (AF7]|&>=ntd) :
ID’=ID+nounce, ASN'=ASN <512hits
- STEP 10 (&8}4) : UPDATE(ID’, ASN')

« STEP 1 (A+§A—>REHY) : ID, PW

« STEP 2 (BEvfd—>2F71#) : IDT=EgapuilD, PW}

- STEP 3 (Z37]%#) : Drapr{IDT}

- STEP 4 (%37|#—>=ur4) :
AUTH=Ey-puiID, PW, Timestamp}

- STEP 5 (2u}Y) : Dy pr{AUTH}

- STEP 6 (Rutg—>2F7|#) :
EN:ERAfp[j{ID, PW, Timestamp, SN},
SIG=Ey-pr{H(EN)}, USER_CER

+ STEP 7 (%F71#) : Dra rr{EN}

- STEP 8 (257 |#—->UAF7#) :
REQ=Eca-pr{H(EN)', SIG, USER_CER}

- STEP 9 (4F71%) :

Dca-priREQ}, H(EN) == Dy-py{SIG}
- STEP 10 (4F7]1#—>2F71&) : Result
« STEP 11 (&F7]#>E4u4Y) : Result
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Table 5. The next generation identification system of the
disposal process

- STEP 1 (AH8-A—>AFH) :
ID, PW, USER_CERT, PIN
- STEP 2 (H%H) : DELETE=Ega pu{ID, PIN}
- STEP 3 (HFEH->TF7|#) ¢
DELETE, DSIG=Ey pr{H(DELETE)}, USER_CERT
- STEP 4 (Zg713-UA5713) :
Eca ro{DSIG, USER_CER}
+ STEP 5 (157]1%#) : DcapriDSIG, USER_CER}
- STEP 6 (AZF7)#->EF71#) © H==Dy pm{(DSIG}
- STEP 7 (¥371%#) :
Dra-pr{DELETE}, USER_INFO 2}
. STEP 8 (&#37]#—#F¥) : DELETE RESULT
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Table 6. The number of operations between electronic
identification and readers(number)

The number of operations between electronic
identification and readers(number)
Compare the
number of d ot ot
operations random | signature | signature
encrypt | decrypt generate | generate | verify
BAC 2 2 4 2 2
PA 1 1 3 1 1
AA 2 1 4 1 1
Proposed 1 1 2 1 1
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Table 7. The time of processing between electronic
identification and servers(ms)

The time of processing between electronic
Compare the identification and servers(ms)
processing time E-passport the next generation
standard identification means
1 time 0.536 0.542
10 times 3.601 3.500
100 times 33.192 32.801
200 times 84.804 84.214
300 times 170.210 156.216
400 times 223653 206.033
500 times 360.173 314.425
el $U9 de nAdwAE Ha Addss
LS
Table 7= AH&AHe] ofZ Aol W 7]d An Abo

S SAsAT o, AR vla 3ol A
SAA(LFAT ol B AL =92 sta, FAH
o2 A gk Azt aeste] F45Ar)

HlaL 3147F b wal AxkARke] E8de AL
ts Hojgow, ojs A EAZRIFTeA o5
A A 2 AT 35 5 HAR & A9E HolFrh

[4,]
Y
rhu

it

o FE
tjo

N

ﬁﬂ
%
=

Pt qlel, 271
AR pasele] S48 9
i

off iz
2
Hr
olN
o
)
>

.
=)
B

[k (g o

LN
o

2 o,

>
=
fols
o3
o
2 ﬂqﬂl

b=}
o
o o

2
>
ofo
A,
rir

v e
iy
¢

U
2
>’r0—1
O
2L
32
o

I

i}
N
5

5523 #eske] 4718 Letol
o

12

i

(KON
[o

i

o ofn iz
oN o
to
-
=
b
e

w
N
52
1
Jfu
[
Kl
ud
j_(_)l‘
9
fm

oot o =
A .
R =
ru l
T S
' D
OE oo o
ok >~ I
ke
= e
% =¥ o
Tg )
b
o
rﬁ, ™
s
w B
H o
3 o
02 g
K

]
f
(o
o
e
fo,
o\
=
k
N
=
ot
¥
%0,
o
s, M
o
o

[1] YoungHo Park, ByungUn Kong, KyungHyune Rhee, “Design
of an Authentication System Based on Personal Identity

[}

Ol
>
ot
o

0|83t ZHtY 7I8H ARMICH 2 ol=tols-Ehofl 2tst o472 515

Verification Card”, Journal of Korea Multimedia Society
Vol.13, No.8, August, 2011.

[2] Jongho Mun, changhwan Lee, Keyn Kwon, Kwangwoo Lee,
Dongho Won, “Consideration to introducing Electronic-ID”,
Korea Computer Congress Vol.38, 2011.

[3] Jung Hyo Park. “The Design and Implementation of
Anonymous Authentication Method based on Smart-Card”,
Master’s thesis, Soongsil University, 2010.

[4] Ho Jung Lee. “A Study on Improved-electronic Identity
Document Service Protocol”,
University, 2009.

[5] Kil Young Oh, “Battle Front : Issues and Implications of

Master’s thesis, Hanyang

Electronic Resident Registration Card”, Democratic Legal
Studies Association, pp.305-332, 2011.

[6] HyungHyo Lee, Heeman Park, SangRae Cho, SeungHun Lee,
“A Propose of New National Identification Number System
Providing privacy Protection for online and offline
environment”, Journal of the Korea Information Security,
Vol.20, 2010.

[7]1 BSI, “Common Criteria Protection Profile -~ Machine Readable
Travel Document with ICAO Application, Basic Access
Control”, BSI-PP-0017, Version 1.0, 18th August, 2005.

[8] BSI, “Advanced Security Mechanisms Machine Readable
Travel Documents - Extended Access Control(EAC)”,
Version 2.05, TR-03110, 2010.

[9] NIST, “Special Publication 800-78-1
Algorithms and Key Sizes for Personal Identity Verification”,
August, 2007.

[10] NIST, “Special Publication 800-78-2 : Interfaces for Personal
Identity Verification -Part2 : End Point PIV Card Application
Card Command Interface”, September, 2008.

[11] NIST, “Special Publication 800-78-2 : Interfaces for Personal
Identity Verification -Part3 : End Point PIV Card Application
Card Command Interface”, September, 2008.

[12] NIST, “Special Publication 800-78-2 : Interfaces for Personal
Identity Verification -Part4 : End Point PIV Card Application
Card Command Interface”, September, 2008.

Cryptographic

4 ¥ 3

e-mail : helios914@ssu.ac.kr

2001 %8k 7 FE SIS
2009y Al et AR g olkekyl(AA})
20119~ Al Aozt et

‘ P-4 h S

FHA]H-oF : anonymous authentication, multi-

factor authentication, diversity authentication techniques



516 SEMEIFS=2A/HFH & S8 AIAH HM2E M12=(2013. 12)

=3 SRS
e-mail : s0178@ssu.ac.kr
20043 At A X].7;ﬂ FI( 1—/\]_)

200641 %08k 73 (A

e-mail : mjun@ssu.ac.kr
19819 A o) & 7—1 3z E1 6]—4,}_(6’]—/\].
19861 University of Maryland Az}

_10"

20104 Aeista AFE ) by (414
4] F-oF : anonymous authentication, 1989 University of Maryland A4k}
multi-factor authentication, (BFAL)

multimedia security 19891 Morgan State University (343t} 2 157)
19919 ~3 A eAdey AFE S Jus

HARo: ARREE AW, AxAA Y, S5




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


