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A Study on Secure Remote User Authentication Scheme using Smart Card
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ABSTRACT

Recently, the rapid development of network technology has enabled people to use various services on the internet. However, the
existing password-based user authentication system used in the internet environment requires a password table, which is a potential
security threat as it could be leaked by an insider. To solve this issue, remote user authentication methods that do not require a user
password table have been proposed. Regarding remote user authentication using a smart card in particular, various methods have been
suggested to reduce expenses and to improve stability and efficiency, but the possibility of impersonation attacks and password-guessing
attacks using information saved in a user’s smart card still exist. Therefore, this study proposes a remote user authentication method that
can safeguard against impersonation attacks and password guessing attacks, by analyzing weak points of conventional methods and
creating a smart card’s ID and password that are based on the user’s ID and password.
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