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A Monitoring Tool for Personal Information Leakage Prevention
in Network Packets

Tea Kyung Ju' - Chong Min Hong™ - Weon Shin™"

ABSTRACT

Personal information has been transmitted in a variety of services of Internet environment, but individual users do not know what
information is sent. In this paper, we aim to develop a monitoring tool that continuously monitors personal sensitive information in
network packets and informs the user whether or not to leak. So we implement a monitoring tool of personal information and analyze the
experiment results. In addition, we introduce a prevention of confidential information in company and a leakage prevention of medical
information, for applications that take direct advantage. The results of this study, by contributing to prevent leakage of personal
information, can help reduce cyber threats variously targeting personal information of users.
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Fig. 5. Packet capture algorithm
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void Layer5 HTTP(INPUT void *vP, struct _PACKETINTFO * plnfo, struct _HEADERINFO * hInfo, SECINFO * sInfo)
void Layer5_POP3(INPUT void #vP, struct _PACKETINTFO * pInfo, struct _HEADERINFO #* hInfo, SECINFO * sInfo)
void Layer5_TELNET(INPUT void *vP, struct _PACKETINTFO * plnfo, struct _HEADERINFO #* hInfo, SECINFO * sInfo)

void Layerd TCP(INPUT void *vP, struct _PACKETINTFO * plnfo, struct _HEADERINFO * hInfo, SECINFO * sInfo)
void Layer4d UDP(INPUT void #vP, struct _"PACKETINTFO * plnfo, struct _HEADERINFO * hInfo, SECINFO * sInfo)

void Layer3_IP(INPUT void *vP, struct _PACKETINTFO * plnfo, struct _HEADERINFO #* hInfo, SECINFO * sInfo)
void Layer3_ ARP(INPUT void #vP, struct _PACKETINTFO * plnfo, struct _.HEADERINFO * hInfo, SECINFO * sInfo)
void Layer3_ RARP(INPUT void #vP, struct _PACKETINTFO * plnfo, struct _HEADERINFO #* hInfo, SECINFO * sInfo)

void Layer2_Ether(INPUT void *vP, struct _PACKETINTFO * plnfo, struct _"HEADERINFO * hInfo, SECINFO * slnfo)

Fig. 6. Packet parser functions per protocol layers
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Fig. 7. User interface of the monitoring tool
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Fig. 9. Screenshot of the monitoring tool
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