ISSN(Print): 2287-5891

LTE WIERZOIAM 215 109
http://dx.doi.org/10.3745/KTCCS.2012.1.2.109

AgEo] g4 7Y

Reducing of Authentication Signaling Traffic in LTE Networks
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ABSTRACT

As a result of the prevalence of smartphone, various mobile services became faster by LTE networks. Because many mobile devices
are used more wireless services, heavy signaling traffic for authentication could be generated. Authentication is an important factor in

wireless networks to identify devices; it is the start of wireless networks. This paper analyzes previous patterns for more effective

authentication in accessing of another external networks.

We propose a fast authentication scheme for minimizing of signaling cost

between the authentication server and external networks. And we calculate the rate of authentication occurrence in LTE networks using

mathematical modeling as well as the change of signaling cost for authentication in various network environments. Finally, we calculate
the optimized number of authentication data and show the effectiveness for authentication signaling costs.

Keywords : LTE(Long Term Evolution) Networks, EPS(Evolved Packet System), Authentication and Key Agreement, Mobile

Network Security, Poisson Distribution
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Fig. 1. LTE network system



Table 1. Acronyms for the LTE system

oFol EE
AKA Authentication and Key Agreement
ASME Access Security Management Entity
AuC Authentication Center
AUTN Authentication Token

AV Authentication Vector

eNB Evolved Node B

EPS Evolved Packet System

Evolved Universal Terrestrial Radio

E-UTRAN Access Network
HPNMN Home Public Land Movile Network
HSS Home Subscriber Server
MME Mobility Management Entity
PLMN Pubic Land Mobile Network
RAND RANDom number
RES Response
UE User Equipment
UICC Universal IC Card
USIM Universal Subscriber identity Module
VPLMN Visted Public Land Mobile Network
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2. Authentication data respanse
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Fig. 2. LTE certification process
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A=1/u K() old_Cost K+ new_Cost
5 6 10.5247 5 8.359491
7 6 19.95629 7 11.52635
9 6 19.20782 5 14.65165
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13 6 30.64492 7 19.7658
15 6 28.03163 5 18.12885
17 6 24.11076 6 24.11076
19 6 41.52382 4 26.95508
21 6 36.95324 7 25.18574
23 6 31.06132 4 31.94145
25 6 52.45948 5 28.07837
27 6 45,909 4 36.93182
29 6 38.03191 5 38.48128
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