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ABSTRACT

Recent botnets are widely using the DNS services at the connection of C&C server in order to evade botnet’s detection. It is necessary

to study on DNS analysis in order to counteract anomaly—based technique using the DNS. This paper studies collection of DNS traffic for

experimental data and supervised learning for DNS traffic-based malicious domain classification such as query of domain name

corresponding to C&C server from zombies. Especially, this paper would aim to determine significant features of DNS-based classification

system for malicious domain extraction by the Principal Component Analysis(PCA).
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Fig. 1. Botnet Architecture and Attack Type
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Table 1. Collected DNS Traffic
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