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ABSTRACT

In a smart factory environment in a small and medium-sized enterprise (SME) environment, sensors and actuators operating on actual
manufacturing lines, programmable logic controllers (PLCs) to manage them, human-machine interface (HMI) to control and manage such
PLCs, and consists of operational technology server to manage PLCs and HMI again. PLC and HMI, which are in charge of control
automation, perform direct connection with OT servers, application systems for factory operation, robots for on-site automation, and
production facilities, so the development of security technology in a smart factory environment is demanded. However, smart factories
in the SME environment are often composed of systems that used to operate in closed environments in the past, so there exist a vulnerable
part to security in the current environment where they operate in conjunction with the outside through the Internet. In order to achieve
the internalization of smart factory security in this SME environment, it is necessary to establish a process according to the IEC 62443-4-1
Secure Product Development Life cycle at the stage of smart factory SW and HW development. In addition, it is necessary to introduce
a suitable development methodology that considers IEC 62443-4-2 Component security requirements and IEC 62443-3 System security
requirements. Therefore, this paper proposes an application plan for the IEC 62443 based development security process to provide security

internalization to smart factories in an SME environment.

Keywords : Small and Medium-sized Enterprise(SME) environment, Cyber Security, Industrial Control System(ICS), IEC 62443, Secure
Product Development Lifecycle(SPDL)
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1) IEC 62443-1-1[6]

Part 1-12 IEC 62443 A= E22] Ao 2AA A
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Table 1. IEC 62443-3-1 and ISA 62443-3-1 Comparison

[EC/TR 62443-3-1:

ISA-TR 62443-3-1:

No. 2009 Revision 2 Draft
1 Scope Scope
2 Normative references Purpose
3 Terms, definitions and General Terms and
acronyms Definitions
4 Overview Overview

Authentication ans -
5 Authentication ans

authorization L .
. Authorization Technologies
technologies

Network Protection

Filtering/blocking/access
6 )
Technologies

control technologies

Encryption technologies | Encryption Technologies and

7 1 1
and data validation Data Validation
Management, audit, .
5 Management, audit,
measurement, o
8 measurement, monitoring and

monitoring and

B detection tools
detection tools

Industrial automation
9 and control systems
computer software

Remote Access Technologies

Cybersecurity Program
Context

Physical security

10
controls

2) IEC 62443-3-2[10]

Part 3-2= ¥93 41 7719 Ht =20 gt H9
Zoretal QlojA], AtdAEst 2 AJAIARI(TACS) ] o
A" 4 (SuC: System under Consideration)= A9
1, SuCE FYL& WYiro] 9 Brietal, Eotrass
(SL-DE Fdste], Bt 87AE EA456H7] 913t 8+
A sl it ¥ E HrtolA QR HbthE
I A+ B AAEE Y, 22 9 B 50 AT Bt
QTAGE A|HESE 8 ALY HAMR ZASRIEE 8
Total glom, of7lofl= 1y i AlA" A, 9 9 A
2 4%, 99 &4 4 A 579 i 22 JEO 2
A=A "ok 9 B ZEA|AS dH dAE FE $<
AARE Mo Lo ASERE £d6ts ZAo2A 542
AloTHESE S Eole dH9 35 Et 8ARNE &
Hl7] Yol 389 Et EAAE TRk AR AlEst=

ZolHt.

b ol

3) IEC 62443-3-3[11]

Part 3-32 A|AF] gt HQt AR Hel =50
A obRa QloH, IEC 62443-2-1914 AAoFL U=
Het T2 THo] s E o] Qlth= A5t 62443-2-100A4]
85k A9 B2 A4 dACA AAE Qg AHjA
715 Aldchs © lon, 18 i AA", 1Y B T
Al A|A"of| oy HHalog FoRg 7]5o] giths AlE
Lol Fx g o5ty QY= KOt $2&(SecurityLevel, SL)&
oS3 2o 4TA R FESHA Sl

a) SL 1! =% E&= gyt =58 B9 FEY VA &

< IME AL
b) SL 20 @2 A, Gyt 7|& ¢ W2 5719 dtt 5

&= ARGt e o R HMS= JACA HE

17} ¥R 2 INE WAL
o SL 3: gt A, AgAEst 9 AloJAIARI(ACS) &3

71& 9 At 5719 Hold S ARl 558 o=

AMs= ZAAA R 17t wR] gk FARE WAL
d) SL 4: FH91gt A, AF4RE3E D Ao A ARI(TACS)

E4 71« € =2 5719 FHold 2 AREste] 553
o5 HMSt= JAoIA FEE QI7F W] &2 IINE
A

th2-9] Table 2014 62443-3-30]4 ICS AA ¥l
tistol drgsta e

4) IEC 62443-3-4
Part 3-4= AF /NEoIA 9] aFARFS BRI 9leH,
A AL o FR AdHEelh

2.4 |EC 62443 Part 4
IEC 62443 Part 4914 AR oAl A
01717], ZH], ofE&= Aol BeS FFot

1) IEC 62443-4-1[4]

Part 4-12 A& 7N Q7ARNS TFFIL QlojAl, Het 7l
gk Aof|Z=7](SDL: Secure Development Lifecycle)E A9
st 1o ©E 8 A Zlesta Aok AESEAe £

Table 2. IEC 62443-3-3 ICS Design Principle

SiL Definition method resource technique | motivation

1 Protection against accidental or accidental violations

) Protect against intentional violations using low resources, general simple Low General Low
skills and simple means of low motivation
Use sophisticated means to avoid intentional violations through

3 |intermediate-level resources, IACS-related skills, and Sophisticated | Middle each IACS | Moderate
intermediate-level motivation
Prevent intentional violations using sophisticated means with

4 B Sop L Sophisticated | Expansion | Sophisticated High
top-level resources, IACS-related skills, and top-level motivation
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Table 3. CMMI-Development Model Comparison

IEC
62443-4-1

IEC 62443-4-1 Description

Initial

Product providers generally perform product development in an undocumented (not fully
documented) arbitrary manner. As a result, continuity between projects and repetition of processes
may not be possible.

Managed

At this level, product providers have the ability to manage product development in accordance with
documented policies (including objectives). The product provider also has evidence showing that
the staff to perform the process are trained with expertise and follow documented procedures to
perform. However, at this level, organizations do not have the experience of developing products
with all documented policies. This is a case where the organization updates the procedure in
compliance with this document, but not yet applies all procedures to actual execution. The
development principle reflecting maturity level 2 helps to check whether it is repetitive even when
it is difficult to implement development. If this implementation is properly prepared, the
implementation will be carried out and managed according to a documented plan.

NOTE: At this level, the CMMI and IEC 62443-4-1 maturity models are essentially the same except
that IEC 62443-4-1 recognizes a significant delay between process definition/regulation and
execution. Therefore, the execution-related aspect of CMMI-DEV level 2 is postponed to level 3.

Defined
(Skilled)

The performance of level 3 product developers can be repeatedly seen throughout the supplier
organization. The process is executed and evidence exists to show the occurrence of this process.
NOTE: At this level, the CMMI and IEC 62443-4-1 maturity models are essentially the same except
that the execution-related aspects of CMMI-DEV level 2 are included in this level. Therefore, the
process of level 3 is a level 2 process in which the supplier executes at least one product.

L CMMI
Y| -DEV
1 Initial
2 Managed
3 Defined
4 Quantitative
ly Managed
5 | Optimizing

Improvement

At this level, IEC 62443-4-1 combines CMMI-DEV levels 4 and 5. Using suitable process metrics,
the product provider controls the product's efficiency and performance and shows continuous
improvement in these areas.
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Table 4. IEC 62443-4-2 Define Security Requirements and Security Levels

62443-4-2

SR(Security Requirements) and RE(Requirement Enhancement)

SL1

SL2

SL3

SL4

48

93

—
[ae]
58]

FR 1 - Identification and Authentication Control (IAC)

CR 1.1 - Human user identification and authentication

RE (1) Unique identification and authentication

RE (2) Multifactor authentication for all interfaces

CR 1.2 - Software process and device identification and authentication

RE (1) Unique identification and authentication

CR 1.3 - Account management

CR 1.4 - Identifier management

CR 1.5 - Authenticator management

RE (1) Hardware security for authenticators

NDR 1.6 - Wireless access management

RE (1) Unique identification and authentication

CR 1.7 - Strength of password-based authentication

RE (1) Password generation and lifetime restrictions for human users

O [0 |0 |O |0 |O|O |0 |O [O |0 |O |0

RE (2) Password lifetime restrictions for all users (human, software process, or device)

CR 1.8 -Public key infrastructure certificates

CR 1.9 - Strength of public key-based authentication

RE (1) Hardware security for public key-based authentication

CR 1.10 - Authenticator feedback

CR 1.11 - Unsuccessful login attempts

CR 1.12 - System use notification

NDR 1.13 - Access via untrusted networks

o [0 |0 |0

o |o |0 |o

RE (1) Explicit access request approval

CR 1.14 - Strength of symmetric key-based authentication

RE (1) Hardware security for symmetric key-based authentication

o [0 |©O |0 |0 |O |0 |0 |O (O

o0 |lo|o|o|jo|o |0 |0 |O|O|O|O|O|O|O|O|O O |O|O|O |O |O

FR 2 - Use control(UC)

CR 2.1 - Authorization enforcement

RE (1) Authorization enforcement for all users

RE (2) Permission mapping to roles

RE (3) Supervisor override

O [0 |0 |O

RE (4) Dual approval

CR 2.2 - Wireless use control

o

o |o |o|o |o|o

CR 2.3 - Use control for portable and mobile devices

SAR 2.4 - Mobile code

RE (1) Mobile code authenticity check

EDR 2.4 - Mobile code

RE (1) Mobile code authenticity check

HDR 2.4 - Mobile code

RE (1) Mobile code authenticity check

NDR 2.4 - Mobile code

RE (1) Mobile code authenticity check

CR 2.5 - Session lock

CR 2.6 - Remote session termination

o |0 |0 |0 |0 |O |O |O |O |0

CR 2.7 - Concurrent session control

CR 2.8 - Auditable events

CR 2.9 - Audit storage capacity

RE (1) Warn when audit record storage capacity threshold reached

CR 2.10 - Response to audit processing failures

CR 2.11 - Timestamps

RE (1) - Time synchronization

o [0 |0 |O |0 |O|O |0 |O |O|O|O |O|OC |0 |O |0

RE (2) - Protection of time source integrity

CR 2.12 - Non-repudiation

o

RE (1) - Non-repudiation for all users

EDR 2.13 - Use of physical diagnostic and test interfaces

RE (1) Active monitoring

HDR 2.13 - Use of physical diagnostic and test interfaces

RE (1) Active monitoring

NDR 2.13 - Use of physical diagnostic and test interfaces

RE (1) Active monitoring

O |0 |O [0 |0 |O

olo|ofo|jojo|o|o|0o|Oo |0 |O|O|O|O|O|O|O|O|O|O |O|O |O |O|O

FR 3 - System integrity(SI)

CR 3.1 - Communication integrity

o

RE (1) Communication authentication

o |[O

SAR 3.2 - Protection from malicious code
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Table 4. (Continued)

62443-4-2

EDR 3.2 - Protection from malicious code o

HDR 3.2 - Protection from malicious code o

RE (1) Report version of code protection

NDR 3.2 - Protection from malicious code o)

o |0 |o |o |o
O |0 |O |0 |O

CR 3.3 - Security functionality verification 0

RE (1) Security functionality verification during normal operation

o

CR 3.4 - Software and information integrity 0

RE (1) Authenticity of software and information

o

RE (2) Automated notification of integrity violations

CR 3.5 - Input validation 0

CR 3.6 - Deterministic output 0

CR 3.7 - Error handling 0

CR 3.8 - Session integrity

O |O |0 [0 |O (O |0 |0

o |0 |Oo |0 |O

CR 3.9 - Protection of audit information

RE (1) Audit records on write-once media

EDR 3.10 - Support for updates 0

RE (1) Update authenticity and integrity

HDR 3.10 - Support for updates 0

RE (1) Update authenticity and integrity

NDR 3.10 - Support for updates 0

RE (1) Update authenticity and integrity

o |0 |o |Oo |Oo |o o

EDR 3.11 - Physical tamper resistance and detection

RE (1) - Notification of a tampering attempt

HDR 3.11 - Physical tamper resistance and detection [

RE (1) - Notification of a tampering attempt

NDR 3.11 -Physical tamper resistance and detection o

RE (1) - Notification of a tampering attempt

o

EDR 3.12 - Provisioning product supplier roots of trust(RoT)

HDR 3.12 - Provisioning product supplier roots of trust(RoT)

NDR 3.12 - Provisioning product supplier roots of trust(RoT)

EDR 3.13 - Provisioning asset owner roots of trust(RoT)

HDR 3.13 - Provisioning asset owner roots of trust(RoT)

NDR 3.13 - Provisioning asset owner roots of trust(RoT)

EDR 3.14 - Integrity of the boot process 0

RE (1) Authenticity of the boot process

HDR 3.14 - Integrity of the boot process 0

RE (1) Authenticity of the boot process

NDR 3.14 - Integrity of the boot process 0

o|o|0o 0O |COC|O|O|O|O|O|OC|O|O|O|O|O|OC|O|O|O|O|O |C|OC
olo|ojofc|o|o|jo|jo|ojo|o|jo|0o|o 0|00 |0O|O[O|O|O|O|O|O|O|O|O|O|O|O |0 |O|O]|O|O|O |O

o |0 |Oo |0 |0 |Oo |Oo]|O|O |O |O

RE (1) Authenticity of the boot process

FR 4 - Data confidentiality(DC)

CR 4.1 - Information confidentiality 0

e}

CR 4.2 - Information persistence o

RE (1) Erase of shared memory resources

RE (2) Erase verification

O |0 |O |0 |O
o |0 |o |o |o

CR 4.3 - Use of cryptography 0 o

FR 5 - Restricted data flow (RDF)

CR 5.1 - Network segmentation 0 o

NDR 5.2 - Zone boundary protection o) o

RE (1) Deny all, permit by exception o

RE (2) Island mode

RE (3) Fail close

o |0 |0 |0 [0 (O
o |0 |0 |Oo|o |o

NDR 5.3 - General-purpose person-to-person communication restrictions o) o)

FR 6 - Timely response to events (TRE)+

o
o

CR 6.1 - Audit log accessibility 0 o

RE (1) Programmatic access to audit logs

o

o
o

CR 6.2 - Continuous monitoring [¢)

FR 7 - Resource availability (RA)

CR 7.1 - Denial of service protection 0

RE (1) Manage communication load from component

CR 7.2 - Resource management o

CR 7.3 - Control system backup 0

RE (1) Backup integrity verification

O |0 |0 |O |O |Oo
O |0 |O (O |O (O
O |0 |0 |0 |O |O

CR 7.4 - Control system recovery and reconstitution 0

CR 7.5 - Emergency power

CR 7.6 - Network and security configuration settings o o

RE (1) Machine-readable reporting of current security settings

CR 7.7 - Least functionality o )

o |O |0 |O
o |0 |o|o

CR 7.8 - Control system component inventory [¢)
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1. Threat Analysis

2. Secure Design

Initialization Analysis

7. Update Management

3. Code Analysis

8. Secure Decommissioning
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AR AFFZ AESH o] 7|Wte & 93-S Hrlsto] we
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718 GARIA A 89k E A 7]EA 5o EAE B4
sto] Z-gofoF gt ol=gt &A1 A3 Bl i Aol
oAe] ZEAAE HE5HA H= Aol AEH Pl et
¥ EA5ta Fr1sH7] YollAlE= TARA(Threat Analysis
and Risk Assessment)E &l -8 99HS =Hofojof gict.

1) 7 20K

A GobdE 718 BN AES Aol thate] 7]
4oz Ze|solop she BAR L Zuleh A Awe
Sfote] WA B3 9w BASTO Felg 9%
Aol Bt hE-2 IS Ak, AL 8opH0) EE
fgol et g

5. hardening

4. Penetration Tests 6. Secure Operation

Realization Initial Setup Operation

Decommissioning

Fig. 3. Secure Development Lifecycle with Mapping to Practices of IEC 62443-4-1[16]
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[IEC 62443-based product development procedure]

Test evaluation and product development completed

Templet Templet Templet

for each step

Component
(product) & System

Security process

Developing
components

Templets and results written

| |

Templet Templet Certificate/Authorized Test Report
62443-4-2 & 62443-3-3

62443-4-1 process

(products) vy
with security

Planning Design Development
4 Iy N

Document Document Document

A 4 A
Small and

SPDL
T T + (Secure Product
Developement Lifecycle)
Correction

Completion Test/Evaluation
a b

Document Document Documents

4 /Records Test evaluation and

product development

Medium-sized
Enterprise

Rewriting, revising, and supplementing
documents through consulting, etc.

completed
A P

Test evaluation through rewritten, revised, supplemented documents, etc.

Fig. 4. IEC 62443-4-1 based SPDL Process Applicable to Small and Medium-sized Enterprise Environments
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Fig. 5. IEC 62443-4-1 based Threat Analysis and Risk Identification Tool Example
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