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Data Scrambling Scheme that Controls Code Density
with Data Occurrence Frequency
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ABSTRACT

Most data scrambling schemes generate pure random codes. Unlike these schemes, we propose a variable density scrambling scheme
(VDSC) that differentiates densities of generated codes. First, we describe conditions and methods to translate plain codes to cipher codes
with different densities. Then we apply the VDSC to flash memory such that preferred cell states occur more than others. To restrain
error rate, specifically, the VDSC controls code densities so as to increase the ratio of center state among all possible cell states in flash
memory. Scrambling experiments of data in Windows and Linux systems show that the VDSC increases the ratio of cells having near-center
states in flash memory.
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Fig. 1. Cell State Distribution of MLC Flash Memory
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Fig. 3. Basic Tables for Code Translation
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Fig. 4. Tables and Usage Examples of Wheel based Translation

int encode(addr, '255") {
wh_index = ETI[255];
s = shift(addr);

wh_index += s;

return EW[rotate(256, wh_index)];
}
int decode(addr, '220") {

wh_index = DTI[220];

s = shift(addr);

wh_index -=s;

return DW/rotate(256, wh_index)];
}
int rotate(int r, int n) {

while (n )= ) n -= 13

while (n €0) n += r;

return n;
}

Fig. 5. Implementation Example of Encode/decode Functions
for Wheel Based Translation
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int encode(addr, '255") {
index = ETI[255];
cl = index /16;
offset = index % 16;
s = shift16A(addr);
if ((prob(addr))
cl = rotate(16, cl + shift16B(addr));

return ECClcl *16+ rotate(16, offset+s)];
}
int decode(addr, 221" {

index = DTI[221];

cl = index /16;

offset = index % 16;

s = shift16A(addr);

if ((prob(addr))

cl = rotate(16, cl - shift16B(addr));

return DCClcl *16+ rotate(16, offset-s)l;
}

Fig. 8. Implementation Example of Encode/decode Functions
for Class Based Translation
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Table 1. Computer Systems for Experiments

Type Operating System Storagsea;eevice
Notebook T Winl0 pro(v.2009) 140/256 GB
Notebook II Winl0 pro(v.2004) 55/128 GB
Notebook III Winl0 e(v.20H2) 228/512 GB

Desktop Winl0 e(v.1909) 58/128 GB
Server 1 Ubuntu 18.04 (ker 5.3.7) 35/512 GB
Server 11 Ubuntu 20.04 (ker 5.4) 78/256 GB
Server III Ubu”ﬁ;?éof) (ker 168/256 GB

Table 2. Schemes Implemented in Simulator
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