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A Study on Impersonation Attack of Linux Sudoers Through
Shadow File Manipulation

Sanghun Kim® - Taenam Cho'

ABSTRACT

All operating systems have privileged administrator accounts for efficient management. Dangerous or sensitive tasks or resources should
be banned from normal users and should only be accessible by administrators. One example of this privilege is to reset a user's password
when the user loses his/her password. In this paper, the privileges of the sudoer group, the administrator group of Linux Ubuntu, and
the management system of the sudoer group were analyzed. We show the danger that a sudoer can use the privilege to change the password
of other users, including other sudoers, and modify the log, and suggest a countermeasure to prevent the manipulation of shadow files
as a solution to this. In addition, the proposed method was implemented and the possibility of practical use was confirmed with excellent

performance.
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%sudo  ALL=(ALL:ALL) ALL

Fig. 1. Privilege of Sudo Group
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Fig. 2. Process for Sudo Command

Fig. 32 sudoer?! topAdmin©| sudo HHE 535t
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topadmin@ubuntuo:~/Desktop$ sudo adduser sudoeri

[sudo] password for topadmin:

Adding user “sudoerl' ...

Adding new group “sudoerl' (1801) ...

Adding new user “sudoerl' (1601) with group “sudoer1l' ...
Creating home directory ~/fhome/sudoer1i’' ...

Copying files from "/Jetc/skel' ...

New password:

Fig. 3. User Account Creation via sudo Command

ukek Fig. 49} o] sudoer”} oFd userl©| sudoE A}
| FARole oF AR} A Aol FAH.

useri@ubuntu0:~/Desktops sudo adduser user2

[sudo] password for userl:

userl is not in the sudoers file. This incident will be reported.
useri@ubuntu0:~/Desktops [l

Fig. 4. Deny sudo Command from End User
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Table 1. Password Field of Shadow File

Sub Field Meaning
Hash_id Applied hash function's id
Salt random number generated by system
Hashed_password | hash value of user's password and salt
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Fig. 5. Shadow File for topAdmin
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Fig. 7. Impersonate Scenario of Sudoers

Fig. 82 topAdmin©| shadow Y& #WAst & 37
AR userl®] HAAES WAHATL restored F,
userlo] o]A9] AYrg ZIQlo] AZdt= AL HolE
ot &2 doAE HAEE 95t topAdmin®| userld
old MAQEE ¥ o] "su userl"CE ZIRJASIFATE.

topadmin@ubuntu0:~/Desktop$ sudo cp /etc/shadow orgShadow
[sudo] password for topadmin:

topadmin@ubuntu0:~/Desktop$ sudo passwd userl

New password:

Retype new password:

passwd: password updated successfully
topadmin@ubuntu0:~/Desktops su userl

Password:

useri@ubuntu0: /home/topadmin/Desktops exit

exit

topadmin@ubuntu0:~/Desktop$ sudo mv orgShadow /etc/shadow
topadmin@ubuntu0:~/Desktop$ su useril

Password:

user1@ubuntu0: /home/topadmin/Desktops I

Fig. 8. Successful Login of Victim After Restore Shadow File
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topadmin@ubuntuo: fetcS sudo cp shadow backup_shadow
topadmin@ubuntuo: fetc$ sudo cp backup_shadow shadow
topadmin@ubuntuo: fetc$ sudo cat /var/log/auth.log | tail -1@
May 5 ©2:57:40 UbuntuM sudo: pam_unix(sudo:session): session
opened for user root by (uid=0)

May 5 ©2:57:40 UbuntuM sudo: pam_unix(sudo:session): session
closed for user root

May 5 ©2:58:33 UbuntuM sudo: topadmin : TTY=pts/0@ ; PWD=/etc
; USER=root ; COMMAND=/usr/bin/cp shadow backup_shadow

May 5 02:58:33 UbuntuM sudo: pam_unix(sudo:session): session
opened for user root by (uitd=6)

May 5 ©2:58:33 UbuntuM sudo: pam_unix(sudo:session): session
closed for user root

May 5 02:58:37 UbuntuM sudo: topadmin : TTY=pts/0© ; PWD=/etc
; USER=root ; COMMAND=/usr/bin/cp backup_shadow shadow

May 5 ©2:58:37 UbuntuM sudo: pam_unix(sudo:session): session
opened for user root by (uid=0)

May 5 ©2:58:37 UbuntuM sudo: pam_unix(sudo:session): session
closed for user root

May 5 82:58:44 UbuntuM sudo: topadmin : TTY=pts/6 ; PWD=/etc
; USER=root ; COMMAND=/usr/binfcat /var/log/auth.log

May 5 02:58:44 UbuntuM sudo: pam_unix(sudo:session): session
opened for user root by (uid=0)

topadmin@ubuntuo: fetcs []

Fig. 9. Sudo Command Logs Stored in Auth.log

topadmin@ubuntuo: fetcS sudo vi [var/logfauth.leg
topadmin@ubuntuo: fetcs

topadmin@ubuntuo: fetcS cat /var/log/auth.log | tail -5

May 5 82:58:37 UbuntuM sudo: pam_unix(sudo:session): session
closed for user root

May 5 02:58:44 UbuntuM sudo: pam_unix(sudo:session): session
opened for user root by (uid=8)

May 5 82:58:44 UbuntuM sudo: pam_unix(sudo:session): session
closed for user root

May 5 02:59:35 UbuntuM sudo: pam_unix(sudo:session): session
opened for user root by (uid=8)

May 5 03:00:10 UbuntuM sudo: pam_unix(sudo:session): session
closed for user root

topadmin@ubuntuo: fetcS

Fig. 10. Auth.log After Delete Sudo Logs
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Table 2. Permitted Commands

Command Function
passwd Change user password
login Begin session on the system
cp Copy files and directories
chage Change user password expiry information
pwck Verify integrity of password files
w Run a command with substitute user and
group ID
sulogin Single-user login
adduse
user Create and delete user account
deluser
Run programs with the security privileges of
sudo
the root
Table 3. Prohibited Commands
Command Function
Move(copy or write) and rename
mv .
files
rm Remove files and directories
te, ch d modif;
touch Qrea e. change and modify
timestamps of files
> Redirect output stream to a file
Convert to and from shadow
pWCONY, pwunconv
passwords
ed, ex, sed, vi, emacs
T b | Edit files
nano, gedit (Editors) i

pweconve}t pwunconvg -2 HA4ZA R0 HIL oy A

U A2 £ e passwd TFLZEE shadow T
AS B/dot7] ol 24 HEoE Attt copy HH
2 shadow mtof gt ¢i7]9k @45H7] o] 2 Ao
A 38t E stlou, JAA 84S §lofr] A
A FAtEE & £% Qo

rd

T4 7L FAWAQl Ubuntu 19.102 ARSI &
FHaslslr] 9Jsto] AG-L 45 A3}, Table 20 U

S 3] 8% PHEL ZEZ 0= do_sys_open() A2E T4
St} 18y Table 30 Ut 54] 8852 Table
491r o] TRt AlAE B35 51l 917] Wzl ol
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Table 4. Prohibited Commands and Related System Calls

| topadmin@ubuntum:~$ # ----- remove with absolute path |

Command Related system call
cp stat(), do_sys_open()
mv Istat(), stat(), rename()
rm unlink()
touch do_sys_open()
> do_sys_open()
pwconv, pwunconv do_sys_open(), unlink()
ed, ex, sed, vi, emacs,| do_sys_open(), stat(), unlink(),
nano, gedit (Editors) rename()

PC € permitted commands

¢ € user command

| F € target file name in ¢ |

}

| M € access mode for F |

}

| P € real_path(F) |

P == "etc/shadow” &&
M= O_RDONLY &&
C & PC
yes

Error: Not Permitted

Fig. 11. Flowchart of Function Do_sys_open()

Continue executing
rest of codes

y

append roken to absPath

remove the last token from absParh
!

. !

Fig. 12. Flowchart of Function Real_path()

topadmin@ubuntum:~5 sudo rm [etc/shadow
[sudo] password for topadmin:
rm: cannot remove 'fetc/shadow': Permission denied
topadmin@ubuntum:~5

| topadmingubuntum:~§ # ----- overwrite to /etc/shadow |
topadmin@ubuntum:~5 touch newShadow
topadmin@ubuntum:~S$ sudo mv newShadow /etc/shadow
mv: cannot move 'newShadow' to '/etc/shadow': Permission denied
topadmin@ubuntum:~5

| topadmingubuntum:~§ # ----- rename
topadmin@ubuntum:~5 sudo mv /etc/shadow /etc/Shadow
mv: cannot move '/[etc/shadow' to '/etc/Shadow': Permission denied
topadmin@ubuntum: ~$

| topadmin@ubuntum:~5 # ----- remove with relative path name |
topadmin@ubuntum:~5 pud
[home/ topadmin
topadmin@ubuntum:~$ sudo rm ../../etc/shadow
rm: cannot remove '../../etc/shadow': Permission denied
topadmin@ubuntum:~$

| topadmin@ubuntum:~§ # ----- edit and save with editor |
topadmin@ubuntum:~$ sudo vi Jetc/shadow]]
(5]

avahi:*:18186:0:99999:7:::
saned:*:18186:0:99999:7:::
nm-openvpn:*:18186:0:99999:7:::
HI|

saned:*:18186:0:99999:7:::
nm-openvpn:*:18186:0:99999:7:::
" [etc/shadow”

/shadow" E212: Can't open file for writin
Press ENTER or type command to continuef

Fig. 13. Prohibited Command Execution in Modified System
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[ topadmin@ubuntum:~$ # ----- browse (read)

~topadmin@ubuntum:~% sudo cat jetc/shadow
root:!:18333:0:99999:7:::
daemon:*:18186:0:99999:7:::
bin:*:18186:0:99999:7:::

| topadmin@ubuntum:~$ # ----- copy

topadmin@ubuntum:~$ sudo cp /etc/shadow backupShadow
topadmin@ubuntum:~S

topadmin@ubuntum:~$ 1s backupShadow

backupshadow

HLY
|tupadmtn@ubuntun:~$ # ----- add new user account userl
tupadmtn@ubuntun ~$ sudo adduser useri
Adding user ‘useril'
Adding new group userl' (1003) ...
Adding new user “user1l' (1003) with group ‘useri' ...
Creating home directory " /home/useri' ...
Copying files from " /etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for useril
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] vy
topadmin@ubuntum:~$
|topadmin@ubuntum:~$ # ----- login as useril
topadmin@ubuntum:~5 su userl
Password:
useri@ubuntum: fhome[topadmins exit
exit
topadmin@ubuntum:~$
| topadmin@ubuntum:~S # ----- delete use account useril
topadmin@ubuntum:~5 sudo deluser userl
Removing user ‘userl’
Warning: group ‘userl' has no more members.
Done.
topadmin@ubuntum:~$

Fig. 14. Permitted Command Execution in Modified System

Table 5. Comparison of Permitted Command Execution Time
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