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Accident Information Based Reliability Estimation Model
for Car Insurance Smart Contract

Soojin Lee' - Aeyoung Kim'™ - Seung-Hyun Seo'*’

ABSTRACT

In order to reduce the time and cost used in insurance processing, studies have been actively carried out to apply blockchain smart
contract technology to car insurance. However, by using traffic data that is insufficient to prove accidents, existing studies are being exposed
to the risk of insurance fraud, such as forgery and overstated damage by malicious insurers. To solve this problem, we propose an accident
data-based reliability estimation model by using both various types of data through sensors, RSUs, and IoT devices embedded in automobiles
and smart contracts. In particular, the regression model was applied in consideration of the weight estimation according to the type of
traffic accident data and the reliability estimation model trained according to various accident situations. The proposed model is expected

to effectively reduce fraud and insurance litigation while providing transparency in the insurance process and streamlining it is well.
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Table 1. Comparison between go2solution and Proposed Model

Categories Go2solution Proposed Model
driver, witness, a
. driver, an insurance group of insurance
Participant .
company company, police,
repair shop
Payment
Y smart Contract
method
Claim smart phone
method P
Proof of . picture, video, Riot
. picture
accident sensor data,
) calculation usin,
benefit . L 8
. not mentioned reliability regression
evaluation .
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Table 2. Sensors for A-loT

Purpose

Categories Sensors
Action | Location | Environment

Infrared )
Magnetometer (0]
Radar O
RFID 0
GPS )
Accelerometer 0]
Linear Acceleration 0]
Gyroscope (0]
Ultrasound 0
UWB )
Bluetooth )
Wi-Fi 0
Capacitive sensor
GSR 0]
Humidity sensor
Light sensor
Magnetometer
Noise sensor
Pressure Sensor
Temperature Sensor
Thermistor
Camera O O

High
-End
Wearables

@)

QO OO0OO0O0OO0OO0

GPS )
RGB-D sensor
Consumer Ultrasonic sensor

Drones infrared
Bluetooth 0
Camera O O

(o oNe]

Ultrasonic Ranging Devices
Millimeter Wave Radar O
Infrared Ranging
Smart LiDAR
Vehicles GPS
Vibration Sensor O

ol cNeNoNeNNe)

Camera O
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Table 3. A-loT Based Collectable Accident Information

Type Sensors or Devices
picture I Camera, RGB-D
video A Camera
message M Recoder

GPS N GPS
acceleration N Acceleration
heat N Temperature Sensor
vibration N Vibration Sensor
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Table 4. Accident Information by Driver, Witness, and
Unauthorized Repair Shop (D-Document, N-Number,
I-Image, B-Boolean, A-AV, M-Message)

Type| W | T | D | G

driver’s picture I | ++ + -
driver’s video A |+++] + | + | +
driver’'s message M + |+
accident vehicle's picture [ | ++ +
accident vehicle's video A |+++| + | +
accident vehicle's GPS N +
accident vehicle's
Acceleration value N *
The existence of witness B | ++ +++
e gt | [+ [
wtness vehicle's picture [ | ++ + | +
witness vehicle’s video A |+++| + | +
witness vehicle’s GPS N +
witness vehicle’s message M +
The existence of witness B +++
The number of witness N ++
witness's picture I | ++ +
witness's video A [+ + |+
witness's message M + |+
unauthorized repair shop’s D ]
repair estimate
unauthorized repair shop's N _

authority level
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Table 5. Accident Information by Police, Insurance Company, and
Authorized Repair Shop (D-Document, N-Number)

Type| W | T | D | G

The number of RSU N | ++ ++ | ++

The distance to RSU N +

The number of data types
which is provided by RSU

authorized repair shop’s

. . D - +
repair estimate
authorized repair shop's N +
authority level
police’s document D - +++
investigator from insurance D n
Company
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Algorithm 1
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Table 6. The Criterion of Reliability Level

Level | Score Meaning

The information is very reliable.
very unlikely to include exaggeration / false

1 |30-39

The information is reliable.

2 |20-29 low likelihood of exaggeration / false

The information is hard to believe.

5 |10-19 high probability of including exaggeration / false

The information is very incredible.

4 0-9 very high likelihood of exaggeration / false
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Table 7. Examples of Traffic Accident Dataset

Year Date, time minute | day/night | Day | Death toll City Location | Type longitude | Latitude
2018 2018031708 0 day Sat 1 Seoul | Gangnam | V2V 127.0486 | 37.52936
2018 2018071903 20 night Thur 1 Seoul | Gangnam | V2V 127.0358 | 37.52871
2018 2018092023 50 night Thur 1 Seoul Gangnam | V2P 127.0298 | 37.49359
2018 2018010813 8 day Mon 1 Seoul | Gangnam | V2P 127.055 | 37.48932
X=[z,, 29, 23, 7,] 4) Table 8. Variables Definition
variable name Type Range meaning
o = HAAY A . Wi witness
- Witness_n x, itness_n | Range [0, 501 number
zy = ALAFANA RSULS] AZ|(F]4A ) ;3.01. distance to
= RSU_d " RSUd | Range | 39951) RSU
zy = ALAFNA 100m oW #1A1g RSU 5~ Zy RSU n Range [0, 49] RSU number
o ARA S 0 A 29 A s |Pewem| Range | D30 TR
= Picture_m
> head(DF)
AY Hlolg+& 201849 1€ 7I€oH A+, A, 4 witness_n RSU_d RSU_n Picture_m Score
27 g ooz SuATh A4 A 24 A 9% 2 19 96,25 3 10 39
2 sjefsp] 9ls) @ E2nEBUel AR dol FECEC R
E AHEloH Y& HolHA A= Table 7914 & 4= AT 5 26 B2.60 11 3 7
5] 17 31.00 22 17 37

AT BAG AR 5 0 5 AT} PR A4 A
Zhol sfksls g Q174 Hlelalol Hg) 47} 50%o]
HES BA% 58 44t oju) AokAIZHOA~6AoE
ARFEe] 9neE0] HS A0 FPPsl 30%7lFoR
oA WS ek RSUSI oist AR 4, 2, A7
CCTV 43 917] dlole e Bz 743t +,9 49, A
T by QiAIsh 7P A7k RSUSH AzlE Axtetel W
e BRI o, AL AA0AEE 100m 54 ool 9
A8 RSUQ| 7i4z ARt AR A 8 AL o,
£ g AEsto] 7o) HolEE AR ojr) L1
o) A 4t 9122 WAS] 99 30802 AW 20
Mol YR M= dole 59 AT AUz es A4 9]
e e BA7) 4k 59 olslz Ay AEYsiol 44
3tk Table 82 A3 W42] Aololt}, o3t Egss
21 B4 Y=y, | THQT B 40 UpERAT

Y1 = By 5)

Ys1 = By + By + By + Bywy + By ©)

t

O]“H, TES AT TEHHUE y(=swre)9 AE HolHE

£9 65047]1-4 glo|E|& &Qto & 3Hl5}to] Equation (1)
Oﬂ’ﬂ Aljket gEnEE 1EsiA AFHFE Foioiila

I #9 "= 10, ..., 39elth. o]#gt MEo] Tt Hlo ]
g A9 d¥& Fig. 33 2t

Fig. 3. Examples of Dataset
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Fig. 49] A =S &RI5HH yol thote] M 2y, o= &
o FHHHAIE 21 UHA BpES 39 ABBAE A=
AL & S otk SQto g HokS o Wi 5,9 ARAAE
7V oFsiet.

AP8E g &, HEE 719 34 BAIE HE
st7] A5 7t ®i4e9] BANEAA S ERIgtt. Table 8&
HH BE W9 BAMIAS= 4 olstE the54Ad9
SA7E it b A9t Haess = ARESto] 39
AZ 4% 249 A4S SolA HEY IJAAE A
&Hal7] AsiA 2 s]F4]of it Adjusted R-Square, MSE,
CpE Y|ttt Adjusted R-Squares ESHHS7} A
S7tS "uit}t Eolx= AEE B, 94 #5208 ot
A 71 Zo] gro] mlu|Et JAHAEE WAF2E MSES Cpe
vH|wstty, Table 107} Zo] Adjusted R-Square %ol
0.9084¢%1 ¥ Al 7Hl 3JAHAFE W47} s F71ele
1 F7150] ZAAaFH ol HF AR o2 HA HEY
R=7t Al 7Rk = 3)DZ ou|gict. HE A 3]A 4ol i)
A MSE % Cpe 7HE a9l IHXS =t
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Fig. 4. Scatter Plots of z, ...

Table 9. Multicollinearity Review of z,, -

» Ty

Variation Inflation Factor

x1 x2 x3 x4
1.052864 1.217278 1.216883 1.059473
4 4 4 4

Table 10. Adjusted R-squared Precedence

Regression Model(k > 3)

N RI\_/I;;IE;I: d Rjiij;s;f: d MSE | C(p) P-value variables
1 0.8146 0.8053 | 2.15]259.62 | € 2.2e-16 | %,%y, 7y
2 0.9128 0.9084 | 1.54| 92.47 | ( 2.2e-16 | 1,25, %4
3 0.9653 0.963 | 1.49| 500 | 2.2e-16 | T1,%5, 25,7,

1 A3 AdElE 22 342 Table 109 2d 302 4

7Hg Eﬂ;‘{l\_ 1171271‘3714011 ‘%‘X(-)] ﬁﬂﬁ]‘zl\_%
-0.091670, 0.519007, -0.321806°]1L 7%
20.957399%1 v

0.674171,
gr=

y = 0.674171z, —0.091670z, +0.519007z,  (7)

—0.321806x, +20.957399
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(A) Residuals vs Fitted (B) Scale-Location
(C) Normal Q-0 (D) Residuals vs Leverage
Fig. 5. Selected Optimal Regression Model
Table 11. Incident information based Insurance Claim Example
, Reliability Reliability IS
Scenarios Score Level Payment
Range(%)
There are RSUs at a distance of 13m from the accident location and
there are 10 RSUs nearby, 15 witnesses provided photographic 30.39 4 100
information.
There are RSUs at a distance of 30m from the accident location and
there are 7 RSUs nearby, 10 witnesses provided photographic 23.59 3 75
information.
Four witnesses provided photographic information when there was no 871 1 2
RSU within 100m of the accident site and the nearest RSU was 103m. ’
oA A A 2 AN A LGS L B ol Mo Al 2% LofE dEd
ulE AEYEC] 4EHL AfFeALol, o e BY 4L X AR BE BEF A2E wED TV
A2l AL WA A RERAN A3 Relelel AL AR AR BEE Fig 63} Lo 204 B R4
Jo|% AUo|EH Al HHE Z7lso] Qo e 7}AHS Al AgE] Y JRE B AlBol=s HEoloh &4
Aeags] A58 o] TFsi. L g A7 ol FRE AT} Hue] 24 EL ek
WAste] A3 AR AL goli, BANE BA A
43 ATIE HEHE 781 Of o Bt . AFOR o BEATA A AL ol
AULE HEHE 7|9ko] B3] AoRxpol| A WAggh At E T 92 ok B4R HolE FE5H7] {5 HABAL
B A o= Table 113+ Zth Table 119 AUz o8} = AR RE HES T, FE AlFo] gk FF42] &5l
7ol Aot e off BEAA} AT ARLE HEHE gt RARS &} o] BE9 £ U FL Table 12904
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Provide
incident
‘ information

Driver
/Witness

uint256 hashofdata;
string location;
string carnumber;
uint8 time;

uint8 date;

Read Data

—

Send Incentives

Address witness

Fig. 6. Incident Information Reporting Process

Table 12. Accident Information Reporting Module

int Witnessnumber,
int RSUdistance;

Insert data

int RSUnurnber Insert insurance
— - 1 information
int originalbenefit

address to

Calculate Score
and Benefit

l Send insurance

Fig. 7. Insurance Payment Process

® '

w
Insurant

Table 13. Insurance Payment Module

function input output explanation

int _RSUlevel,

int _witnesspictur, Insurer

assign

Value

int _witnesscar,

int _repairquote,

int _min_driver

inserts each
data value

function input output explanation
string
witnessorDriver, Driver or
. uint256 _picture, witness
getPicture . .
] string _gps, inserts the
/getVideo . . ) )
uint8 _time, information
uint8 _date, of the video
string _carnumber
Insurance
checkPicture True/Fals cczlmp ?yt
/checkVideo e reads p oto
or video
information
Insurer
Transferlncent address _to True/ pays Ether
ive False .
for witnesses
Insurance
check this. . company
views current
Balance balance
contract
balance
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int _Score, and
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insurance
according to
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paC e Transferlncentive o
_identity:
_to:
witness
OxCA35b7d915458EF540aDes068d]
_picture:
2453402134 (i transact
_Eps:
(B) The Contents are Written to the Block
127.0486,37.52936 in Log Form
. I
time: i

“from™: "Ox39dd!ed!E3eT5a8226b07ab S G5cc20a5e 1 eddddd™,

1620 “toplc”: "Ox124b200531350T1 396221 b635chal cB3c 329918721 c6dE4463% | chdBf5adal ™,
“event”: “RecordPicture”,
“args”

20190901

“5": 20190901,
TB wlikels

_carnumber: "provider : UMLASED 1091 SASEEr SAUADECURCAF e2F AOEGT 2 7ade
“-identity”: “witness”,
“_HashoiPicture”: ~2453402130",
abc1234 *_gps”: "127.0486,37.52336",
“_time™: 1620,

“_date”: 20190301,
D transact “_carnumber”: "HEJH324",
Enatn

L

(A) The Accident Witness Sends a Original

Picture to the Mobile App and Enters the

Picture Information Via the GetPicture (C) The Insurance Company Checks the Picture and Sends Ether
to the Witness

oo

Fig. 8. Operation Example Using Accident Information Reporting Smart Contract

; A initialbenefit
AssginValue

_originalbenefit:

_Witness_n: 20
_to:
10
Ox14723A09ACHED2AE0DCF7 A4
_RSU_ Ell B transact
0 (B) The Insurer Enters the Account of the
Accident Party and the Contractual
Insurance Benefit
RSU n:
:
0:int254: 15
_Picture_m:
10

0:int256: 23

B transact Trustievel

(A) The Insurance Company Enters the Trust Factor
Values Into the Smart contract Based on the
Collected Data

0:int256: 3

(C) The Insurance Company and Accident Parties Calculate
the Reliability Scores, Trust Level, and Benefit and The
Company Transfers the Ether to Accident Parties

Fig. 9. Operation Example Using Reliability Evaluating Smart Contract
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