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ABSTRACT

Traditional Malware Detection is susceptible for detecting malware which is modified by polymorphism or obfuscation technology.
By learning patterns that are embedded in malware code, machine learning algorithms can detect similar behaviors and replace the
current detection methods. Data must collected continuously in order to learn malicious code patterns that change over time. However,
the process of storing and processing a large amount of malware files is accompanied by high space and time complexity. In this
paper, an HDFS-based distributed processing system is designed to reduce space complexity and accelerate feature extraction time.
Using a distributed processing system, we extract two API features based on filtering basis, 2-gram feature and APICFG feature and
the generalization performance of ensemble learning models is compared. In experiments, the time complexity of the feature extraction
was improved about 3.75 times faster than the processing time of a single computer, and the space complexity was about 5 times
more efficient. The 2-gram feature was the best when comparing the classification performance by feature, but the learning time was

long due to high dimensionality.
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call dword [sym.impl USER32.dl|| DestroyWindow
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call dword [sym.impl.USER32.dl|] ReleaseDC(]

call dword [sym.imp{. OLE32.dIl_|DleLockRunning]
call dword [sym.impl.USER32.dl|] DestroyWindow

Fig. 3. API Call Statement in Assembly Code
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Table 1. Processing Time Per Features
No. Processing Time(s)
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dimension Single node 2 nodes 3 nodes 4 nodes 5 nodes
2-gram 61,952 34,941 16,049 10,709 9,614 9,012
3-gram ~16,777,216 40,242 23,272 16,353 13,373 12,871
API(DLL) 291 44,033 20,633 13,727 10,781 9,924
API(APD) 119 39,781 20,895 14,497 12,177 11,985
APICFG 2,711 40,404 20,886 14,273 10,744 10,024
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